
1. Introduction

1.1. Background and Motivation

In recent decades, China's rapid urbanization has 
fostered unprecedented growth in metropolitan areas, 
leading to significant advances in infrastructure, eco-
nomic development and technological innovation (Liu 

et al., 2024; Magazzino & Mele, 2021). However, this 
exponential urban expansion has triggered mul-
tifaceted challenges, especially in the area of urban 
traffic management. Growing car ownership exacer-
bates traffic congestion, leading to longer travel 
times, increased fuel consumption, higher CO2 emis-
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sions and significant economic losses (Leroutier & 
Quirion, 2023). 

Traditional traffic management systems, which rely 
mainly on static signal timing and manual interven-
tion, are increasingly unable to cope with the dynamic 
complexity of modern urban traffic. The management 
of transportation infrastructure facilities also presents 
obvious challenges. The proliferation of traffic moni-
toring equipment, signal control systems, and sup-
porting infrastructure requires complex facilities man-
agement practices (Li et al., 2022). Traditional facility 
management practices often struggle to maintain op-
timal performance of these systems, resulting in in-
creased maintenance costs and reduced system reli-
ability. Modern traffic management facilities require 
intelligent monitoring systems and predictive mainte-
nance protocols to ensure continuous operations and 
maximize the useful life of the infrastructure. Howev-
er, existing literature seldom addresses how IoT and 
digital twin-based traffic systems, proven effective in 
smaller-scale pilot projects or developed regions, can 
be adapted to rapidly urbanizing environments with 
substantial infrastructural variations—a key gap this 
study aims to fill.

At the same time, the pressing global need for 
sustainability shows that innovative solutions must be 
employed to mitigate environmental impacts while 
improving the livability of cities (Bibri & Krogstie, 
2020; Wu, 2023). The integration of cutting-edge 
technologies such as the Internet of Things (IoT) and 
digital twins offers transformative opportunities for 
positive change in transportation management. The 
IoT can facilitate real-time data collection and com-
munication between interconnected devices, allowing 
for adaptive and intelligent control mechanisms (Khan 
et al., 2023). On the other hand, digital twin technolo-
gies can provide a virtual copy of the physical trans-
portation system, granting the possibility of compre-
hensive simulation and predictive analysis (Qian et 
al., 2022). The convergence of these technologies in 
Intelligent Traffic Light Systems (ITLS) is not only ex-
pected to optimize traffic flow and reduce congestion, 
but also contribute significantly to environmental sus-
tainability and economic efficiency.

The Malaysian Smart Traffic Light Management 
(MSTLM) project is a relevant empirical case study 
that demonstrates the tangible benefits of ITLS im-
plementation. By analyzing data from eight major 
cities in Malaysia, this study attempts to extrapolate 
insights and develop a robust framework tailored for 
the Chinese urban environment. The overarching mo-

tivation is to leverage technological advances to pro-
mote sustainable urban development, improve the 
efficiency of traffic management, and align with the 
global Sustainable Development Goals (SDGs).

1.2. Research Objectives

This study is driven by a multifaceted set of objec-
tives aimed at comprehensively evaluating and facili-
tating the adoption of ITLS in Chinese cities:
• Evaluate the Effectiveness of IoT-Enabled Traf-

fic Light Systems: Through empirical analysis of 
operational data from the MSTLM project, assess 
the impact of ITLS on key performance indicators 
such as travel time efficiency, congestion indices, 
fuel consumption, and CO₂ emissions.

• Develop an Implementation Framework for 
Chinese Urban Environments: Formulate a 
comprehensive framework that addresses the 
unique technical, economic, and environmental 
contexts of Chinese cities, ensuring seamless in-
tegration and scalability of ITLS.

• Assess Technical, Economic, and Environmen-
tal Impacts: Conduct a holistic evaluation of ITLS 
implementation, encompassing technical architec-
ture, cost-benefit analyses, and environmental 
sustainability metrics.

• Propose Policy Recommendations for Large-
Scale Deployment: Formulate actionable policy 
guidelines that facilitate the widespread adoption 
of ITLS, fostering public-private partnerships, en-
suring regulatory compliance, and promoting sus-
tainable urban governance.
This leads to our core research question: Can IoT- 

and digital twin-enabled traffic light systems, validat-
ed in the Malaysian MSTLM project, produce signif-
cant sustainability gains in the complex urban envi-
ronments of China?

1.3. Significance of the Study

As one of the most rapidly urbanizing countries in 
the world, China is at a critical juncture where the in-
tegration of  MSTLM can have far-reaching impacts in 
terms of economic benefits, environmental sustain-
ability and improved quality of urban life (Hui et al., 
2023). By carefully analyzing the results of the 
MSTLM project, this study provides valuable empiri-
cal evidence to support the effectiveness of ITLS, 
thereby informing policy makers, urban planners, and 
stakeholders of the practical advantages and strate-
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gic considerations necessary for successful ITLS im-
plementation.

In addition, a tailored implementation framework 
addresses the nuanced challenges inherent in large-
scale urban deployments, such as infrastructure di-
versity, governance structures, and socioeconomic 
disparities. This study not only illustrates the technical 
and environmental advantages of ITLS, but also em-
phasizes the need to promote collaborative gover-
nance models and incentivize public-private partner-
ships to drive sustainable urban transformation. It is 
in line with the global sustainable development agen-
da to promote resilient and inclusive urban communi-
ties through the judicious application of advanced 
(Wu, 2024).

2. Literature Review

2.1. Evolution and Components of ITLS

ITLS represent a transformative evolution from 
traditional static traffic signal control to a dynamic, 
data-driven management framework. ITLS utilizes 
real-time data collection, processing, and adaptive 
control mechanisms to optimize traffic flow, reduce 
congestion, and enhance overall urban mobility 
(Elassy et al., 2024). ITLS deployments have been 
associated with significant improvements in travel 
time efficiency, fuel consumption, and emission re-
ductions (Toulni et al., 2023).

The evolution of ITLS can be traced from basic 
traffic signals equipped with sensors to complex sys-
tems integrating advanced analytics and machine 
learning algorithms. The core components of an ITLS 
include traffic sensors (e.g., cameras, inductive 
loops), traffic control units (TCUs), IoT gateways, and 
communication networks (Rai et al., 2023). The inte-
gration of digital twin technology further enhances the 
ITLS by providing a virtual copy of the physical trans-
portation system, facilitating simulation, predictive 
maintenance, and scenario analysis (Adel & HS 
Alani, 2024).

Empirical studies have consistently demonstrated 
the effectiveness of ITLS in alleviating traffic conges-
tion, reducing travel time, and reducing greenhouse 
gas emissions (Kuang et al., 2019; J. A. Molina et al., 
2020). For example, deployments in cities such as 
Singapore and Barcelona have significantly reduced 
peak hour travel times and fuel consumption (L. T. 
Molina et al., 2019; Savall-Mañó et al., 2024). How-
ever, challenges remain, including high initial de-

ployment costs, interoperability issues with legacy 
systems, and concerns related to data privacy and 
security (Albouq et al., 2022).

2.2. IoT in Urban Traffic Management

IoT constitutes a network of interconnected de-
vices capable of collecting, exchanging and analyzing 
data autonomously. In the context of urban traffic 
management, IoT facilitates real-time data acquisition 
from various sensors for dynamic traffic signal ad-
justments and informed decision making (Almutairi et 
al., 2024).

The IoT architecture for traffic management typi-
cally consists of a sensor layer, a communication lay-
er, and an application layer (Rai et al., 2023). Proto-
cols such as MQTT, CoAP, and Ethernet play a cru-
cial role in ensuring efficient data transfer and inter-
operability between devices (Seoane et al., 2021). 
The emergence of 5G technology further enhances 
the capabilities of IoT for traffic management by pro-
viding high-speed, low-latency communications es-
sential for real-time applications (Sefati & Halunga, 
2023).

Many case studies highlight the successful inte-
gration of IoT in traffic management systems. In 
Türkiye, smart cities intelligent transportation systems 
project demonstrates the application of IoT in optimiz-
ing traffic flow and reducing congestion through real-
time data analysis and adaptive control mechanisms 
(Gunes et al., 2021). Similarly, initiatives in European 
cities have achieved significant improvements in 
transportation efficiency and environmental sustain-
ability through IoT-enabled ITLS deployments (Elassy 
et al., 2024).

Recent studies (Alfandi et al., 2021) stress the im-
portance of data security and privacy in IoT-centric 
traffic systems. Particularly in large-scale Chinese 
cities, ensuring secure data streams and compliance 
with data governance policies is a critical success 
factor for widespread ITLS adoption.

2.3. Digital Twin Technology in Traffic 
Management

Digital twin technology involves creating virtual 
counterparts of physical systems for comprehensive 
monitoring, simulation and optimization (Botín-
Sanabria et al., 2022; Javaid et al., 2023). In traffic 
management, digital twins help in visualization of traf-
fic dynamics, predictive analytics and scenario testing 
to enhance the decision-making process (Ersan et 
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al., 2024). Digital twins typically involve the integra-
tion of real-time data streams with simulation models 
to create dynamic virtual environments that offer sev-
eral advantages (Kušić et al., 2023), including en-
hanced predictive maintenance, improved traffic fore-
casting, and the ability to simulate the impact of in-
frastructure changes (Werbińska-Wojciechowska et 
al., 2024).

2.4. Sustainable Urban Development and Smart 
Cities

Sustainable urban development seeks to balance 
economic growth, environmental stewardship and 
social equity in urban settings (Kajiita & Kang’ethe, 
2024). Smart cities, characterized by the integration 
of advanced technologies and data-driven gover-
nance, play a crucial role in achieving the sustainable 
development goals by improving the efficiency of ur-
ban services and infrastructure (Bibri, 2021). Intelli-
gent traffic signal systems contribute to sustainable 
urban development by optimizing traffic flow, reducing 
vehicle emissions and improving the quality of urban 
life (Musa et al., 2023). By minimizing congestion and 
improving travel time efficiency, ITLS reduces fuel 
consumption and greenhouse gas emissions, thereby 
mitigating the environmental impact of urban trans-
port (Elassy et al., 2024; Kuang et al., 2019). The ef-
fectiveness of ITLS is amplified when combined with 
other urban systems such as public transportation, 

emergency services and urban planning frameworks 
(Glazener et al., 2021).

2.5. Gaps in the Literature

Figure 1 conceptualizes the interdependencies 
between ITLS, IoT, and digital twin technologies, illus-
trating how real-time sensor inputs and predictive 
simulations converge to improve traffic management 
outcomes. This framework guides our empirical in-
quiries and informs the subsequent methodological 
design.

While substantial progress has been made in un-
derstanding the benefits and challenges of ITLS, 
some gaps remain. Notably, there is limited research 
on the contextual adaptation of ITLS to different ur-
ban environments, especially in rapidly urbanizing 
environments like China. Addressing these gaps is 
critical to developing comprehensive implementation 
frameworks that take into account the unique infra-
structural, socioeconomic, and governance land-
scapes of different urban environments. 

3. Methodology

3.1. Research Design

This study employs a quantitative research design, 
focusing exclusively on the analysis of empirical data 
from the MSTLM project. The objective is to evaluate 
the effectiveness of ITLS in improving urban traffic 
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management and contributing to sustainable urban 
development. By leveraging statistical methods, the 
research aims to quantify the impact of ITLS across 
key performance indicators (KPIs) such as travel time 
efficiency, congestion index, fuel consumption, and 
CO2 emissions.

3.2. Data Collection

Data for this study is sourced solely from the 
MSTLM project implemented in eight Malaysian 
cities. The data encompasses both pre-implementa-
tion and post-implementation metrics, providing a 
comprehensive basis for comparative analysis.The 
MSTLM dataset spans 12 months (from Feb 23 to 
Feb 24), capturing peak and off-peak traffic data in 
30-minute intervals. Each city’s dataset was consoli-
dated into daily and weekly averages to align with the 
availability of maintenance logs and emission mea-
surements.

The eight cities were selected based on (1) having 
established traffic sensor infrastructure, (2) govern-
ment collaboration, and (3) diverse roadway charac-
teristics (urban cores, suburban zones, etc.). This 
purposive selection provides a broad spectrum of 
traffic conditions while ensuring data comparability.

3.2.1.Operational Metrics:

• Travel Time Efficiency: Peak hour travel time 
measurements before and after ITLS implementa-
tion.

• Congestion Index: Real-time traffic flow data be-
fore and after ITLS implementation.

• Fuel Consumption: Daily fuel consumption rates 
before and after ITLS implementation.

• CO2 Emissions: Daily CO2 emission levels before 
and after ITLS implementation.

3.2.2.System Performance Metrics:

• System Uptime: Percentage of time the ITLS was 
operational.

• Daily Signal Adjustments: Number of daily adjust-
ments made to traffic signals before and after ITLS 
implementation.

3.3. Data Analysis

The data collected was analyzed using robust sta-
tistical techniques to assess the impact of the ITLS 
on urban traffic management and sustainability indi-
cators. The following methodology was used:

3.3.1.Descriptive Statistics

Descriptive statistics provide a basic understand-
ing of the data by summarizing the central tendency, 
dispersion, and overall distribution of KPIs before and 
after the implementation of the ITLS.
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Figure 2 | MSTLM Technical Architecture Diagram
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• Mean and Standard Deviation: Calculate the av-
erage values and variability for each KPI across 
the eight cities.

• Percentage Reduction/Improvement: Determine 
the percentage change in each KPI post-imple-
mentation relative to pre-implementation values.

3.3.2.Paired t-Tests

A paired t-test was conducted to compare the 
means of the KPIs before and after ITLS implementa-
tion. This statistical test assesses whether the differ-
ences observed in the indicators are statistically sig-
nificant. All t-tests were conducted in SPSS , and p-
values are reported to three decimal places to ensure 
transparency.

3.3.2.1.Hypothesis Testing:

• Null Hypothesis (H1): There is no significant dif-
ference in the KPI before and after ITLS imple-
mentation. 

• Alternative Hypothesis (H1): There is a signif-
cant difference in the KPI before and after ITLS 
implementation. 

3.3.2.2.Significance Level: 

A p-value of less than 0.05 is considered statisti-
cally significant.

3.4. Limitations

While the study provides valuable insights into the 
impact of ITLS, certain limitations must be acknowl-
edged:
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Table 1 | ITLS System Architecture Overview

Layer Components Description

Field Layer
• Traffic Signal Units
• Traffic Sensors (Cameras)
• Traffic Control Units (TCUs)

Core execution units managing vehicle flow, 
monitoring traffic conditions, and performing 
initial data processing.

Communication 
Layer

• Ethernet Protocol
• Serial Interfaces
• 5G/LTE Modems
• Base Stations/Internet Connectivity

Facilitates data exchange, robust transmission, 
high-speed communication, and wide-area 
network support.

Processing Layer

• loT Gateways and Data Acquisition Devices
• Cloud Servers
• Uninterruptible Power Supply (UPS) Systems
• Switches

Handles real-time data analysis, extensive 
processing, power stability, and internal 
network communications.

Application Layer
• Digital Twin Panels
• Mobile Applications
• Remote Access Interfaces

Provides real-time visualization, remote 
monitoring, and centralized management 
capabilities.

Table 2 | ITLS Data Flow Processes

Process Steps

Data Collection
1. Traffic signals and sensors capture real-time traffic data.
2. Traffic controllers process initial data locally.
3. IoT gateways aggregate and transmit data to cloud servers.

Data Processing

1. Real-time analysis by loT gateways.
2. Data transmitted via 5G networks to cloud servers.
3. Cloud servers perform advanced analytics and store data.
4. Insights visualized on digital twin platforms.

Control Process

1. Decision-making on digital twin panels.
2. Instructions sent to cloud servers.
3. Cloud servers relay instructions to loT gateways.
4. loT gateways direct traffic controllers to execute signal adjustments.
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• Geographical Specificity: The empirical data is 
exclusively from Malaysian cities, which may have 
different infrastructural and socio-economic con-
texts compared to Chinese cities.

• Data Granularity: Limited access to more granu-
lar data (e.g., minute-by-minute traffic flow) may 
constrain the depth of analysis.

• Technological Variability: Differences in ITLS 
technologies and implementation strategies across 
cities may introduce variability in the outcomes.

4. Results and Analysis

4.1. System Design and Implementation

ITLS implemented in the MSTLM project is based 
on a complex technological architecture integrating 
the IoT and digital twin technologies. Figure 2 in this 
section depicts the comprehensive system design, 
highlighting each architectural layer and its con-
stituent components through structured Table 1 and 
Table 2 . In addition, it describes the system integra-
tion and data flow processes.

4.2. Empirical Data Analysis

The empirical analysis utilized quantitative data 
from the MSTLM program, focusing on eight major 
cities. The analysis assessed the impact of ITLS im-
plementation on KPIs that are critical to sustainable 
urban development, including travel time efficiency, 
congestion index, fuel consumption, carbon dioxide 

emissions, system reliability, and frequency of signal 
adjustments.

4.2.1.Travel Time Efficiency

According to Table 3 ITLS implementation signif-
cantly reduced peak hour travel times in eight cities. 
Shah Alam City experienced the greatest improve-
ment with a 45.0% reduction in travel time. On aver-
age, travel time decreased from 32.8 minutes to 20.4 
minutes, a 37.7% reduction. A paired t-test confirmed 
the statistical significance of this reduction (p= 0.003).

(H1: Average Peak Hour Travel Time Reduction: 
37.7%)

4.2.2.Congestion Reduction

The congestion index, a key measure of traffic 
density and traffic efficiency, improved by an average 
of 38.5% after the implementation of ITLS as shown 
in Table 4. The pre-implementation average conges-
tion index was 73.6%, which dropped to 45.3% after 
ITLS deployment. The city of Shah Alam City again 
showed the most significant decrease at 45.0%, while 
the other cities also showed significant improve-
ments. A paired t-test confirms the statistical signif-
cance of these findings (p = 0.002).

(H1: Average Congestion Index Improvement: 
38.5%)

4.2.3.Fuel Consumption

As shown in Table 5, the deployment of the ITLS 
resulted in an average reduction of 27.3% in daily fuel 
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Table 3 | Travel Time Efficiency Before and After ITLS Implementation

City Number of 
intersections Percentage

Before 
implementation 

(minutes)

After 
implementation 

(minutes)

Reduction rate 
(%)

Kuala Lumpur 550 30.6% 45 28.5 36.7

Penang 320 17.8% 35 22.5 35.7

Johor Bahru 280 15.6% 38 24.5 35.5

Shah Alam 180 10.0% 32 19.7 38.5

Putrajaya 150 8.3% 25 16.0 36.0

Cyberjaya 120 6.7% 32 17.6 45.0

Kota Kinabalu 110 6.1% 28 17.5 37.5

Kuching 90 5.0% 27 17.2 36.3

Average 1,800 100% 32.8 20.4 37.7
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consumption, which equates to a savings of approxi-
mately 1,390 liters of fuel per day per city. Shah Alam 
City reported the largest reduction of 45.0%, while the 
other cities reported reductions ranging from 23.5% 
to 25.5%. A paired t-test verified the statistical signif-
cance of these reductions (p = 0.004).

(H1: Average Congestion Index Improvement: 
38.5%)

4.2.4.CO2 Emissions

The implementation of ITLS resulted in an average 
reduction of 18.4% in daily CO2 emissions in the cities 
studied. Table 6 shows that the reductions ranged 
from 15.4% to 35.0%. The paired t-test confirmed the 
statistical significance of these reductions (p = 0.008).

(H1: CO2 Emissions Decrease: 18.4%)

4.2.5.System Reliability

ITLS has demonstrated excellent reliability, main-
taining an average uptime of 98.3%. Monthly down-
time has been reduced to an average of 12.4 hours, 
ensuring continued efficient traffic management. This 
high level of system reliability demonstrates the effec-
tiveness of the robust architectural design and the 
redundancy and fail-safe mechanisms implemented.

4.2.6.Daily Signal Adjustments

With the implementation of ITLS, the frequency of 
daily signal adjustments increased dramatically from 
an average of 49.9 adjustments per day to 188.8 ad-
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Table 4 | Congestion Index Before and After ITLS Implementation

City Before implementation 
(minutes)

After implementation 
(minutes) Reduction rate (%)

Kuala Lumpur 85.0 54.4 36.0

Penang 78.0 48.4 38.0

Johor Bahru 80.0 49.6 38.0

Shah Alam 72.0 44.3 38.5

Putrajaya 65.0 40.3 38.0

Cyberjaya 75.0 41.3 45.0

Kota Kinabalu 68.0 42.2 37.9

Kuching 66.0 41.6 37.0

Average 73.6 45.3 38.5

Table 5 | Fuel Consumption Before and After ITLS Implementation

City Before implementation 
(liters/day)

After implementation 
(liters/day) Reduction rate (%)

Kuala Lumpur 8,500 6,290 26.0

Penang 5,500 4,180 24.0

Johor Bahru 6,000 4,500 25.0

Shah Alam 4,800 3,576 25.5

Putrajaya 3,500 2,660 24.0

Cyberjaya 5,000 2,750 45.0

Kota Kinabalu 3,800 2,890 24.0

Kuching 3,700 2,830 23.5

Average 5,100 3,710 27.3
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justments per day. This 280.5% increase reflects the 
system's increased ability to adapt to real-time traffic 
conditions, thereby optimizing traffic flow and reduc-
ing congestion.

4.3. Statistical Significance

Paired t-tests across all KPIs showed a statistically 
significant improvement after implementation of ITLS, 
with p-values well below the conventional threshold of 
0.05. These results confirm that the observed reduc-
tions in travel time, congestion, fuel consumption, and 
CO2 emissions, as well as improvements in system 
reliability and frequency of signal conditioning, are not 
due to random variations, but rather are important 
outcomes of ITLS implementation.

5. Discussion

5.1. Key Finding

The results presented in Chapter 4 highlight the 
transformative potential of ITLS that integrate IoT and 
digital twin technologies. Empirical data from eight 
major cities in Malaysia show statistically significant 
improvements in travel time efficiency, congestion 
reduction, fuel consumption, CO2 emissions, system 
reliability, and frequency of signal adjustments.

5.1.1.Technical and Operational Implications

Real-time Adaptation and Frequent Signal Adjust-
ments: The significant increase in daily signal ad-
justments highlights the need for traffic management 
systems that can instantly respond to fluctuating road 
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Table 6 | CO2 Emissions Before and After ITLS Implementation

City Before implementation 
(tons/day)

After Implementation 
(tons/day) Reduction rate (%)

Kuala Lumpur 20.4 17.1 16.2

Penang 13.2 11.1 15.9

Johor Bahru 14.4 12.0 16.7

Shah Alam 11.5 9.6 16.5

Putrajaya 8.4 7.1 15.5

Cyberjaya 16.0 10.4 35.0

Kota Kinabalu 9.1 7.7 15.4

Kuching 8.9 7.5 15.7

Average 12.7 10.3 18.4

Table 7 | System Reliability Before and After ITLS Implementation

City Running time (%) Monthly downtime (hours)

Kuala Lumpur 97.8 16.2

Penang 98.2 13.3

Johor Bahru 98.0 14.6

Shah Alam 98.4 11.7

Putrajaya 98.6 10.2

Cyberjaya 99.2 5.8

Kota Kinabalu 97.9 15.3

Kuching 98.3 12.4

Average 98.3 12.4
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conditions. IoT-driven controllers and digital twin 
models play a crucial role in facilitating these dynamic 
adaptations (Hashem et al., 2024).

Digital twin integration: integrating IoT gateways 
for data collection and cloud-based digital twin plat-
forms for traffic simulation significantly improves de-
cision-making (Irfan et al., 2024). The predictive pow-
er of the digital twin environment enables city man-
agers to anticipate and mitigate congestion before it 
intensifies.

Scalability and Resiliency: The layered architec-
tural design (including field, communications, pro-
cessing, and application layers) is scalable, enabling 
incremental system expansion. In addition, power 
backup (UPS) and redundant communication chan-
nels minimize downtime, which is critical in high-den-
sity urban environments.

Environmental Sustainability: Significant reduc-
tions in fuel consumption and CO2 emissions are 
consistent with broader green development goals 
(Zakari et al., 2022). These findings suggest that 
ITLS, when integrated into a city's sustainability 
agenda, can make a tangible contribution toward mit-
igating environmental impacts.

5.1.2.Economic Considerations

Cost Benefit Advantage: While the initial capital 
investment (for IoT sensors, communications up-
grades, and cloud services) can be large, the reduc-
tion in congestion-related costs (lost productivity, ex-
cessive fuel use, and vehicle maintenance) supports 
a favorable long-term return on investment (ROI).

Scalable Deployment: Incremental deployment 
(e.g., focusing on high-priority intersections first) can 
help municipalities manage financial expenditures 
while reaping immediate benefits. Successful pilot 
projects can attract additional funding or incentives 
for broader system rollouts.

5.1.3.Policy and Governance Factors

Standardization and Interoperability: Unified data 
exchange protocols and sensor specifications simplify 
integration and reduce the complexity of integrating 
various traffic control units and cameras (Naveed et 
al., 2022).

Public-private partnerships: Partnering with tech-
nology companies and system integrators can offset 
capital costs and accelerate knowledge transfer. 
Clear procurement guidelines and performance-
based contracts help align incentives.

Capacity Building: Facilities managers and traffic 
engineers need ongoing training in IoT data man-
agement, predictive analytics, and digital twin opera-
tions. Investment in skill development is critical to 
sustain long-term system performance.

Data Governance and Compliance: Harmonizing 
ITLS data streams with local cybersecurity laws (e.g., 
China’s Data Security Law) and ensuring locally 
hosted servers for sensitive traffic footage can be 
crucial to maintaining public trust and avoiding legal 
complications.

72

Table 8 | Daily Signal Adjustments Before and After ITLS Implementation

City Pre-implementation Post-implementation Increase (%)

Kuala Lumpur 80 295 268.8

Penang 55 205 272.7

Johor Bahru 60 230 283.3

Shah Alam 45 175 288.9

Putrajaya 35 140 300.0

Cyberjaya 50 180 260.0

Kota Kinabalu 38 145 281.6

Kuching 36 140 288.9

Average 49.9 188.8 280.5
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5.2. Implementation Framework for Chinese 
Citiess

Based on the quantitative evidence and opera-
tional insights gained from the MSTLM project, we 
attempt to articulate a strategic roadmap that can be 
used to deploy ITLS in Chinese urban environments. 
The framework recognizes the diversity of infrastruc-
tures, the complexity of systems, and the high popu-
lation densities in many of China's urban areas. By 
integrating technical, operational, and policy-oriented 
strategies, the proposed implementation framework 
aims to simplify the deployment of ITLS for sustain-
able and smart urban traffic management.

In China’s context, high population densities and 
complex governance structures necessitate greater 
emphasis on inter-agency coordination. Our pilot-
based approach could be initially tested in Tier 1 
cities (e.g., Shanghai or Guangzhou) before scaling 
to mid-sized cities.

5.2.1.Phased Deployment Strategy

A three-phase approach ensures that ITLS imple-
mentation is systematic, adaptive, and scalable. Each 
phase addresses key considerations in infrastructure, 
technology, stakeholder engagement, and policy 
alignment.

5.2.1.1.Phase 1: Infrastructure Assessment and 
Planning

1) Network Evaluation
• Bandwidth and Coverage: Conduct city-wide sur-

veys to evaluate existing cellular networks (e.g., 
4G/LTE, 5G) and fiber backbones. Identify zones 
with inadequate coverage and plan expansions or 
upgrades.

• Latency Requirements: Set benchmarks for maxi-
mum permissible latency (e.g., 100 ms) to support 
real-time signal adjustments and IoT data stream-
ing.

2) Legacy System Compatibility
• Controller and Sensor Audit: Catalog existing traf-

fic controllers, sensors, and traffic lights. Deter-
mine which can be integrated via compatibility 
modules (e.g., serial-to-Ethernet converters) and 
which require replacement.

• Protocol Alignment: Adopt standardized communi-
cation protocols (e.g., MQTT, CoAP, Ethernet) to 
minimize integration conflicts and ensure consis-
tent data formatting.

3) Stakeholder Engagement
• Inter-departmental Collaboration: Form a steering 

committee with representatives from transporta-
tion, IT, public security, and urban planning agen-
cies to unify decision-making.

• Public-Private Partnerships (PPPs): Explore col-
laborations with telecommunications companies 
and technology vendors, leveraging private-sector 
expertise and shared investment models.

5.2.1.2.Phase 2: Pilot Implementation

1) High-Priority Intersections
• Site Selection Criteria: Focus on intersections with 

chronic congestion, high accident rates, or strate-
gic importance (e.g., CBDs, access points to 
highways).

• Pilot Scale: Start with a manageable number of 
intersections (e.g., 10–20) to validate the technical 
architecture and fine-tune system parameters be-
fore city-wide rollout.

2) Core ITLS Components
• IoT Gateways and Cloud Services: Install IoT 

gateways at selected intersections and configure 
cloud servers to process incoming data in real 
time.

• Digital Twin Panels: Develop interactive dash-
boards displaying real-time traffic flows, conges-
tion indices, and predictive scenarios for each pilot 
site.

• Edge Processing: For latency-critical tasks, con-
sider deploying edge computing nodes near inter-
sections, reducing the round-trip time to cloud 
servers.

3) Performance Monitoring and Adjustment
• Pilot Selection: We recommend a 6-month pilot 

cycle to capture seasonal variations in traffic pat-
terns.

• KPI Tracking: Continuously monitor travel times, 
congestion indices, and fuel consumption metrics 
via live dashboards.

• Iterative Fine-Tuning: Adjust signal timings and 
sensor calibration (e.g., camera angles, detection 
zones) based on real-time data and operator feed-
back.

• Public Feedback Loop: Integrate user feedback—
particularly from drivers, commuters, and local 
businesses—to refine pilot implementation and 
bolster community support.
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5.2.1.3.Phase 3: Full-Scale Rollout

1) City-Wide Integration
• Incremental Expansion: Deploy ITLS across all 

major intersections, prioritizing those with high traf-
fic volume and strategic significance.

• Cluster-Based Rollout: Roll out in clusters (e.g., 
districts or zones) to manage complexity and con-
solidate data analytics for each area.

2) Adaptive Optimization
• Seasonal and Event-Based Adjustments: Use time 

series analysis to preemptively modify signal tim-
ings during holidays, special events, or seasonal 
peaks (e.g., monsoon seasons).

• Machine Learning Algorithms: Incorporate AI-dri-
ven pattern recognition to optimize signal timing, 
particularly for unpredictable traffic surges (e.g., 
accidents, sporting events).

3) Multi-Modal Integration
• Public Transit Synchronization: Align ITLS adjust-

ments with bus rapid transit (BRT) or metro 
schedules, prioritizing public transport corridors 
during peak hours.

• Non-Motorized Modes: Implement pedestrian-
friendly signal phases and consider bicycle lane 
integration, reducing vehicular dependency and 
supporting green mobility.

5.2.2.Technical Infrastructure Requirements

Reliable communication networks, scalable com-
puting solutions, and robust security measures form 
the backbone of a well-functioning ITLS. Meeting 
these requirements ensures that frequent signal ad-
justments, real-time analytics, and digital twin simula-
tions can be performed without technical bottlenecks.

5G/LTE Capacity Planning: Forecast data usage 
based on sensor density and update rates. Each in-
tersection may generate multiple streams of video/
telemetry data.

Secure Access Control: Implement multi-factor au-
thentication (MFA) for control systems, ensuring only 
authorized personnel can modify signal parameters.

Facilities Maintenance Protocols: Establish regular 
cleaning, alignment checks, and firmware updates to 
minimize sensor drift or degradation.

IoT Protocol Compatibility: Promote uniform adop-
tion of open standards (MQTT, CoAP) or widely used 
industrial protocols (e.g., Modbus over TCP) for ease 
of integration.

5.2.3.Risk Management

Comprehensive risk management addresses 
technical, operational, and stakeholder-related uncer-
tainties. Proactive mitigation enhances system relia-
bility, sustainability, and public acceptance.

Bridging Modules: Bridge Module: Prepare 
adapters/converters to connect older traffic con-
trollers or sensors to modern IoT gateways. Greater 
compatibility with deployed devices, reduced costs 
and improved overall stability.

Scheduled Downtime: Enables facilities manage-
ment teams to plan system updates and maintenance 
periods during off-peak hours to minimize disruptions. 

Skill Shortages: Organize workshops and certifica-
tion programs for facilities management teams focus-
ing on system configuration, predictive analytics, and 
digital twin usage. Also develop a centralized reposi-
tory of standard operating procedures (SOPs), 
lessons learned, and best practices that can be ac-
cessed by all departments.

5.3. Conclusion

The above framework provides a structured blue-
print for Chinese cities seeking to deploy ITLS at 
scale. By dividing deployment into carefully managed 
phases, supported by a strong technical infrastructure 
and stakeholder collaboration, relevant government 
authorities can mitigate risk and ensure continuous 
performance improvement (Nübel et al., 2021). In ad-
dition, aligning the ITLS with broader city develop-
ment strategies, particularly around environmental 
sustainability and economic viability, can enhance its 
effective long-term sustainability.

6. Conclusions and Recommendations

6.1. Summary of Research

Drawing empirical evidence from the MSTLM 
project, this thesis provides a rigorous exploration of 
an IoT-driven, digital twin-enhanced ITLS. By juxta-
posing the theoretical foundations of adaptive traffic 
control with real-world data collected from eight major 
cities in Malaysia, this work confirms the transforma-
tive power of ITLS. From the outset, this research 
was driven by one overarching question: Can an IoT-
centric layered architecture solution effectively reduce 
urban congestion and produce sustainable mobility 
outcomes?
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The investigation addresses this issue by profiling 
multifaceted performance metrics, including travel 
time, congestion index, fuel consumption, CO2 emis-
sions, and overall system resilience. Chapters 1 
through 5 provide the conceptual background, 
methodological framework, and detailed empirical 
findings, culminating in strategic recommendations 
for large-scale adoption in Chinese cities. This chap-
ter summarizes the study, synthesizes the accumu-
lated insights, describes the broader implications, and 
provides a roadmap for continued engagement in the 
scholarship and practice of ITLS.

6.2. Key Results

6.2.1.Efficacy Across Core Metrics

Empirical data demonstrates the significant en-
hancement of traffic flow and environmental indices. 
Travel time efficiency soared by an average of 37.7%, 
while the congestion index dropped by 38.5%, high-
lighting the real-time adaptability of ITLS. Meanwhile, 
daily fuel consumption dropped by 27.3% and CO2 
emissions by 18.4%. Taken together, these results 
underscore the system's ability to contribute to tangi-
ble sustainability gains in urban mobility.

6.2.2.Robust Technical Underpinnings

Empirical evidence demonstrates that a layered 
ITLS architecture, including field, communication, 
processing, and application layers, helps ensure sys-
tem robustness. Supported by 5G/LTE networks, 
real-time data streaming facilitates instantaneous 
signal tuning, while digital twin environments optimize 
prediction (Maiwada et al., 2024). This synergy of 
edge processing and cloud analytics provides the 
foundation for near-seamless traffic orchestration, 
resulting in 98.3% operational uptime and minimal 
downtime.

6.2.3.Economic and Environmental Justifications

While the initial capitalization of IoT integrations 
and infrastructure upgrades may seem daunting, 
MSTLM data confirms the long-term return on in-
vestment (ROI). Reduced vehicle idle time, reduced 
accident risk, and streamlined traffic flow combine to 
lower operating costs and greenhouse gas emis-
sions. As a result, cities ready to implement ITLS will 
realize economic relief and ecological dividends over 
time, creating a virtuous cycle.

6.2.4.Policy-Driven Scalability

Aligning system deployments with an incremental 
strategy framework (especially in the areas of stan-
dardization, interoperability, and public-private collab-
oration) becomes critical. Harmonized protocols and 
centralized data governance accelerate citywide de-
ployments, ensuring that Advanced Traffic Manage-
ment is no longer an isolated pilot, but evolves into a 
sustainable and scalable growing smart city effort.

6.3. Contributions to Knowledge

6.3.1.Empirical Validation in Emerging Urban 
Contexts

While adaptive signal control is not novel, this dis-
sertation enriches the literature by applying IoT and 
digital twin insights to a rapidly urbanizing region. The 
empirical rigor across multiple cities goes beyond the 
single case studies usually limited to advanced met-
ropolitan areas, thus broadening the generalizability 
of ITLS efficacy.

6.3.2.Fusion of Technological and Environmental 
Outcomes

By focusing on simultaneous improvements in sys-
tem reliability and environmental metrics, the study 
highlights an often-overlooked synergy: high-frequen-
cy signal tuning can both smooth traffic and achieve 
carbon containment. This dual emphasis amplifies 
the argument for integrated urban planning that en-
compasses IoT-based solutions within broader sus-
tainability policies.

6.3.3.Blueprint for Collaborative Governance

Beyond the purely technical findings, the study 
reveals that governance - particularly cross-sectoral 
committees, data sovereignty issues, and PPP 
mechanisms - provides a more nuanced view of how 
ITLS can thrive in complex urban ecosystems. The 
interplay of shared responsibility, standardized proto-
cols, and capacity building underscores the socio-
technical nature of truly smart traffic management.

6.4. Future Research Directions

6.4.1.Synergistic Integration With Autonomous 
Vehicles

As autonomous driving technologies mature, it is 
critical to study the interactions between ITLS and 
connected fleets. Machine-to-machine negotiation at 
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intersections, dynamic re-routing, and advanced colli-
sion avoidance protocols require cohesive research 
that connects traffic engineering and AI (Bittencourt et 
al., 2024).

6.4.2.Advanced Machine Learning Algorithms

Future implementations may deploy reinforcement 
learning or deep neural networks to continuously op-
timize intersection control with minimal human inter-
vention (Elallid et al., 2022). Such algorithms could 
leverage real-time “experience” to outperform static 
traffic signal planning, especially in the presence of 
unpredictable traffic surges.

6.4.3.Potential of Different Types of Cities

We encourage multi-city replication studies in ge-
ographically diverse Chinese provinces to validate 
the universal applicability of these findings and to 
capture potential regional constraints such as rural 
vs. urban traffic patterns and industrial vs. service-
oriented city layouts.

6.5. Concluding Remarks

In an era of burgeoning urban populations and 
demands outpacing outdated traffic management 
methods, smart traffic light systems powered by IoT 
data streams and digital twin predictions represent 
beacons of practical innovation and open up possibili-
ties for further visions of facilities management.

While MSTLM experience exemplifies these bene-
fits, the proposed implementation framework and pol-
icy recommendations aim to inspire similar successes 
in China's urban landscape. Each metropolis has its 
own nuanced challenges and prospects, and these 
guidelines can be adapted to local realities, opening 
the way for a more fluid, low-carbon, and citizen-cen-
tered transportation ecosystem. Ultimately, the syn-
ergy of forward-thinking governance, big data algo-
rithms, and AI may well make the notion of “traffic 
chaos” a footnote in history, replaced by a dynamic, 
sustainable, and intelligent urban tapestry that har-
moniously blends technology and humanity.
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