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Abstract: The increasing flow of marriage migration from Vietnam to China has
drawn scholarly attention to the figure of the Vietnamese bride, women whose lives
are suspended between two nations, cultures, and systems of belonging. While
prior studies have examined their economic adaptation and social identity, less is
known about how their everyday media practices shape and are shaped by underly-
ing power asymmetries. Through a year-long ethnographic study in Daxin County,
Guanggxi, including in-depth interviews with 12 Vietnamese brides, this paper ex-
plores how media serve as both a resource for and a constraint on cross-cultural
adaptation. We introduce the twin lenses of strategic and affective media engage-
ment to analyze how these women navigate the double bind of host-society exclu-
sion and home-society stigma. Findings reveal that media use not only facilitates
linguistic acquisition, social networking, and identity re-articulation but also rein-
forces structural marginalization through digital divides and symbolic violence. The
study identifies three distinct patterns of media engagement: strategic integration,
affective preservation, and resistant appropriation. By framing media practice
within a hierarchy of citizenship and cultural power, this research contributes to a
critical reappraisal of cross-cultural communication, one that situates technology
within the geopolitics of intimacy and the political economy of marriage migration.
The findings challenge linear models of migrant adaptation and call for more nu-
anced understanding of digital agency within constrained circumstances.

Keywords: Media engagement; Cross-cultural adaptation; Vietnamese brides;
Strategic and affective practice; China-Vietnam borderlands

Introduction

membership in both host communities and home societies re-

“My phone is the only place where I can be both Viet-
namese and not an outsider.” This reflection from a 29-year-
old Vietnamese bride in Guangxi encapsulates the paradoxical
role of media in the lives of cross-border marriage migrants.
Over the past three decades, the rising tide of cross-border
marriages between Vietnamese women and Chinese men has
reshaped demographic and social landscapes in China’s
southern borderlands, embodying what Constable (2005, p.
10) terms “spatial hypergamy”, which refers to a gendered
mobility pattern where women from economically marginal-
ized regions marry into households in more developed
economies. In Daxin County, Guangxi, a region sharing a 40-
kilometer border with Vietnam, Vietnamese brides have be-
come a highly visible yet socially peripheral group, their

maining partial, contested, and perpetually negotiated.

This phenomenon unfolds amid a context of structural in-
equality: demographic imbalances and rural male marriage
squeezes in China, paired with regional economic disparities
and informal kinship networks bridging the China-Vietnam
border, have normalized commercialized matchmaking pro-
cesses that often reduce marital relations to transactional ar-
rangements (Peng Y, 2018). Most Vietnamese brides arrive
with limited Mandarin proficiency and minimal exposure to
local customs, rendering media an indispensable tool for daily
navigation. However, their media practices remain insuffi-
ciently explored as they oscillate between assimilationist de-
mands and the need for cultural continuity, particularly when
these practices intersect with power asymmetries embedded

1Xiamen University, Xiamen 361005, China; 2Jinan University, Guangzhou 510632, China; 3 China West Normal University, Nanchong 637009, China.
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within state policies, patriarchal norms, and the governance
of digital platforms.

This gap is notable given the growing scholarly focus on
migration and digital media. Existing studies highlight how
transnational migrants use media to maintain homeland ties
and facilitate integration (Harpaz & Mateos, 2019), while oth-
ers document how migrant women deploy subtle tactics,
what Scott (1990) terms “hidden transcripts”, to resist famil-
ial control (Shen, 2008; Wang, 2001). However, these works
often adopt an instrumental lens, neglecting the contradictory
ways media simultaneously empower and constrain, or fail to
account for the unique geopolitical and cultural dynamics of
Sino-Vietnamese marriage migration. Moreover, existing re-
search on cross-border marriage primarily centers on eco-
nomic motivations and legal precarities (Kim & Kilkey, 2018),
sidelining the role of media in shaping everyday experiences
of belonging.

This paper addresses this gap by investigating how Viet-
namese brides in rural China engage with media amid struc-
tural constraint. We introduce the twin concepts of strategic
and affective media engagement to analyze their responses to
“double stigmatization”: they are racialized as cultural out-
siders in China while being framed as “traitors” or “material-
ists” in Vietnamese public discourse (Chiu & Yeoh, 2021).
Drawing on Giddens’ structuration theory and a critical media
engagement perspective, we examine how media practices
both reproduce and resist power asymmetries, and how these
women navigate the tension between assimilation and cul-
tural preservation.

This study focuses on Daxin County for two key reasons.
First, the region’s high concentration of Vietnamese brides
(accounting for approximately 15% of local marriages) and
long-standing cross-border ties provide a rich context for ex-
ploring media’s role in adaptation. Second, the coexistence of
traditional kinship networks and digital platforms in the re-
gion allows for analysis of how old and new communication
infrastructures intersect to shape migrant experiences.
Through a year-long ethnography involving 12 in-depth inter-
views and participatory observation, we pose three core re-
search questions:

RQ1. How do Vietnamese brides engage with media strategi-
cally to secure social resources, legal recognition, and
cultural legitimacy in China?

RQ2. In what ways do affective attachments to Vietnam
shape their digital practices, and how do these
practices negotiate domestic and transnational power
dynamics?

RQ3. What patterns of media engagement emerge from

these negotiations, and how do they reflect the tension
between agency and structural constraint?

By centering the voices of Vietnamese brides, this research
contributes to debates on media, migration, and identity,
while challenging Western-centric models of transnational
media use. It also offers insights for policymakers seeking to

support marriage migrants in an era of digital connectivity
and globalized intimacy.

Literature Review

Media, migration, and the paradox of agency

Research on migration and digital media has long empha-
sized a dual role: media as a tool for maintaining transna-
tional ties and as a resource for host-society integration
(Harpaz & Mateos, 2019). For migrant women, in particular,
digital platforms offer spaces to alleviate homesickness, sus-
tain familial bonds, and mitigate the uncertainty of new envi-
ronments (Fortier, 2017). However, these practices are not
without contradiction. State-led initiatives, such as adaptation
classes for foreign brides, often position media as disciplinary
instruments, framing digital literacy as a means to assimilate
migrant women into normative roles as “dutiful wives” and
“modern citizens” (Sara Liao, 2019).

This paradox reflects broader tensions in scholarship on
migrant agency. On one hand, scholars highlight how migrant
women use media to exercise tactical resistance: forming se-
cret networks to share grievances, curating online personas
to counter stereotypes, and leveraging digital tools to access
labor rights (Scott, 1990; Dymess & Sepulveda, 2020). On the
other hand, critical scholars point out that media platforms
themselves are embedded with power structures, including
algorithmic bias, linguistic hierarchies and geopolitical con-
straints, which exacerbate marginalization. (van Dijck, 2013).
For example, Chinese platforms like WeChat and Douyin pri-
oritize Mandarin content and national narratives, while ac-
cessing Vietnamese platforms like Zalo often requires VPNs,
imposing additional digital labor on migrants (Nguyen et al.
2023).

These dynamics are amplified in the context of cross-bor-
der marriage migration in Asia, where citizenship regimes
rooted in jus sanguinis and patriarchal family structures place
migrant women in legally ambiguous positions (Chiu & Yeoh
2023). Existing studies on Vietnamese brides in Taiwan,
China and Korea document how media use becomes a site of
negotiation: women may use local platforms to comply with
familial expectations while clandestinely accessing homeland
media to preserve cultural identity. Yet, these works rarely ex-
plore the interplay of infrastructural, algorithmic, and patriar-
chal power in shaping media practices—a gap this study ad-
dresses.

Double stigmatization and the politics of belonging

Cross-border marriage migrants face a unique form of
“double stigmatization” that shapes their media engagement.
In host societies, they are often racialize as cultural outsiders,
with their loyalty and cultural competence questioned (Kim &
Kilkey, 2018). In home societies, they may be stigmatized as
“abandoning” their culture for economic gain, framed as
threats to national identity. This dual othering is compounded
by the commercialized nature of cross-border matchmaking,
which reduces their agency to transactional choices and rein-
forces stereotypes of passivity.

JGTSS | Volume 3, Number 2 | 1-6
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Scholars have noted how migrant women navigate this
double bind through identity work, but few have linked this to
media practice. Fortier (2017) argues that affective attach-
ments to homeland media constitute a form of “affective citi-
zenship,” allowing migrants to maintain a sense of belonging
amid displacement. Harpaz and Mateos (2019) complement
this with the concept of “strategic citizenship,” where mi-
grants leverage media to accumulate cultural capital and se-
cure social acceptance. Our twin concepts of strategic and af-
fective media engagement build on these insights, framing
them as overlapping, dynamic practices that respond to inter-
secting hierarchies of citizenship, cultural prestige, and famil-
ial authority.

De-westernizing the study of transnational media

use

Existing research on migrant media use is predominantly
rooted in Western contexts, where liberal citizenship regimes
and open digital infrastructures shape engagement patterns
(Harpaz & Mateos, 2019). In non-Western contexts, however,
state control over digital platforms, patriarchal family struc-
tures, and economic disparities produce distinct dynamics.
For example, in Latin America, scholars have documented
how market-driven media initiatives frame women’s empow-
erment through consumption, while neglecting structural in-
equality (Veronica Schild, 2015). In Asia, studies on soap op-
eras and social media suggest that media are often mobilized
to reinforce national identity and gender norms, rather than
challenge them.

This study contributes to de-Westernizing the field by fo-
cusing on Sino-Vietnamese marriage migration, a context
where state power, platform governance, and patriarchal
norms intersect in unique ways. By examining how Viet-
namese brides navigate survival within China's digital ecosys-
tem, we offer fresh insights into the constraints and possibili-
ties of digital agency within constrained environments.

Study Context and Methodological
Approach

Research site: Daxin county, Guangxi

Daxin County, located in the Guangxi Zhuang Autonomous
Region, is a key site for Sino-Vietnamese cross-border mar-
riages, shaped by its geographic proximity to Vietnam, re-
gional economic disparities, and informal kinship networks.
Over the past decade, local government records indicate that
approximately 15% of marital unions in the county involve
Vietnamese brides, with numbers rising due to intensified
cross-border economic ties. Marriages are typically arranged
through informal matchmakers, former Vietnamese immi-
grants or local relatives, characterized by rapid matchmaking
with minimal pre-marital interaction. Most brides arrive with
limited Mandarin proficiency and little exposure to local cus-
toms, making media central to their daily adaptation.

Data collection

This study employs a multi-method qualitative approach,
grounded in twelve months of ethnographic fieldwork (June
2023-May 2024). Data sources include in-depth interviews
with 12 Vietnamese brides and participatory observation in
community spaces, households, and online environments.
Participants were selected via purposive sampling to ensure
heterogeneity across age (19-50 years), duration of residence
(under 5 years to over 20 years), educational background
(primary to university level), and socioeconomic status (Table
1). All participants resided in Daxin County and had entered
marriages with Chinese men through either broker-facilitated
or kinship-mediated arrangements.

Semi-structured interviews (60-120 minutes) were con-
ducted in Mandarin or Vietnamese with bilingual inter-
preters, focusing on daily media routines, platform prefer-
ences (WeChat, Douyin, Zalo, etc.), communication patterns
with Vietnamese and Chinese networks, and experiences of
inclusion/exclusion. Interviews were transcribed verbatim
and analyzed using NVivo software, with iterative coding to
identify themes related to media agency, structural con-
straint, and affective practice. Pseudonyms were used to pro-
tect confidentiality, and location details were generalized.

Participatory observation complemented interview data:
the research team accompanied participants to community
events, household gatherings, and online interactions, docu-
menting how media use intersects with daily life. This ap-
proach fostered “situated empathy” (Chiu, Yeoh, 2023), cen-
tering participants as experts in their lived experiences while
critically engaging with structural forces.

Data analysis

Analysis drew on structuration theory (Giddens, 1984) to
explore how media practices are shaped by—and reshape—
social structures (gender norms, immigration policies, plat-
form algorithms). We also employed comparative thematic
analysis (Charmaz, 2006) to identify patterns of media en-
gagement across participants, contrasting interview data
with observational field notes to triangulate findings. Special
attention was paid to how participants navigated platform-
specific features (e.g., WeChat groups, Douyin algorithms) and
technical barriers (e.g., VPN use for Vietnamese platforms),
and how these practices reflected negotiations of power (Ta-
ble 1).

Findings: Navigating Double Stigmatization
Through Media

Strategic media engagement: Calculative

assimilation and symbolic capital

Strategic media engagement emerged as a core practice
for securing social acceptance and resources, reflecting what
we term “calculative agency”, defined as deliberate efforts to
accumulate cultural and social capital through digital tools.
For linguistic acquisition, participants leveraged Douyin as a
“self-directed language laboratory,” focusing on colloquial
speech rather than formal Mandarin. XLY (29), a secondary
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Table 1| Key Demographic Information of In-Depth Interviewees

No. Code Age Education Level Occupation Years in China
1 PSY 43 Primary Farming Over 10 years
2 ZQQ 48 Junior High Farming Over 10 years
3 HYY 34 Primary Office Worker Over 10 years
4 LKS 21 Junior secondary Freelancer Under 5 years
5 NTT 50 Primary Farming Over 10 years
6 NM 38 Primary Office worker Under 10 years
7 ZZW 39 Primary Farming Over 10 years
8 XLY 29 Secondary school Civil servant Over 10 years
9 ZK 28 Primary Freelancer Less 10 years
10 CXF 19 High school Dropped out Less 5 years
1 RZL 27 High school Office worker Less 10 years
12 XJY 50 Primary Farming Over 20 years

school graduate, explained: “I watch short videos of Chinese
families cooking, chatting, even arguing. [ repeat the phrases
and practice the tones. It’s like having a window into how
people really talk, not just textbook language.” This aligns
with Nguyen’s (2023) concept of “linguistic shadowing,” a tac-
tic to reduce accent bias and integrate into local discourse.

Participants also curated social media personas to counter
stereotypes of “perpetual foreigners,” engaging in “performa-
tive assimilation” (Scott, 1990) as a means to present them-
selves as dutiful wives and community members. HYY (34), a
mother of two, joined seven local WeChat parenting groups to
learn Chinese child-rearing norms and demonstrate commit-
ment to “raising children the Chinese way” XLH (29) de-
scribed curating her WeChat Moments to “only share photos
of me cooking Chinese dishes, helping my husband in the
fields, or celebrating Chinese festivals—never anything about
missing Vietnam.” This self-censorship was a strategic choice
to deflect suspicion and assert belonging, particularly among
in-laws and neighbors.

Notably, strategic engagement correlated with length of
residence: women living in China for over a decade (e.g. X]Y,
50) were more likely to prioritize Chinese platforms, viewing
media as a tool for socioeconomic advancement. X]JY, who had
resided in China for 20 years, stated: “I only use Chinese apps
now—WeChat for neighbors, Douyin for recipes, Meituan for
shopping. To be part of this community, you have to think and
act Chinese, even online.” Yet, this assimilation came at a psy-
chological cost: several participants reported “affective disso-
nance”—the strain of suppressing cultural attachments to
maintain a strategic facade. One woman confessed: “Some-
times I feel like I'm erasing myself to be accepted. But what
choice do I have? My children’s future is here.”

Affective media engagement: Emotional lifelines

and transnational bonds

In contrast, affective media engagement centered on pre-
serving cultural identity and emotional connection to Viet-
nam, functioning as “emotional lifelines” amid displacement.
All participants used Zalo or Facebook (via VPN) to maintain
daily contact with family, while consuming Vietnamese dra-
mas, music, and vlogs to sustain cultural continuity. For newer
arrivals like CXF (19), who struggled with intense homesick-

ness, this was non-negotiable: “I spend hours every day
watching Vietnamese variety shows on YouTube and talking
to my family via Zalo. It’s the only thing that keeps me from
feeling completely lost.”

These practices created “affective sanctuaries”, digital spa-
ces where participants could escape Hochschild’s (1983)
“emotional labor” and express their authentic selves. NM
(38), who lived in a mountainous village, shared: “At night, I
watch Vietnamese dramas and cry without judgment. It's my
secret therapy.” However, such engagement often sparked do-
mestic conflict, as husbands and in-laws interpreted frequent
Vietnam-focused media use as “disloyalty” or “failure to
adapt.” CXF (19) recounted how her husband monitored her
Zalo messages, forcing her to use coded language and delete
chat histories. This reflects how media use becomes a site of
negotiation over belonging, with transnational ties policed as
threats to familial authority (Shen, 2008).

Affective engagement also required technical work-
arounds: participants developed “digital border-crossing
skills,” using multiple VPNs to access geographically re-
stricted content and switching between Chinese and Viet-
namese platforms. One woman explained: “I use one VPN for
Facebook, another for Zalo, then switch to WeChat for daily
life. It's exhausting, but necessary to stay connected to who I
am.” This digital labor underscored the emotional and techni-
cal burdens of maintaining transnational identity in a con-
strained media environment.

Resistant appropriation: Media as tools of

collective agency

Beyond assimilation and emotional solace, participants
employed “resistant appropriation”, a practice of adapting
Chinese platforms to challenge marginalization and build
community. Drawing on Scott’s (1990) “hidden transcripts,’
women formed private WeChat groups with fellow Viet-
namese brides to share grievances and strategies. ZZW (39)
organized a clandestine network to address underpayment in
local farms: “We use WeChat to share job information and ne-
gotiate wages together—alone, we have no power, but as a
group, we can push back.”

Others used Douyin to subvert stereotypes, posting videos
of themselves succeeding in local businesses to refute narra-
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tives of passivity. RZL (27), who ran a small grocery store, ex-
plained: “I post videos of myself managing the store, talking to
customers in Mandarin. It shows I'm not just a ‘Vietnamese
bride’—I'm a business owner.” These practices created “third
spaces” (Bhabha, 1994), hybrid digital environments where
participants blended Vietnamese and Chinese cultural ele-
ments to craft new forms of identity. One woman described
teaching Chinese neighbors Vietnamese recipes via WeChat
while sharing Chinese parenting tips with Vietnamese
friends, creating a “digital kinship” network (Dymess &
Sepulveda, 2020) that transcended national boundaries.

Yet, resistant practices operated within strict limits. Par-
ticipants self-censored to avoid retaliation, keeping groups
small and private. ZZW warned: “We have to be careful—if
our groups get too visible, people might complain to the vil-
lage committee. We're like a digital family, but we can’t let
anyone outside in.” This caution reflects the structural con-
straints of their environment, where even subtle resistance
carries risks of social sanction or familial conflict.

Power geometries in digital space: Infrastructural,

algorithmic, and patriarchal control

Vietnamese brides’ media practices are embedded in what
Massey (1994) terms “power geometries”—overlapping sys-
tems of state, platform, and familial power that shape digital
engagement. Three interconnected dimensions of power
emerged from our analysis, highlighting the paradox of media
as both enabling and constraining.

First, infrastructural power manifested in digital inequal-
ity: brides from low-income households relied on outdated
smartphones and limited data plans, restricting access to
video calls and data-intensive content. Those in remote vil-
lages faced erratic internet service, exacerbating isolation.
NM (38) noted, “When the weather is bad, the internet disap-
pears. I can’t even send a simple message to my family, let
alone see their faces.” This “algorithmic violence” (Hanping
Feng) reproduces socioeconomic marginalization, limiting
participants’ ability to accumulate “digital capital” (Bour-
dieu)—the skills and resources needed for full digital partici-
pation.

Second, algorithmic power shaped content access through
platform biases. Chinese platforms like WeChat and Douyin
prioritize Mandarin content and national narratives, creating
“algorithmic enclosure”, a filtered reality that marginalizes
transnational identities. RZL (27) expressed frustration:
“Even when I follow Vietnamese accounts, the platform shows
me mostly Chinese content. It's like it wants me to forget
where I came from.”

Third, patriarchal power regulated media use within
households, operating through subtle social pressure rather
than overt censorship. Participants engaged in “anticipatory
compliance”—modifying behavior to avoid conflict. ZQQ (48)
explained: “I only call my family when my husband is at work
and my mother-in-law is napping. No questions, no suspicious
looks.” This internalization of disciplinary gazes (Gillian Rose)
reflects the “patriarchal bargain” (feminist scholars), a dy-
namic where women negotiate within gendered hierarchies
and sometimes reinforce them through adaptive strategies.

Together, these power structures create “double power ge-
ometries”, a layered system where global digital infrastruc-
tures, national platform policies, and intimate family dynam-
ics intersect to shape contradictory media experiences. Par-
ticipants’ “calibrated navigation” of this terrain—balancing
strategic assimilation, affective preservation, and resistant
appropriation—reflects their agency within constraint.

Conclusion and Discussion

This study examines how Vietnamese brides in China navi-
gate cross-cultural adaptation through media, revealing a
complex interplay of agency and structural constraint. The
three identified patterns of media engagement, namely strate-
gic integration, affective preservation, and resistant appropri-
ation, illustrate that digital tools are neither inherently em-
powering nor constraining; instead, they serve as contested
terrains for negotiating belonging.

Theoretically, this research contributes to two key de-
bates. First, it extends scholarship on migration and media by
developing the twin concepts of strategic and affective en-
gagement, moving beyond instrumentalist frameworks to
capture the emotional and political dimensions of digital
practice. By framing media use within power geometries of
citizenship, culture, and patriarchy, we highlight how
marginalized groups navigate contradictory demands in con-
strained environments. Second, it advances de-Westerniza-
tion efforts by centering Sino-Vietnamese marriage migration,
offering a non-Western case that challenges assumptions
about digital agency rooted in liberal democratic contexts.
Unlike Western migrants, who may use media to claim citi-
zenship rights, Vietnamese brides deploy media as a “safe”
form of resistance—low-risk, clandestine, and adaptive to
state and familial control.

Practically, the findings offer insights for policymakers and
support organizations. Digital literacy programs should ac-
knowledge both strategic and affective needs, teaching tech-
nical skills while validating cultural continuity. Platform de-
signers could incorporate multilingual features and reduce al-
gorithmic bias to accommodate transnational lives. Commu-
nity initiatives—such as peer mentorship networks led by
long-resident brides—could foster safe spaces for sharing
media strategies and addressing discrimination.

Limitations of this study include its focus on one county,
limiting generalizability, and its emphasis on brides’ experi-
ences (excluding husbands’ and in-laws’ perspectives). Future
research could explore regional variations, track media prac-
tices over time, and examine how commercial marriage inter-
mediaries shape digital expectations. Longitudinal studies
would also illuminate how media use evolves with residency
duration and generational shifts.

The metaphor of “falling leaves, unrooted lives” captures
the duality of these women'’s experiences: media allows them
to “put down roots” in China through strategic engagement
while remaining “tethered” to Vietnam via affective practice.
Their precise, adept, invisible and enduring navigation
demonstrates their capacity for autonomous action amid
global inequality, national regulation and intimate geopolitics.

JGTSS | Volume 3, Number 2 | 1-6



Research article

https://doi.org/10.70731/385e0a78

In the end, their media practices reveal a profound truth: be-
longing is not a fixed state, but an ongoing negotiation, one
click, one video, one secret chat at a time.
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Abstract: This article focuses on an innovative system in China’s digital govern-
ment construction from a legal perspective, called open government data. This sys-
tem can improve government administrative efficiency and promote the use of data
to expand the data factor market. However, in practice, the indiscriminate use of the
concepts of open government data (OGD) and government information disclosure
(GID), as well as legal problems such as the direct transplantation of existing sys-
tems, seriously hinder the effective advancement of OGD. To explore current status
of OGD practices, this article selects 4,629 judicial documents of litigation related to
GID and 4 types of indexes about OGD platforms as empirical analysis samples, aim-
ing to clarify meanings and relationships between two concepts at the legal level. A
deep analysis of these samples reveals litigation dilemma, platform development
dilemma, and legal dilemma in the process of OGD. In response, this article pro-
poses some measures including regulating OGD through separate law, replacing the
three-tier system with the three-tier & dual system, and establishing the collabora-
tive rights protection system. In this way, the ultimately goal that promoting the ef-
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ficient and orderly advancement of OGD will be achieved.

Keywords: Open Government Data (OGD); Government Information Disclosure
(GID); Concept Clarification; Regulation Improvement; Rights Protection

Introduction

In the epoch-making transformation of digital governance
model, government information disclosure (GID) has shifted
to open government data (OGD), which is a new requirement
for the construction of digital government [1]. In this trend,
countries continue to explore and improve the institutional
basis, operational logic and guarantee system of OGD. In
2015, the State Council issued the Outline of National Action
for Facilitating Big Data Industry Development under the goal
of strengthening the data power, and the Opinions on Building
a Data Infrastructure System to Better Play the Role of Data EI-
ements (hereinafter referred to as the Twenty Data Measures)
issued by the Central Committee of the Communist Party of
China and the State Council at the end of 2022, both empha-
size the promotion of effective opening up and flow of “public
data,” including “government data.” In 2016, the State Council
issued the Outline of the 13th Five-Year Plan for National Eco-
nomic and Social Development of the People’s Republic of
China, also directly focus on the term “government data,” and
explicitly require “the formulation of government data shar-
ing and opening up catalogs, and push forward the opening
up of data resources to the community in accordance with the

law.” Such significant policy documents provide directional
guidance about the implementation of OGD for government
departments around China. In the process of implementing
OGD in full swing, Shanghai launched the first OGD platform
(named the “Shanghai Government Data Portal” [2]) and is-
sued the Interim Procedures of Shanghai City on the Opening of
Public Data to standardize the order of public data openness,
all of which provide valuable experience for OGD. If OGD oper-
ates efficiently, it can not only enhance the construction of
service-oriented, digitalized, and efficient government, but
also influence other subjects, such as increasing the total fac-
tor productivity of enterprises [3], the efficiency of citizens’
access to administrative information, and so forth.

However, due to the lack of specific legislation on OGD in
China, the specific operational rules have not yet become a
unified standard. Simultaneously, in the pilot attempts of gov-
ernments around China, the platforms are scattered and
clearly separated. It can be also seen that all of them have dif-
ferent understandings of OGD, and that the concept is some-
times confused with GID. Therefore, both the regulations gov-
erning OGD, and the attempts to promote it, have significant
shortcomings. How to clarify the distinction between OGD
and GID, how to structure a system for implementing and
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guaranteeing OGD are crucial issues to the construction of a
digital government and the flow of data elements, and should
be discussed again.

Inheritance But Not Replace: The
Relationship Between OGD and GID

For a long time, although there is no clear comparison and
clarification of the relationship between OGD and GID in prac-
tice and legislation, there has been a general debate on this is-
sue in academia, attempting to emulate the relatively mature
system behind GID and apply it to OGD. The first step in how
to operate is to clarify the two major concepts, thereby under-
standing their connection and links.

A review of previous academic arguments on the two con-
cepts reveals three main theories that establish a logical con-
nection between them, 1) inheritance theory, which states
that GID lays the legal foundation for OGD, and in the big data
era, it has become a topic of data openness [4]; 2) subordina-
tion theory, which states that data openness, in terms of con-
cepts, laws, values, or management, is all part of information
disclosure [5]; 3) mutual exclusivity theory, which states that
the two concepts are mutually exclusive because their institu-
tional foundations and goals are fundamentally different.
However, all three types of theories have shortcomings, to
varying degrees, in their incomplete explanation of the rela-
tionship between the two concepts. For example, the inheri-
tance theory merely focus on the connection between the two
concepts and mentions fewer of the differences. The subordi-
nation theory is even more so. On the contrary, the mutual ex-
clusivity theory makes the two concepts exclusive and does
not seek common ground from differences. As mentioned
above, the three theories are impossible to clarify relation-
ship between OGD and GID, and they are all not reasonable
enough to become the theoretical foundation of the institu-
tional framework. Therefore, it is necessary to explore the
real relationship between the two concepts from their exten-
sion and intension.

From the perspective of extension, data is the result of dig-
itization of information, which is also applicable to the admin-
istrative field for conceptual explanation. Extraterritorial law
has made a definition of government data, and in the Open
Government Data Act of the United States, data is defined as
“recorded information.” Evidently, in the context of the data-
based administration, data and information do not have a
strict delimitation of their extensions. In the practice of vari-
ous countries, administration digitization is interpreted as
the evolution from GID to OGD, with the former being the ba-
sis for the adaptation of the latter, and the latter being the fu-
ture evolution of the former. For example, the United States
has gradually promoted OGD within the framework of GID,
and in the Memorandum of the Transparency and Open Gov-
ernment, the authorities requested the coordination among
relevant departments to develop the Open Government Direc-
tive within the framework of the Freedom of Information Act.
China’s 2015 Key Points for Government Information Disclo-
sure Work specifies that OGD is one of the paths to further ex-

panding GID. Therefore, as the inheritance theory suggests,
OGD is the expanded and upgraded version of GID in the big
data era and there is a logic of inheritance between the two
concepts. Further, although the conceptual contents of gov-
ernment data and government information may have minor
differences, the administrative acts carried out through open-
ness or disclosure means are all a kind of transparency in gov-
ernment affairs, which means they have formal correspon-
dence and content relevance. Therefore, the two concepts are
closely related and can be applied through institutional trans-
fer.

From the perspective of intension, OGD and GID share the
same macroscopic objectives of enhancing government trans-
parency, fostering the construction of digital government and
utilizing data and information resources to promote the de-
velopment of the national economy. However, there is a core
difference in specific application. In GID, besides the option of
proactive disclosure, the government also bears the obliga-
tion of disclosure under the application-based disclosure sys-
tem. In this legal context, the government is positioned as the
supervisor and unilateral obligor in order to protect citizens’
right to know, but the two sides are likely to have an adversar-
ial relationship and antagonistic sentiments [6]. In OGD, the
government is in a proactive position, with no passive appli-
cation for openness. Meanwhile, OGD is not merely stop at the
level of knowing, but further moves towards integration and
utilization. For example, opening up data related to people’s
livelihoods, such as transportation and weather, allows for
collaborative discussions with businesses and social organi-
zations to solve problems in traffic management and agricul-
tural governance. The relationship between the government
and the public at this example is non-confrontational and mu-
tually beneficial. It can be noted that GID tends to guarantee
the people’s right to know, while OGD tends to promote the
combination and utilization of data, and to move towards the
effective flow of data. So the above two concepts are not mu-
tually replaceable.

In a nutshell, “inheritance but not replace” best summa-
rizes the relationship between OGD and GID. Furthermore,
GID can serve as a template and foundation for OGD, but the
theoretical improvement of its shortcomings needs to focus
on further practical operations.

Data Analysis on Judicial Documents and

Indexes

To explore the ideal institutional framework for OGD, this
article leverages data analysis as its research method. On the
one hand, it focuses on judicial practice and summarizes the
insights and experiences from litigation related to GID, while
also revealing the necessity and urgency of improving OGD.
On the other hand, it conducts an in-depth analysis of the cur-
rent status of local OGD platforms, summarizing the short-
comings of existing platforms from three dimensions about
time, region, and effectiveness, so as to provide feasible ideas
for good laws and sound governance in the field of OGD in the
future.
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Figure 1| Statistics on the types of information requested for disclosure in litigation related to GID

Letters from A to W represent different types of information that citizens are requesting to be disclosed in the litigation. Specifically, A: Planning and related
policies; B: Land and housing expropriation and requisition; C: Housing demolition; D: Government finances; E: Archives; F: Major construction projects; G:
Education; H: Social security; I: Economic and social development statistics; J: Environmental protection; K: Food, medicine, and products; L: Land bidding;
M: Employment; N: Government procurement; O: Poverty alleviation; P: Work safety; Q: Public health; R: Public emergencies; S: Administrative agency office
information; T: Civil service examinations; U: Real estate transactions; V: Medical care; W: Administrative and institutional fees.

Data analysis on judicial documents of litigation
related to GID

This article selects judicial documents of litigation related
to GID that occurred between January 1, 2012 and September
17,2021. A total of 4,629 judicial documents were identified,
including 4,045 judgments and 584 orders. The following sec-
tion presents a statistical analysis of the sample from three
important dimensions that reflect the substantive character-
istics of litigation, including the requests for disclosure, the
outcomes of litigation, and the reasons in litigation.

The requests for disclosure

Among the 4,629 judicial documents, the requests for dis-
closure can be categorized into 23 types (Figure 1). Data
shows that the top three categories—planning and related
policies, land and housing expropriation and requisition, and
housing demolition—are centered around real estate and
constitute the majority of the requests for disclosure. In prac-
tice, these requests often coexist. For example, in a single
case, an applicant may simultaneously request disclosure of
regional planning schemes, land and housing expropriation
and requisition policies, and housing demolition policies.

The outcomes of litigation

Among the 4,045 judgments, in the procedure of first in-
stance, only slightly more than half of the judgments ruled in
favor of the plaintiffs in all or part of their claims (Figure 2).
This indicates that while litigation related to GID, as the final
channel for rights remedies, plays a role in protecting the
right of natural persons, legal persons, and other organiza-

tions to know government information, its role is clearly in-
sufficient. In the procedure of second instance, the ratio of
judgments with reversed judgments to judgments with dis-
missed appeals is approximately 1:10 (Figure 3), indicating
that the vast majority of first instance judgments in litigation
related to GID are final and effective, with a low rate of re-
versed judgments in the procedure of second instance. Fur-
thermore, there are only 3 judgments in the retrial of litiga-
tion related to GID, and the applicant for retrial is the same
one. The result in all such judgments is that the respondent
(namely government) is required to make a new response
within prescription, which constitutes the relatively insignifi-
cant example.

Among the 584 orders, regardless of procedure, orders in
litigation related to GID mostly ended with the rejection of the
plaintiff’s, appellant’s, and applicant’s requests (Figure 4, 5 &
6). To some extent, this reflects the general tendency in
China’s judicial practice to “emphasize substance over proce-
dure,” and further reveals that administrative bodies have a
certain degree of subjective resistance and negative attitude
in their work on information disclosure.

The reasons in litigation

Among the 4,629 judgments and orders, the reasons for
agreeing to information disclosure were relatively simple.
However, a significant number of judicial documents (in total
2,867) rejected citizens’ requests or refused to file cases,
which were detrimental to the administrative counterparts.
In these cases, the courts’ reasons for refusal were diverse,
falling into eight categories (Table 1), reflecting the complex-
ity of information disclosure review.
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Figure 5 | The composition of the orders in the procedure of
second instance

© The application is dismissed.
The order is revised.

268/99.63%

Figure 6 | The composition of the orders in the retrial

Table 1| Reasons for refusing to disclose information

Reasons Number Legal Basis
Making it public could endanger national security, public safety, economic 70 Article 14 of Open Government Information Regulation
security, and social stability. of the People’s Republic of China
The information involves personal privacy and trade secret. Disclosure of it 871 Article 15 of Open Government Information Regulation
would harm the legitimate rights and interests of third parties. of the People’s Republic of China
Information that pertains to the internal affairs of administrative agencies may 21 Article 16 of Open Government Information Regulation
not be made public. of the People’s Republic of China
Information that pertains to process-related information and case files of 174 Article 16 of Open Government Information Regulation
administrative law enforcement may not be made public. of the People’s Republic of China
. A . . Article 36.1.4 of Open Government Information

The government information in question does not exist. 1364 Regulation of the People’s Republic of China

o . . . - . Article 36.1.5 of Open Government Information
The administrative agency has no authority to disclose this information. 76 Regulation of the People’s Republic of China
The applicant repeatedly requested for access to the same government 87 Article 36.1.6 of Open Government Information
information. Regulation of the People’s Republic of China
The information falls under categories such as business registration, real estate . .
registration data, and so forth. The relevant laws and administrative regulations 204 fuiele SELT 07 Cgen Szt Ui

have specific rules regarding the acquisition of such information.

Regulation of the People’s Republic of China

Data Source: China Judgments Online
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Figure 7 | Growth in the number of OGD platforms at the prefecture-level and above over the years [7]
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Figure 8 | Geographical distribution of the launch time of provincial-level OGD platforms [7]

Data analysis on indexes about OGD platforms

In addition to analyzing judicial documents, a comprehen-
sive understanding of the current development of China’s
OGD is necessary to gather sufficient practical evidence for its
future inclusion in more laws and regulations. To this end,
this section collects 4 types of indexes about OGD platforms,
presenting them from three dimensions about time, space,
and result, and then drawing some preliminary conclusions.

Time-based analysis: growth

According to the Figure 7, the total number of OGD plat-
forms at the prefecture-level and above in China has been in-
creasing year by year, and entered a period of rapid construc-
tion in 2017, which slowed down after 2022. Among them,
the platform construction in 2021 was particularly remark-

able, with 51 new OGD platforms added compared to 2020,
reaching the highest increase in history.

Space-based analysis: distribution

According to Figure 8, the development of China’s OGD
platform construction project generally shows a trend of radi-
ating from the southeast coast to the northwest. The underly-
ing reason is that the more developed a province’s economy
and the more frequent its external economic exchanges, the
earlier its OGD platform is launched. However, after more
than a decade of development, some provinces still haven’t
launched their OGD platforms, and some platforms in other
provinces have reached their limits and become inaccessible.

According to Figure 9, among provinces in China, the
number of prefecture-level OGD platforms is relatively small
and their distribution is scattered. Taking Henan Province as
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Figure 9 | Geographical distribution of the launch time of prefecture-level OGD platforms [7]

an example, although provincial-level OGD platforms started
relatively early in Henan Province, only a few prefecture-level
cities in northern place of Henan Province have established
prefecture-level OGD platforms, while most other prefecture-
level cities have not yet launched their own OGD platforms.

Results-based analysis: how effective was it?

The China Open Data Index is a statistical index used to as-
sess the development level of OGD platforms. It evaluates
platforms from four aspects about preparedness, platform
layer, data layer, and utilization layer. It comprehensively and
deeply reflects the objective status of OGD platforms in China.
The higher the index, the better the effectiveness. According
to Figure 10, OGD platforms have achieved effective develop-
ment nationwide, but the effectiveness varies, and many prov-
inces still have platforms with relatively low effectiveness.

The Existing Dilemmas of OGD
Litigation dilemma: Chaotic handling caused by

system confusion

One purpose of OGD is to stimulate the huge social and
economic value of government information resources, en-
hance the national economic growth [8], and allow the source
of social wealth to fully flow through the carrier of data. The
legislative purpose of the Regulations on the Disclosure of Gov-
ernment Information (Article 1) is that “in order to ensure
that the natural persons, legal persons and other organiza-
tions have access to government information according to the
law, to improve the transparency of the work of the govern-
ment and build a government under the rule of law, and to
give full play to the role of government information in serving
the people’s production, livelihood and economic and social

activities.” It is obvious that the common purpose of OGD and
GID intersect in the economic field that to facilitate economic
development and the growth of national wealth. However,
this article finds, after empirical analysis on judicial docu-
ments, that the overlap of the common purpose can lead to
chaotic handing in judicial practice. More notably, such over-
lap can actually lead to more negative impacts between two
similar systems in litigation related to GID.

The negative impact of litigation related to GID on OGD

Firstly, although the purpose of OGD and GID are inter-
twined in the economic field, which has led to a surge in cases
involving requests for access to planning and related policies,
which are most closely related to the economy (Figure 1), the
significant differences between other purposes of OGD and
GID in other fields inevitably lead to litigation related to GID
being an inefficient, imperfect, but also the only judicial rem-
edy alternative to OGD.

Secondly, the chaotic handling has led to a certain degree
of evasion and laxity by some administrative bodies in litiga-
tion related to GID, which will likewise affect the judicial fair-
ness of cases related to OGD (Figure 2,3,4,5,6 & Table 1). As
a result of remedy approach of OGD in China is not yet clear,
litigation related to GID is compelled to be used in some of
cases related to OGD, and the administrative intervention of
judicial decision-making in practice is difficult to completely
eliminate in the short term. Under this impact can be pre-
dicted that part of the reasonable claims related to OGD, also
failed to be supported by the court under the shell of litigation
related to GID.

Thirdly, the rights and interests of private subjects will
also face challenges in OGD. The cases in which the judgment
of litigation related to GID rejected the claims, those involved
in personal privacy, trade secret, and the legitimate rights and
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Figure 10 | The China Open Data Index [7]

interests of third parties occupied a considerable proportion
(Table 1). It indicate that under the framework of GID, the
civil rights and interests of the private subjects may be in-
fringed upon in countless cases, which poses a severe chal-
lenge to the judicial defense and leads to serious challenges to
the protection of the private rights of civil and commercial en-
tities. Since both government information in GID and govern-
ment data in OGD possess the same characteristics of general
data, namely ease of replication and mobility, thus there is no
doubt that the protection of private rights will also be a key
area of focus and challenge for laws and regulations in the fu-
ture field of OGD.

The negative impact of OGD on litigation related to GID

Similarly, due to the chaotic handing of the two systems,
and the lack of remedy approach for OGD, the case burden
that should be shared by remedy approach of OGD has instead
been placed on litigation related to GID. Such phenomenon
has two direct negative impacts, 1) it will lead to the waste of
unnecessary judicial resources, affecting the effectiveness of
such resources; 2) a surge in the number of cases reduces the
average time and effort that judicial personnel spend on each
case, leading to a decline in the quality of litigation and thus
increasing the probability of mistrial.

Platform Development Dilemma: Uneven Regional

Development and Insufficient Progress

Pilot projects for OGD platforms have been launched in
provinces and cities across China. However, as the empirical
analysis on indexes about OGD platforms shows, the develop-
ment of these platforms still faces some dilemmas, hindering
the further implementation of OGD.

Uneven regional development

The development of China’s OGD platforms generally
shows a trend of radiating from the southeast coast to the
northwest inland, with progress slowing down the further
away from the coastal areas (Figure 8 & 9). This generally
aligns with the geographical distribution of economic devel-
opment levels across China. The more developed the econ-
omy, the faster the construction of supporting OGD platform
infrastructure. The two complement and promote each other,
a point particularly evident in the Yangtze River Delta Urban
Cluster and the Pearl River Delta Urban Cluster. This is partic-
ularly evident in the Yangtze River Delta and Pearl River Delta
urban clusters. For less developed regions, effectively assist-
ing in the construction of OGD platforms, promoting invest-
ment attraction, and achieving a positive interaction between
OGD platforms and economic development presents a chal-
lenge that legislative and administrative bodies need to con-
sider in the future.

Insufficient progress

Although the number of OGD platforms is increasing year
by year, their effectiveness varies greatly, some lack mainte-
nance, and most are at a low level (Figure 7 & 10). Improving
the quality of these platforms remains a crucial issue for fu-
ture development. Simultaneously, while most provinces al-
ready have OGD platforms (Figure 8), development within
these provinces is noticeably hollowed out (Figure 9 & 10),
exhibiting a trend of “much ado about nothing.” Therefore,
how to promote the establishment of prefecture-level OGD
platforms within provinces and accelerate the linkage be-
tween prefecture-level and provincial-level platforms ur-
gently needs to be addressed.
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Table 2 | Status of Local Norms on OGD

Region Number of Abstract Administrative Acts Number of Administrative Legislation
Guangdong 62 5
Jiangsu 39 0
Shanghai 10 0
Guizhou 48 8
Sichuan 18 0
Hubei 4 0
Anhui 15 0
Xinjiang 8 0
Hebei 18 18
Heilongjiang 24 0
Fujian 22 1

Data Source: Wolters Kluwer China Law & Reference

Deeper Essence: The Dilemmas Caused by the
Lack of Law

The litigation dilemma and platform development
dilemma revealed by the analysis of litigation data and plat-
form data have a deeper, undeniable cause: the lack of clear
laws. This vagueness results in a lack of explicit rules to re-
solve disputes over OGD, and also a lack of clear rules to pro-
vide clear guidance for promoting OGD.

Difficulties in legislation: The absence of top-level design
and local administrative legislation

Firstly, the absence of top-level design on OGD. At present,
the only existing laws and administrative regulations related
to OGD in China are the Cybersecurity Law, the Data Security
Law, the Personal Information Protection Law, and the Regula-
tions on the Security Protection of Key Information Infrastruc-
tures. However, they are not specific enough to regulate OGD,
and fail to systematically and comprehensively construct pro-
visions according to the characteristics and purposes of OGD,
which is insufficient to effectively regulate and guide the de-
velopment of it. What kind of legislative techniques and con-
cepts should be used to formulate specialized departmental
regulations, administrative regulations and even laws for OGD
in the future is a matter of urgency.

Secondly, the absence of local administrative legislation on
OGD. This article has conducted a statistical survey on the
number of abstract administrative acts and administrative
legislation on OGD in some provinces and autonomous re-
gions from the northeast, central, east and west regions in
China. According to Table 2, due to the lack of specialized top-
level design mentioned above, local administrative legislation
is problematic, which is manifested in the fact that the vast
majority of provinces have only stayed at the level of issuing
other normative documents regarding the regulation of OGD.
Such abstract administrative acts, which only scratch the sur-
face, not only have limited scientific rigor and are unlikely to
make a constructive contribution to improving the legal sys-
tem, but also cause serious conflicts between local legislative
ideas, resulting in a situation where “everyone has their own
reasons.”

Normative vagueness: The confusion regarding the
intension and extension of 0GD

Through research, this article finds that few laws, regula-
tions, rules, and other normative documents provide a clear
textual interpretation of the concepts of OGD and government
data. For example, the concept “government data” is defined
only in the Regulations of Guiyang City on the Sharing and
Opening of Government Data, the Implementation Measures of
Guiyang City on the Sharing and Opening of Government Data,
the Administrative Measures of Panjin City on Co-construction
and Sharing of Government Data Resource (Trial). Similarly,
the concept OGD is only clearly explained in the Regulations of
Guizhou Province on Open Government Data and the Imple-
mentation Opinions of People’s Government of Guiyang City on
Accelerating the Sharing and Opening of Government Data in
Guiyang. Regarding OGD, different regions offer conflicting in-
terpretations, lacking a systematic and authoritative defini-
tion with high legal force. There is an urgent need to unify and
establish important concepts such as intension, extension,
subject, scope, method, and so forth of OGD nationwide.

The urgency of remedies: The practical dilemma of
administrative remedies

In current practice in China, for administrative disputes
arising from OGD, if natural persons, legal persons, and other
organizations do not protect their rights though litigation re-
lated to GID, their main recourse is through internal orders
from higher and lower levels within administrative bodies.
However, such orders are highly uncertain and lack effective
supervision procedure. Because there are no laws or regula-
tions explicitly stipulating whether administrative bodies
should bear responsibility for OGD, or what kind of responsi-
bility they should bear. The timing and type of orders issued
to lower-level administrative bodies are usually entirely de-
termined by higher-level administrative bodies. Such admin-
istrative remedy faces the predicament of being ineffective in
practice, lacking guidance and guarantees for operation
within the framework of the rule of law.
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China’s Responses to the Dilemmas of OGD

The dilemmas of OGD exists in practice and also pro-
foundly reveals the shortcomings in the legal system. Such
shortcomings can be summarized by three parts including
chaotic handling, unreasonable data open system, and the
lack of remedies. To address these shortcomings, the gover-
nance paradigm for OGD can be improved by formulating spe-
cific regulations, reconstructing data open system, and ex-
ploring remedies.

Regulating OGD through separate law

As of 2021, local governments in more than 50 provinces
and municipalities in China have issued nearly 80 regulations
related to OGD, forming three major normative systems, 1) re-
garding OGD as an extension of GID; 2) formulating regula-
tions of OGD in accordance with GID; and 3) formulating inde-
pendent regulations of OGD [9]. However, such regulations
have the weaknesses of conceptual vagueness, chaotic han-
dling, low level of efficiency, insufficient legally binding force,
and so forth. In this regard, the legal logic and legal require-
ments of OGD should be reviewed in order to formulate spe-
cific regulations for it.

Given the potential drawbacks of including OGD in GID,
such as increasing the accountability orientation, hindering
openness, creating disorder, and the framework of GID failing
to meet the requirements of OGD [9], the framework of the
Regulations on the Disclosure of Government Information
should not be directly adapted as the normative framework
for OGD. Instead, separate law should be enacted for OGD. To
establish high-level and more unified guidelines, it may be
possible to summarize the regulatory experiences of Qingdao,
Weihai, Jinan, Harbin and other places regarding the OGD
(Like the Notice from the General Office of the People’s Govern-
ment of Qingdao City on Accelerating the Opening of Public In-
formation Resources to the Society, the Implementation Opin-
ions of the People’s Government Office of Weihai City on Pro-
moting the Opening and Utilization of Government Data Re-
sources to the Society, the Notice of Jinan City on Promoting the
Opening of Public Information Resources to the Society, the Im-
plementation Plan of Harbin City on Promoting the Opening of
Government Data to the Society, and so forth), and for the
State Council to promulgate the “Regulations on the Open
Government Data”.

Regarding the specific legislative framework, the first fo-
cus is on general requirements. This article suggests that the
intension, extension, subject, scope, method, and other im-
portant concepts of OGD should be clearly defined. For exam-
ple, in terms of the scope of OGD, the “list-based” manage-
ment model can be adopted, requiring managers to regularly
publish the types of open data to ensure predictability and
up-to-dateness. As for the content of the types, opening up
non-legally prohibited data and conditionally open data are
generally included in the content. Simultaneously, as stipu-
lated in the Administrative Measures of Shanghai City on the
Public Data and One-Netcom Office, high-value data related to
people’s livelihoods and urgently needed by society should be
given priority for opening up. Applying this as a guideline in

OGD, especially in the Authorize-Operate model (AO model),
has its value. For another example, in terms of the method of
OGD, in addition to the direct opening model initiated by ad-
ministrative bodies, the rules for AO model should also be a
key focus in separate law. Furthermore, regarding basic prin-
ciples, it is not advisable to continue adopting the principle
that “public disclosure is the rule rather than the exception” in
GID. The core purposes of OGD are to integrate and innovate
data elements, achieve efficient flow of data resources, and ef-
fectively leverage the value of data. Therefore, OGD should
take social needs as a key consideration, and the basic princi-
ple should be described as “oriented towards social needs”.

The second focus is on execution requirements. Currently,
OGD platforms across China generally suffer from low data
quality, limited capacity, poor timeliness, and insufficient pub-
lic interaction. Therefore, the proposed “Regulations on the
Open Government Data” should stipulate the construction
and operation rules for a unified national OGD platform in de-
tail, establishing unified management. Simultaneously, it
should also stipulate the appropriate retention of certain con-
tent from existing local regulations of OGD, thereby efficiently
building a new system on the existing foundation.

Undoubtedly, the more specific content in various chap-
ters of the “Regulations on the Open Government Data” can
draw on the regulatory experience left by foreign laws and ex-
isting domestic laws, and then be discussed and considered in
detail. Furthermore, the focus should be on the ever-changing
nature of administrative law, with particular attention paid to
the interpretation of such regulation.

Replacing the three-tier system with the three-tier

& dual system

The data open system in various provinces of China gener-
ally form a three-tier system of “unconditional openness—
limited openness—prohibited openness”, as can be seen from
the Interim Procedures of Zhejiang Province on the Opening
and Security Management of Public Data, and so forth. Its cri-
teria are based on risk standard, with the underlying princi-
ple being “openness with no impact—openness with some
impact—openness with significant impact” [10]. However,
this system will undoubtedly fall back into the old trap of GID.
Risk is a vague concept, and using it as the standard to define
the types of open data will undoubtedly turn the vague con-
cept into the vague application.

In response, this article suggests that the three-tier system
can be turned into a more specific institutional arrangements
to better align with the requirements of OGD. Therefore,
adopting the three-tier & dual system of “fully openness—
limited openness—AO model” as the improved system is a
reasonable approach.

The meaning of “three-tier” in improved system

Specifically, what does “three-tier” mean in improved sys-
tem? Under the system of “full openness—limited openness—
AO model,” the three tiers are not only includes the number of
system levels, but also an explanation of the classification cri-
teria.
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At the first tier, for government data other than personal
privacy, trade secret, and other legally prohibited informa-
tion, full openness should be encouraged, such as environ-
mental data, market supervision data, and so forth. However,
the scope of such openness should still be limited to the do-
mestic area to prevent interference and improper use by for-
eign entities.

At the second tier, limited openness can be further divided
into total prohibition and conditional openness. The former
refers to legally prohibited data. The latter includes data that
has undergone special processing of the former data type.
When legally prohibited data undergoes data cleaning, data
masking, and other necessary processes, resulting in data
content that is unidentifiable, unretrievable, and has no risk
of leakage, it is considered to have met the attached condi-
tions and is included in the opening process.

At the third tier, AO model places more emphasis on pub-
lic-private collaboration, and should consider the extent and
scope of promoting the assetization and development of gov-
ernment data by the public and private sectors [11]. There-
fore, not all government data can be authorized for operation
by others. Data at full openness with asset value should be in-
cluded in this tier. This will elevate the value of data from gov-
ernment decision-making reference to shared social welfare,
such as the environmental data and market supervision data
mentioned in the first tier that contribute to environmental
optimization and market stability.

In addition, each tier can make appropriate adjustments
based on the actual situation during the more specific judg-
ment process. For example, the conditions can be included
based on the level of technological development, or social
needs and processing capabilities can be included in the au-
thorization considerations, so as to achieve dynamic transfor-
mation within static tiers.

The meaning of “dual” in improved system

Specifically, what does “dual” mean in improved system? It
concerns the subject and the content related to the subject.
The subjects of full openness and limited openness are the
government and its departments, which are types of direct
openness. But the subject of AO model is the public and pri-
vate sectors authorized by the government, which is an indi-
rect type of openness, intending to release the value of gov-
ernment data through the collaboration and interaction
among various entities. Indeed, the former has its own rela-
tively operation logic, so it will not be elaborated upon fur-
ther. Therefore, the following section will expand on the latter.

In terms of subject qualification, the purpose of AO model
is to realize added value of data through the reuse of govern-
ment data, thereby realizing its economic and social value as a
form of public infrastructure [12]. Therefore, both enterprises
driven by commercial value and social organizations aiming
at social value may serve as authorized entities, the focus
should not rest solely on their organizational type, but rather
on their capabilities. To ensure the efficient utilization of gov-
ernment data, while simultaneously preventing leakage and
misuse, authorized entities must possess the capacity to
process data, as well as the determination to leverage the

value of data for the benefit of society. The assessment indica-
tors of such capability and determination include objective
factors such as the scale of the enterprise/organization, eco-
nomic and technical capabilities, social reputation, and so
forth. By establishing these assessment indicators as the
threshold for eligibility, government data can be efficiently
leveraged to create data products, thereby realizing the ulti-
mate purpose of “data availability and invisibility.”

In terms of implementation logic, the “promoting the
mechanism for the rights to government data ownership and
authorization, and safeguarding the public interest in the sup-
ply and use of government data" stipulated in the Twenty
Data Measures highlights that public interest is the underlying
foundation of the AO model. Furthermore, the evaluation of
public interest includes whether the exercise of administra-
tive power meets the dual standards including the standard of
publicness and the standard of interest. According to the stan-
dard of publicness, there should be no excessive investor
mentality. Abundant data and information should be provided
to the public, assisting disadvantaged groups excluded during
OGD to gain a dominant position [13], and preventing the mo-
nopoly of data resources. According to the standard of inter-
est, the processing of government data should not only satisfy
the target interest, namely the consideration of increasing the
value of data during its flow, but also pay attention to the le-
gitimate rights and interests of data subjects. For example, in
the process of processing data involving personal data, com-
mercial data, and so forth, it is essential to prevent data in-
fringement. Essentially, this is to prevent the foundation of so-
cial trust from being shaken and to guard against the impact
of questioning on the institutional construction of OGD.

In terms of operational mechanism, the incentive mecha-
nism and evaluation mechanism should be established to
maintain a dynamic balance between public interest and pri-
vate interest. Simultaneously, the interaction mechanism be-
tween public and private sectors should also be designed to
establish the communication and feedback model throughout
the entire data processing cycle, form an effective linkage be-
tween real-time supervision and guidance, and improve the
effective path for AO model of OGD.

Establishing collaborative rights protection system

As mentioned above, OGD is entirely a proactive action. In
practice, to achieve efficient opening and flow of government
data, local regulations often stipulate that the government is
not responsible for data opening, or even intervene in data
opening through incentive mechanisms to enhance enthusi-
asm for opening. However, such relatively liberal regulations
will make it difficult for the public to obtain effective reme-
dies when they encounter infringements on their right to in-
formation during the process of OGD. Therefore, establishing
the collaborative rights protection system involving both the
administrative and judicial bodies will provide effective reme-
dies for disputes.

Remedies within the administrative system
Firstly, the complaint-feedback system of OGD platform
should be improved. OGD primarily relies on OGD platform as
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the medium for publicizing data information or displaying
data products. In this regard, the platform’s complaint-feed-
back mechanism is perhaps the most direct and feasible chan-
nel for redressing infringements on the public’s rights.
Specifically, OGD platforms and their authorized operating
platforms should have dedicated entrance for receiving com-
plaints. When natural persons, legal persons and other orga-
nizations believe that the acts during OGD violate their legiti-
mate rights (mainly including information rights and deriva-
tive rights), they can file complaints through this entrance. Si-
multaneously, dedicated personnel should be assigned to
feedback these complaints, and detailed operational rules re-
garding handling methods, procedures, and results should be
stipulated to ensure efficient complaint processing. Further-
more, stable and systematic rules can prevent secondary in-
fringements and achieve effective accountability. From a
broader perspective, improving the platform’s complaint-
feedback system can fully collect public opinions and sugges-
tions during the process of promoting OGD, providing a foun-
dation for subsequent administrative legislation.

Secondly, the disputes related to OGD should be included
in the scope of administrative reconsideration. The newly
amended Administrative Reconsideration Law of September 1,
2023, establishes administrative reconsideration as the pri-
mary channel for resolving administrative disputes [14], and
expands its scope to include administrative compensation
and GID (Article 11 of the Administrative Reconsideration
Law). OGD is a system designed with administrative bodies as
operators and managers, and direct supervision of other ad-
ministrative bodies by administrative bodies is an effective
solution. At the same time, OGD and GID have an inherent
connection in terms of remedies, and infringements during
0GD inevitably involve the issue of administrative compensa-
tion. In this regard, including disputes related to OGD within
the scope of administrative reconsideration has a basis for
reference and feasibility. Specifically, this article suggests that
disputes concerning OGD, including infringements of right to
privacy, right to trade secret, data correction right, and so
forth, should be included in the scope of administrative recon-
sideration. In this way, illegal acts can be corrected within the
administrative system, making the process efficient and
timely. Moreover, although disputes over OGD will inevitably
be dealt with through litigation, it can learn from Article 23 of
the Administrative Reconsideration Law, which stipulates that
GID should be subject to mandatory administrative reconsid-
eration prior to litigation, and introduce such system into
0OGD. This would reduce the waste of judicial resources and
resolve disputes more effectively.

Remedies outside the administrative system

Firstly, the scope of administrative public interest litiga-
tion should be expanded to include disputes related to OGD.
OGD constitutes a pivotal system designed to facilitate the ex-
pansion of the data factor market. The various stages in OGD,
including the openness, flow, utilization of data, and so forth,
will impact a wide array of stakeholders. In this context,
opened government data, as well as the derivative generated
through its close integration, will frequently intersect with

personal data, commercial data, and data regarding social
welfare and public livelihood, thereby becoming closely
linked with broader social interests. Meanwhile, although
data subjects may generally resort to judicial remedies as a
universal and cushioning measure whenever OGD results in
an infringement of their rights, if such infringement affects
thousands of data subjects simultaneously, litigation filed by
each affected data subject would result in a severe waste of ju-
dicial resources and would fail to fundamentally resolve in-
fringement. Therefore, this article suggests that the scope of
administrative public interest litigation should be expanded
to include disputes related to OGD. Such relief should be
guided by the criterion of impact and encompass a diverse
range of causes of action, including the protection of personal
data, commercial data, and so forth. Concurrently, by estab-
lishing the complementary safeguard system that structured
around a framework comprising pre-litigation prosecutorial
recommendations, mid-litigation prosecutorial investigation
and verification [15], and post-litigation prosecutorial trial
supervision, it becomes possible to effectively resolve dis-
putes regarding OGD that are closely linked to the social inter-
est.

Secondly, the scope of administrative contracts litigation
should be expanded to include disputes related to OGD. In
practice, the Chinese license for open government data
(CLOD) is employed to regulate data utilization activities. Un-
der this type of license, the data-opening body and the user
explicitly define their legal relationship, thereby clarifying the
rights and obligations of both parties [16]. It is thus evident
that CLOD is a kind of typical administrative contracts. And
according to the Administrative Procedure Law, it is also
within the scope of administrative litigation. However, CLOD
has not been fully emphasized in China’s local practice of
OGD, and only the Zhejiang Province leverages the similar li-
cense to set out the use of rights, obligations, and liability for
breach of contract, whereas other OGD platforms in other
provinces do not accord this matter adequate importance
[16]. Consequently, given the current reality where adminis-
trative contracts constitute an essential component of OGD
yet their practical application often receives insufficient at-
tention, resorting to administrative contracts litigation as a
remedy for disputes arising from such agreements (including
disputes caused by unclear agreements, infringements upon
rights, and so forth) may well become the norm in the future.
Therefore, based on the broad flow and high mobility charac-
teristics of government data, it is necessary to explore and im-
prove the operational mechanisms for administrative con-
tracts litigation concerning CLOD. In particular, the opera-
tional mechanisms should be established to review the stan-
dardization of contractual language, review the neutrality of
standard terms, facilitate provisional evidence deposit and
online litigation. The aim is to standardize administrative
contracts, resolve disputes efficiently, safeguard data open-
ness, and facilitate flow of data.
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Abstract: Al-powered digital human live streaming is emerging as a significant
marketing format in the e-commerce sector. however, academic understanding of
its core characteristics remains confined to conceptual transposition and theoreti-
cal deduction, lacking empirical evidence of actual perceptions from consumers
and multiple stakeholders. Through in-depth interviews with 19 multiple stake-
holders from China (Generation Z consumers, e-commerce practitioners, and aca-
demics), this study employed thematic analysis with manual coding throughout the
process to systematically identify and define three core dimensions of Al-powered
digital human live streaming: anthropomorphism, intelligent interactivity and per-
sonalized recommendation, while further revealing the multi-layered internal
structures of each dimension. The findings reveal that anthropomorphism com-
prises three levels: visual anthropomorphism, Behavioral anthropomorphism and
emotional anthropomorphism; intelligent interactivity encompasses three ele-
ments: response immediacy, response relevance and conversational coherence; and
personalized recommendation consists of three dimensions: content relevance,
perceived personal attention and interaction customizability. This study provides
an empirically grounded, user-language-based feature dimension framework for
the field of Al-powered digital human live streaming, bridging the conceptual gap
between macro-theoretical concepts and micro-level user perceptions, and laying a
solid conceptual foundation for subsequent scale development and quantitative
model testing.

Keywords: Al-powered digital human live streaming; Feature dimensions; Anthro-
pomorphism; Intelligent interactivity; Personalized recommendation

Introduction

work of Al-powered digital human live streaming has lagged
significantly. A fundamental question remains unresolved:

Al-powered digital human live streaming is reshaping
China’s e-commerce ecosystem at a remarkable pace. Accord-
ing to the Report on the High-Quality Development of
Livestream E-commerce (China International E-commerce
Center Research Institute, 2025), as a technological form inte-
grating computer vision, large language models and multi-
modal interaction, Al-powered digital human live streaming
has been widely deployed on platforms such as Taobao, ]JD.
com and Douyin, demonstrating significant advantages such
as 24/7 service, controllable costs and consistency in infor-
mation delivery. However, in stark contrast to the fervor of in-
dustry practice, academic research on the theoretical frame-

how do consumers perceive and describe Al-powered digital
human live streaming? What are the key dimensions that con-
stitute this unique experience?

This theoretical ambiguity severely hampers knowledge
accumulation in this field. Existing research on the opera-
tionalization of Al-powered digital human live streaming
characteristics is fragmented. Some studies directly borrow
the concepts of perceived ease of use and perceived useful-
ness from traditional technology acceptance models, reducing
Al anchors to mere technological tools (Davis, 1989; Hwang &
Lim, 2025). Others transplant interaction and professionalism
scales designed for human anchors, overlooking the funda-

1Universiti Tun Abdul Razak (UNIRAZAK), Kuala Lumpur 50400, Malaysia.
* Corresponding author. Email: hu.dan@ur2.unirazak.edu.my
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mental differences in the interactive agency of Al anchors
(McMillan & Hwang, 2002; Zhang et al., 2024). Yet others
measure anthropomorphism as a single-dimensional con-
struct without further differentiation, failing to capture the
multi-layered connotations of appearance, behavior and emo-
tion (Waytz et al., 2014; Kithne & Peter, 2023). This top-down
theoretical approach results in a significant conceptual gap
between measurement tools and consumers’ actual experi-
ence. Current research often treats characteristics such as
personification, intelligence and interactivity as isolated vari-
ables in a fragmented manner, and has yet to establish a clas-
sification system that is both consistent and theoretically
grounded. Therefore, this study aimed to return to the au-
thentic perceptions of consumers and multiple stakeholders
to systematically identify and define the core characteristic
dimensions of Al-powered digital human live streaming.

Given the fragmentation and conceptual gap in existing re-
search on theoretical conceptualization, this study adopts an
exploratory qualitative research design. Through in-depth in-
terviews with 19 multiple stakeholders (Generation Z con-
sumers, e-commerce practitioners and academics), it employs
thematic analysis to systematically identify the core charac-
teristic dimensions of Al-powered digital human live stream-
ing and their underlying structure. This study aims to con-
struct an integrative conceptual framework grounded in user
language, reveal the multi-layered composition of consumer
experience, and provide an empirical foundation for subse-
quent scale development and corporate practice.

Literature Review

Conceptual and contextual characteristics

The technological evolution of Al-powered digital human
live streaming has undergone a hierarchical transition from
virtual humans to digital humans and finally to Al-powered
digital humans. Virtual humans generally refer to digital
avatars based on computer-generated technology that pos-
sesses human appearance or behavioral characteristics, em-
phasizing virtual existence but lacking intelligent interactive
capabilities (Griffor et al., 2017). Digital humans achieve high
realism through high-precision 3D modeling and motion cap-
ture, but their Behavioral logic remains dependent on pre-set
scripts (Hetherington & McRae, 2017). Al-powered digital hu-
mans, on the other hand, integrate natural language process-
ing, emotion recognition and autonomous decision-making
capabilities, enabling real-time, personalized interaction with
users (Machidon et al., 2018; Xu et al., 2026). This technologi-
cal evolution has transformed Al-powered digital humans
from objects to be viewed as entities capable of dialogue.

In the context of livestream e-commerce, Al-powered digi-
tal humans exhibit three distinctive characteristics. First, they
offer extended operational hours, enabling 24/7 uninter-
rupted service. Second, they demonstrate intelligent interac-
tion, engaging in open-ended dialogue and context-aware re-
sponses based on large language models. Third, they provide
personalized content, dynamically adjusting recommendation
strategies through real-time data analysis. These characteris-
tics create cognitive tension for consumers, who are aware

that the entity is not human yet perceive it as human-like; that
is, while they clearly recognize the algorithmic nature of the
interactive entity, they also perceive cues of social interaction
within its anthropomorphic presentation. This experience
falls precisely within the specific range described by Mori’s
(1970) ‘Uncanny Valley’ theory: When an Al anchor closely
resembles a real person yet reveals non-human characteris-
tics, it may trigger cognitive dissonance and emotional dis-
comfort; however, when its emotional expression capabilities
exceed a specific threshold, it can establish a deep connection
that transcends mere appearance (Mori et al, 2012). This
unique experience is the focal point of this study.

Theoretical foundations: Social presence and

technological trust

Al-powered digital human live streaming blurs the bound-
ary between humans and machines, with consumers simulta-
neously perceiving the algorithmic nature of the experience
while experiencing social interaction cues. To systematically
capture this contradictory experience, this study employs so-
cial presence theory and technological trust theory as sensi-
tizing concepts (Blumer, 1954) to guide data interpretation.
This approach aligns with the methodological tradition of
grounded theory, which maintains theoretical openness
whilst utilizing existing concepts to enhance sensitivity to em-
pirical phenomena.

The theory of social presence describes the degree to
which individuals perceive the actual presence of others dur-
ing mediated interaction (Short et al., 1976). In the context of
Al-powered digital human live streaming, this theory helps
identify how consumers perceive the social presence of digital
avatars through the screen, including their perception of im-
mediate responsiveness, expectations of emotional reso-
nance, and the cognitive tension of ‘knowing they are not hu-
man yet perceiving them as human-like’. This concept pro-
vides an initial analytical framework for exploring immersive
experiences and the sense of being valued.

The theory of technological trust distinguishes three di-
mensions: competence trust (confidence in algorithmic effi-
cacy), benevolence trust (skepticism regarding platform in-
tentions), and honesty trust (judgement of information au-
thenticity) (McKnight et al., 2002). Given that the recommen-
dation behavior of Al anchors simultaneously exhibits intelli-
gent professionalism and algorithmic uncertainty, this theory
provides a conceptual framework for understanding the am-
bivalent psychological state of consumers when faced with al-
gorithmic decisions (acknowledging their efficiency while
questioning their motives).

Together, these theories constitute the conceptual frame-
work for analyzing interview data. It is important to empha-
size that this study does not presuppose causal pathways or
dimensional structures for these theoretical variables, but
rather treats them as perspectives for identifying emic con-
structs. During the data analysis process, the research main-
tained theoretical openness to emergent dimensions (such as
potential algorithmic aversion or digital ethical anxieties), al-
lowing user language to reconfigure or transcend existing
theoretical frameworks.
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Research gaps and theoretical opportunities

Existing research has three significant limitations. First,
the research subjects exhibited fragmented characteristics.
Existing literature dissects the appearance, interaction and
recommendation functions of Al anchors into isolated vari-
ables for separate examination, lacking systematic attention
to them as vehicles for an integrated experience; characteris-
tics such as anthropomorphism and intelligence are treated in
a piecemeal manner, and a consistent classification system
has yet to be established. Second, the underlying mechanisms
are insufficiently explained. Most existing models adopt a
simplified ‘features — psychological variables — behavior’
pathway, which disconnects the complex psychological evolu-
tion of consumers and assumes that all consumers follow a
homogeneous path, thereby overlooking the differences be-
tween groups. Third, research methods are relatively limited.
Existing literature relies excessively on structured question-
naires; in an emerging field where ‘it is not yet known what to
measure’, there is a conceptual gap between pre-defined
scales and consumers’ actual experiences, and qualitative ex-
ploration is severely lacking.

These limitations constitute a threefold theoretical gap in
the field, creating opportunities for knowledge innovation.
First, constructing an integrated conceptual framework for
Al-powered digital human live streaming through qualitative
induction can overcome the theoretical bottlenecks of the
current fragmented research paradigm, establishing analyti-
cal dimensions that encompass both social presence and tech-
nological trust. Second, by deeply describing the heteroge-
neous evolutionary pathways of consumer psychological ex-
periences, a process theory distinct from linear models can be
developed to explain how different groups negotiate human-
machine relationships in diverse ways. Finally, a grounded
conceptual system built upon users’ native language will pro-
vide an embodied theoretical foundation for subsequent scale
development, bridging the theoretical gap between opera-
tionalized measurements and real-world experiences. Based
on this, this study uses in-depth interviews to identify core
perceptual dimensions, describing the complexity and group
differences in psychological experiences, thereby providing a
theoretical framework grounded in users’ language for the
field of Al anchors consumer behavior.

Research Design

This study adheres to the interpretivist research paradigm
(Creswell & Poth, 2018) and adopts an exploratory qualitative
research design. Data were collected through semi-structured
in-depth interviews, and thematic analysis was employed for
manual coding throughout the process (Braun & Clarke,
2022).

Data collection: Semi-structured in-depth
interviews

Design of the interview guide
The interview guide was structured around four core
modules: experience entry and situational recall; perception

of characteristics and concrete descriptions; psychological
mechanisms and behavioral decision-making; and boundary
exploration and future prospects. First, situational priming
was used to guide participants in recalling specific Al live-
streaming experiences. Second, feature descriptions invited
participants to characterize the performance of Al digital hu-
man anchors using everyday language. Third, mechanism ex-
ploration delved into psychological responses such as trust
and a sense of presence. Finally, boundary exploration re-
vealed unmet underlying needs.

This study was adapted to suit different respondent
groups. For Generation Z consumers, everyday language was
used, such as “What was your first visual and auditory im-
pression of this Al anchor? In what ways did it feel ‘like a real
person’ to you, and in what ways did it still feel ‘like a ma-
chine’ ?” For e-commerce practitioners, the focus was on com-
mercial logic, technical implementation and industry insights,
such as “What are the primary technical or cost bottlenecks
currently limiting the ability of Al-powered digital human to
achieve natural, in-depth interactions?” Academics focused on
theoretical critique, such as “When applying traditional an-
thropomorphism theories to Al-powered digital human with
interactive capabilities, do their conceptual dimensions need
to be re-examined and expanded?”

Sampling strategy and sample characteristics

This study employed purposive sampling combined with
the maximum diversity sampling method (Patton, 2015), aim-
ing to achieve the widest possible conceptual coverage of the
research phenomenon within a small sample by selecting
cases that exhibited diversity across specific dimensions.
Based on this strategy, this study established three key stake-
holder groups as the sampling framework (Table 1).

The final sample comprised 19 participants. The sample
size adhered to the principle of theoretical saturation (Saun-
ders et al., 2018). No substantive new themes emerged fol-
lowing the coding of data from the first 16 respondents. Three
subsequent interviews confirmed the stability of the thematic
framework, leading to the conclusion that theoretical satura-
tion had been achieved.

Data collection procedure

Data collection took place between September and De-
cember 2025, employing a combination of in-person and on-
line video interviews, with each session lasting 40-60 min-
utes. All interviews were audio-recorded with the partici-
pants’ informed consent, transcribed verbatim within 24
hours, and retained colloquial features and emotional non-
verbal cues (e.g., [loud laughter], [pause]).

Ethical considerations

This study strictly adhered to the following academic ethi-
cal standards. First, regarding informed consent, an “In-
formed Consent Form” was sent to participants prior to the
interview, detailing the research objectives and the methods
of data anonymization. Second, regarding privacy protection,
all identifiable information was thoroughly anonymized dur-
ing the transcription stage (coding system: C01-C10, PO1-
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Table 1| Sample Composition of Respondents

Group Sampling Criteria

Sample Size Key Contribution

Generation Z consumers

Aged 18-25, weekly active users on mainstream e-commerce 10
platforms, with at least one distinct and memorable experience of

Providing authenticity of experience: the
ultimate source of construct validity

watching an Al-powered digital human livestreaming within the

past three months

E-commerce
Practitioners

Over 5 years of industry experience, working at leading livestream 5
e-commerce platforms, well-known brands, or digital human
technology firms, with direct involvement in decision-making or

Ensuring practical applicability:
guaranteeing the feasibility of the
dimensions

operations of Al-powered digital human live streaming projects

Academics

Associate Professor or Professor, with research focusing on digital 4
media, consumer behaviour or human-computer interaction

Providing theoretical rigour: ensuring
alignment with academic literature

P05, A01-A04). Third, regarding data security, all raw files
were stored in an encrypted form, and access was strictly re-
stricted. Finally, regarding voluntary participation, intervie-
wees were reminded throughout the study that they retained
the right to withdraw from the interview at any time.

Data analysis: Thematic analysis
Integrative analysis strategy

This study adopted a cross-group integrative analysis
strategy, merging data from the three groups of respondents
for unified coding. This strategy is based on three theoretical
considerations. First, the overarching nature of the research
objectives requires a focus on constructing a system of char-
acteristic dimensions rather than comparing group differ-
ences; the value of the three groups lies in their mutual com-
plementarity and cross-validation (Chen, 2000). Second, the
diverse pathways to theoretical saturation indicate that inte-
grating the perspectives of consumers, practitioners and aca-
demics enables broader theoretical boundaries to be explored
within a shorter timeframe (Wang, 2007). Finally, the prior
assurance of construct validity ensured that the extracted di-
mensions possessed the triple attributes of experiential per-
ceptibility, technical feasibility and theoretical dialogability.

Throughout the coding process, the researchers main-
tained sensitivity to the perspectives of different groups and
conducted preliminary comparative analyses. The results re-
vealed that, although the descriptions provided by the three
groups differed in wording, they were highly consistent at the
level of abstract constructs, pointing to three core themes: an-
thropomorphism, intelligent interactivity, and personalized
recommendation. This provides robust cross-group evidence
for the dimensional framework. By integrating these three
groups, this study achieved qualitative assurance of construct
validity: consumers provide experiential authenticity, practi-
tioners ensure practical operability, and scholars contribute
theoretical logic, thereby establishing a reproducible, multi-
stakeholder triangulation paradigm for qualitative research in
fields characterized by rapid technological iteration.

Thematic analysis procedure

This study employed the six-step thematic analysis
method proposed by Braun and Clarke (2022) for manual
coding throughout the process, emphasizing deep immersion
in the data and iterative analysis.

Stage 1: Immersion in the data and preliminary interpre-
tation. The researcher conducted active, repeated and critical
readings of the interview transcripts, recording analysis notes
to capture initial patterns and underlying concepts.

Stage 2: Generating open codes. A line-by-line analysis was
employed, prioritizing the use of respondents’ native con-
cepts as code labels. For example, regarding appearance and
emotional aspects: “dimples when smiling” (C03), “slight fine
lines at the corners of the eyes” (C04), “micro-expressions
can’t keep up, so users still find it a bit artificial” (P03), “60
marks for appearance is enough, but 80 marks for emotion is
essential” (A02); interaction quality-related comments such
as: “a three-second reply but the information is incomplete”
(C01), “picks up on the joke and stays on topic through multi-
ple rounds” (C07), and “conversation retention is more im-
portant than responding to the first sentence” (P04); and at
the recommendation service level: “I'd just mentioned want-
ing a lipstick shade to make my skin look fairer, and she im-
mediately recommended that Rotten Tomatoes shade-it was
exactly what [ wanted” (C02), “It felt like it was prepared just
for me” (C08), “Real-time recommendations based on behav-
ior within the livestream” (P01). A total of 127 open codes
were generated at this stage, covering the diverse perspec-
tives of the three groups.

Stage 3: Formulation of focused codes. Logical connections
were identified through repeated comparison and clustering
of open codes. For example, physical details such as dimples
and fine lines, together with vocal tone, point to the personifi-
cation of appearance; the timing of nods and the rhythm of
pauses point to the personification of behavior; and “feeling”-
related vocabulary and expressions of empathy point to the
personification of emotion. Similarly, codes relating to inter-
active efficacy (instant replies, picking up on jokes, staying on
topic) were clustered into responsiveness, relevance of re-
sponses, and conversational coherence. Codes relating to rec-
ommendation services (tailored preparation, real-time adjust-
ment) were clustered into content relevance, sense of per-
sonal attention, and interactive customization. This stage
yielded nine candidate sub-dimensions, falling under the
three core themes of anthropomorphism, intelligent interac-
tivity, and personalized recommendation. Taking the anthro-
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Table 2 | Example of thematic analysis coding evolution: Taking anthropomorphism as an example

Coding Level Coding Type Representative Content Source Examples
Open Coding Local Concept Labels "She has dimples when she smiles, which | find very soothing" Cco3
(Initial code) "There are tiny fine lines at the corners of her eyes—the kind of natural ~ C04

creases you see when a real person smiles"

"Large language models can make digital human say 'l understand how P03

you feel, but the micro-expressions don’t keep up, so users still find it a

bit artificial"

"A score of 60 for appearance is enough; emotions must score 80." AO02

"Pause briefly before answering; it gives the impression they’re thinking" C05

"The timing of the nods and pauses makes it feel like they’re really Cco6
listening to me, rather than following a pre-written script"

(Other codes relating to appearance, behaviour and emotional details

omitted)

Focus coding
(Candidate themes)

Mid-level concept

aggregation physical details

Behavioral Anthropomorphism: Timing of nods, rhythm of pauses,
naturalness of body language

Emotional anthropomorphism: “feeling” vocabulary, expressions of

Visual Anthropomorphism: dimples, wrinkles, tone of voice and other

C03, CO4

€05, C06

CO03, P03, AD2

empathy, prioritisation of emotional capabilities

Theoretical coding Refining the Concept

Anthropomorphism: The extent to which Al-powered digital humans
simulate human external characteristics and emotional expressions in
terms of vision, speech, facial expressions and movements, comprising
three levels: visual anthropomorphism, Behavioral anthropomorphism

Integration of all the above
focused codings (consensus
among consumers,
practitioners and academics)

and emotional anthropomorphism.

pomorphism dimension as an example, its coding evolution is
presented in Table 2.

Stage 4: Review and refinement of themes. Based on the
candidate themes identified above, this phase involved a sys-
tematic review of the nine candidate sub-dimensions. The in-
ternal consistency of the themes and the representativeness
of the overall dataset were assessed; sub-dimensions with
overlapping semantics were merged, such as combining fa-
vorable physical appearance and human-like voice into visual
anthropomorphism. Candidate themes with low consensus
were excluded, such as entertainment value and curiosity,
which were provisionally classified as marginal themes due to
their low frequency of occurrence and weak cross-group con-
sensus. After several iterations, the independence and stabil-
ity of the nine sub-dimensions were confirmed, with clear
boundaries and distinct characteristics for each dimension.

Stage 5: Defining and naming themes. The connotations of
the core themes and their respective sub-dimensions were
precisely defined. Anthropomorphism comprises three levels:
visual anthropomorphism (the degree of human resemblance
in visual appearance and voice), Behavioral anthropomor-
phism (the naturalness of body language and interaction
rhythm), and emotional anthropomorphism (emotional
recognition and the ability to express empathy). Intelligent in-
teractivity encompasses three elements: response immediacy
(reaction speed), response relevance (content matching), and
conversational coherence (ability to maintain context). Per-
sonalized recommendation consist of three levels: content
relevance (accuracy of information matching), sense of per-
sonal attention (experience of being valued and understood),
and interactivity customization (flexibility in real-time adjust-
ment of recommendation strategies). The boundaries be-

tween each dimension are clear; while distinct from one an-
other, they collectively form an integrated experiential frame-
work.

Stage 6: Report writing. The findings from the preceding
analyses were systematically integrated to construct a com-
prehensive narrative around each core theme, presenting em-
pirical evidence and theoretical implications in detail to form
the main body of Part 4 (Research Findings) of this study.
Through the analysis of the above six stages, this study dis-
tilled three core themes and nine sub-dimensions from 127
open-coded entries, systematically presenting the structural
dimensions of Al-powered digital human live streaming.

Reflective strategies

This study ensured the rigour of the analysis through the
following strategies. First, regarding reflective documenta-
tion, the researcher maintained analytical memos throughout
the data collection and analysis process, meticulously record-
ing theoretical assumptions, emotional responses, and con-
ceptual uncertainties, thereby mitigating researcher bias
through continuous self-reflection. Second, through counter-
example analysis, the researcher proactively examined data
fragments that contradicted the dominant themes (such as
consumers’ positive evaluations of the non-anthropomorphic
characteristics of Al anchors), ensuring that contradictory ev-
idence was not selectively ignored. Third, a comprehensive
audit trail was established, systematically retaining raw tran-
scripts, coding tables, analysis memos, iterative versions of
themes, and decision logs to ensure the research process was
auditable and reproducible. Finally, three participants were
invited to review the preliminary findings through peer re-
view to confirm that the extracted themes closely aligned
with their original intentions.
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Research Findings

Through systematic thematic analysis, this study distilled
three core feature dimensions with a high degree of cross-
group consensus from in-depth interview data with multiple
stakeholders: anthropomorphism, intelligent interactivity,
and personalized recommendation. The connotations and
multi-layered internal structures of each dimension are elab-
orated below.

Anthropomorphism: A multi-layered evolution
from physical resemblance to emotional

resonance

In this study, anthropomorphism is defined as the degree
to which Al-powered digital humans simulate human external
characteristics and emotional expressions in terms of visual
appearance, speech, facial expressions, and movements. This
definition goes beyond the approach taken in traditional re-
search, which treats anthropomorphism as a single dimen-
sion, and reveals its theoretical implications as a multi-lay-
ered construct.

Visual anthropomorphism

Visual Anthropomorphism constitutes the most funda-
mental level of anthropomorphism, encompassing both static
and dynamic visual manifestations, such as the Al anchor’s fa-
cial features, body proportions, texture of their clothing, lip-
sync accuracy, and naturalness of their voice. Consumers are
extremely sensitive to such characteristics, often forming
overall judgements based on these details.

“Although the presenter looks artificial at first glance, you
will notice that when she smiles, the corners of her mouth
turn up, and there are slight fine lines at the corners of her
eyes—the kind of natural creases you see when a real person
smiles. Just this detail alone makes her feel far more comfort-
able to watch than those other presenters with stiff facial ex-
pressions.” (Consumer C04)

In addition to visual characteristics, the naturalness of the
voice is a key component of a human-like appearance, directly
influencing the perception of how human it sounds.

"Voice is the biggest pitfall. Many Al voices sound instantly
like TTS (text-to-speech), with a flat pitch for every syllable.
But a good voice has variations in intonation and even empha-
sizes certain words when highlighting a product’s selling
points. That's the key to sounding human.” (Practitioner P02)

Behavioral anthropomorphism

Behavioral anthropomorphism, in contrast to static ap-
pearance, refers to the degree to which an Al-powered digital
human’s movements, postures and reactions resemble human
Behavioral patterns. Respondents generally believed that Be-
havioral anthropomorphism contributed even more to a
sense of presence than visual anthropomorphism.

"The moment that really made me feel it was conscious
was when, after [ posted a comment, it paused briefly, gave a
slight nod, and then said, '"That’s a good question, friend.' The
timing of that nod and pause made it feel as though it was

genuinely listening to me, rather than following a pre-pro-
grammed script.” (Consumer C06)

Achieving this requires subtle control of the timing and
motion design, striking an optimal balance between zero la-
tency and anthropomorphic delay.

"From a technical perspective, response latency is a dou-
ble-edged sword. Zero latency makes users feel that it is a pre-
set script; however a variable latency of 200-400 millisec-
onds, combined with appropriate head movements, creates
the illusion that it is thinking. This is what we refer to as the
anthropomorphism threshold." (Practitioner P03)

Emotional anthropomorphism

Emotional anthropomorphism represents the highest
level of anthropomorphism, referring to an Al-powered digi-
tal human'’s ability to convey emotions, express empathy and
establish emotional connections. Consumers’ descriptions of-
ten carry strong emotional undertones, reflecting a deep-
seated desire to be understood.

"I know it's just a programme, but once I asked about
three different models of robot vacuum cleaners across vari-
ous price points. It finally said, ‘Based on your questions just
now, | get the feeling you're quite focused on value for money;
this model at two thousand three hundred might be the best
fit for you” When it used the word feel, | was genuinely taken
aback—can Al really have feelings? But in that very moment, I
felt it understood me." (Consumer C05)

Academics further have pointed out, from a theoretical
perspective, that emotional anthropomorphism is the key to
crossing the Uncanny Valley and establishing quasi-social re-
lationships, and its importance surpasses that of physical re-
alism.

"Anthropomorphism is not about making Al look more and
more like a human, but about making people willing to treat it
as a social partner. A 60 out of 100 for appearance is suffi-
cient, but emotional expression must score over 80; other-
wise, it will fall into the uncanny valley." (Academic A02)

Intelligent interactivity: Cognitive interaction

beyond merely responding

In this study, intelligent interactivity is defined as the com-
prehensive ability of an Al-powered digital human to under-
stand complex user intentions, maintain coherent dialogue
with contextual relevance, and provide timely, accurate and
contextually appropriate responses. The core of this dimen-
sion lies in intelligence; it goes beyond the emphasis on re-
sponse speed found in traditional human-computer interac-
tion research and points toward a deeper level of semantic
understanding.

Response immediacy

Response immediacy is a fundamental element of intelli-
gent interactivity. Although consumers expect interactions to
occur instantly, they cannot tolerate a sacrifice in the quality
of answers in the pursuit of speed.

“I asked it, ‘What's the difference between this phone and
the Pro version?’ It replied within three seconds but only
mentioned the screen size; it did not mention the differences
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in the chip and camera, which are the very things I care about
the most. I might as well have looked at the specs myself”
(Consumer C01)

E-commerce practitioners, however, emphasize that true
intelligence lies in the sustainability of the conversation
rather than merely the speed of the initial response; conver-
sation retention rates are a more critical operational metric.

"Many technical teams focus solely on optimising the re-
sponse latency for the first sentence; however, true user satis-
faction stems from conversation retention rates, that is
whether users are willing to continue asking follow-up ques-
tions. This requires an understanding of context; it is not
merely a matter of speed.” (Practitioner P04)

Response relevance

Response relevance is a hallmark feature distinguishing
intelligent interaction from traditional interaction. Respon-
dents repeatedly mentioned local concepts such as “keeping
up with the banter” and “staying on topic across multiple
rounds”, emphasizing the precise alignment of answers with
the intent of the question and the ability to retain contextual
memory.

“I chatted with it for five minutes, asking about everything
from lipstick shades to foundation shades, and it actually re-
membered that I'd mentioned at the start that [ have dry skin.
At one point, I digressed to ask about delivery, and after an-
swering, it proactively said, ‘Let’s get back to the foundation
you were asking about earlier’ At that moment, I genuinely
felt that I was being taken seriously.” (Consumer C02)

This ability to retain contextual information relies on com-
plex intent recognition and dialogue management technolo-
gies, requiring a balance between open-domain dialogue and
task-oriented interactions.

“Currently, integrating large language models into live
streaming is a growing trend, but the challenge lies in main-
taining conversational coherence whilst preventing the bot
from being sidetracked by users onto completely unrelated
topics. This requires a highly refined design of intent recogni-
tion and dialogue strategies.” (Practitioner P05)

Conversational coherence

Conversational Coherence is reflected in an Al-powered
digital human'’s ability to perceive the conversational context
and proactively adjust its interaction strategy, marking a tran-
sition from passive responses to active service.

"During one live stream, many people in the comment sec-
tion asked if there were any discount vouchers for the same
product. The Al anchor first explained the process for claim-
ing the voucher, then proactively pinned the voucher link to
the top of the screen, adding, ‘I see many of you are still ask-
ing, so I've placed the link here for everyone to claim with a
single click’ This was no longer merely answering a question,
but solving a problem.” (Consumer C04)

Academics regard this capability as the ultimate form of
intelligent interaction, in which the system is not only capable
of responding but also of anticipating and adapting, thereby
truly possessing the value of a host rather than a mere tool.

"Adaptability is the ultimate form of intelligent interaction.
[t involves not only understanding what the user says but also
what they do not say; for instance, sensing the collective sen-
timent in the comments section to determine whether the
pace of the explanation needs to be adjusted. Only an Al capa-
ble of this truly possesses the value of a presenter rather than
amere tool." (Academic A03)

Personalised recommendation: A mechanism for a

‘Thousand faces for one person’ experience

In this study, personalized recommendation are defined as
a service mechanism whereby Al-powered digital humans
provide highly customized information content and product
recommendations based on users’ long-term historical be-
havior, real-time interactive context, or explicitly expressed
preferences. The unique value of this dimension lies in the
fact that it represents an area with the greatest potential for
differentiated competitive advantage for Al anchors com-
pared to human anchors.

Content relevance

Content relevance forms the basis of personalized recom-
mendation, namely, the degree to which recommended re-
sults align with a user’s explicit or implicit interests. Con-
sumers are acutely aware of the fine line between precision
and excessive intrusion, reflecting the complexities of privacy
computing.

“Once it recommended a pair of Bluetooth headphones
that [ had searched for the previous week but had not bought.
My first reaction wasn’t that [ was being watched, but rather,
‘Oh, it knows I need this.’ I don’t mind recommendations like
this; in fact, I feel it saves me the time of searching for them
again.” (Consumer C02)

However, e-commerce practitioners must carefully bal-
ance recommendation accuracy with user privacy protection
to avoid a sense of surveillance triggered by cross-domain
data retrieval.

"Personalisation must not cross the privacy line. Our cur-
rent strategy is to make real-time recommendations ‘based on
behavior within the live stream, while minimizing cross-do-
main access to user data from other apps. Although this re-
duces accuracy, it increases users’ sense of security." (Practi-
tioner P01)

Perceived personal attention

Perceived personal attention emphasizes the user’s sub-
jective experience of being treated as special, rather than
merely the accuracy of algorithmic matching. This perception
stems from the recognition of the social cue that something is
“specifically for me.”

"It says, 'These coffee beans have been specially prepared
for you because you previously browsed pour-over equip-
ment.' [ know it’s an algorithmic match, but when it says 'spe-
cially for you', it really makes me feel as though this streamer
is my personal shopping assistant." (Consumer C08)

In operational practice, simple strategies such as repeat-
ing a user’s nickname or remembering past preferences can
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significantly enhance users’ sense of being noticed, thereby
improving user satisfaction.

"The essence of the perception of personalisation is mak-
ing the user feel that ‘this Al remembers me. Our tests have
shown that even simply repeating a user’s nickname, or re-
calling preferences mentioned in their previous conversation,
leads to a significant increase in user satisfaction." (Practi-
tioner P02)

Interaction customizability

Interaction customization manifests as the ability to make
dynamic adjustments based on real-time interactions. This
represents the unique value of Al over static algorithmic rec-
ommendations, marking a leap from a one-size-fits-all ap-
proach to a thousand faces for one person approach.

"[ told it that I did not like overly sweet snacks, and it im-
mediately removed the chocolate biscuits from the recom-
mendation list and replaced them with savoury nuts. This
real-time adjustment convinced me more than any algorith-
mic claim that ‘it understands me’" (Consumer C06)

Academics have pointed out from a theoretical perspective
that this real-time interactive customization capability consti-
tutes a competitive moat for Al anchors relative to human an-
chors, and represents the core competitive advantage of Al-
powered digital human live streaming.

"Interactive customisation is the only way Al anchors can
surpass human anchors. When broadcasting to an audience of
tens of thousands, a human presenter cannot remember what
each individual has said; however, an Al anchor can. If utilised
effectively, this capability serves as the moat for Al-powered
digital human live streaming." (Academic A01)

Discussion

Theoretical contributions

This study provides a feature-dimensional framework
rooted in user language for the field of Al-powered digital hu-
man live streaming, bridging the conceptual gap between
macro-theoretical concepts and micro-level user perceptions.
Specifically, this study makes breakthroughs at the following
three theoretical levels.

Multidimensional deconstruction of anthropomor-
phism theory. Using empirical data, this study reveals the ex-
istence of emotional anthropomorphism as an independent
dimension, identifying it as the key mechanism for overcom-
ing the uncanny valley and establishing emotional connec-
tions between humans and machines. Furthermore, the con-
cept of Behavioral anthropomorphism proposed in this study
(such as the anthropomorphism threshold for reaction time)
provides a concrete operational pathway for Moriuchi’s
(2021) call for hierarchical measurement, thereby overcom-
ing the theoretical limitations of traditional one-dimensional
continua.

Cognitive shift in the interactivity construct. This study
shifts theoretical focus from formal characteristics such as re-
sponse speed to cognitive quality, proposing that intelligent
interactivity comprises three elements: response immediacy,
response relevance, and conversational coherence. This con-

struct expands upon the dimensional classification proposed
by Li et al. (2025), emphasizing that consumers expect proac-
tive intelligence rather than passive responses, thereby ex-
tending the applicability of the technology acceptance model
(TAM) in Al contexts.

Emotion-technology integration in personalization re-
search. This study finds that consumers’ perception of per-
sonalization transcends algorithmic accuracy; the core
essence is constituted by a sense of being specially treated
and the interactive process of real-time adjustment. Specifi-
cally, this hierarchical structure comprises three levels: con-
tent relevance, perceived personal attention, and interaction
customization, thereby broadening the technical research
perspective on personalized recommendation. More impor-
tantly, this study reveals the tension between privacy con-
cerns and expectations of personalization: consumers antici-
pate the efficiency and sense of exclusivity brought by highly
customized services, while remaining vigilant about the risk
of data breaches. This ambivalence is particularly pronounced
in contexts of uncertainty regarding privacy breaches (Lim &
Kim, 2025).

Implications for practice

The findings of this study offer direct practical guidance
for enterprises in the design, operation and iteration of Al-
powered digital human live streaming. Based on the indepen-
dence of these three dimensions, this study proposes the fol-
lowing differentiated resource allocation and optimization
strategies.

Adopt a principle of moderation in anthropomorphic
design. Consumers do not seek perfect human likeness but
rather seek recognizable intelligent agents. Enterprises
should adopt a resource-balancing strategy regarding appear-
ance and emotion, prioritizing investment in emotional ex-
pression capabilities (such as empathetic responses and emo-
tion recognition). In terms of technical implementation, it is
recommended that Behavioral latency be controlled within a
variable range of 200-400 milliseconds to create a natural
sense of thought and avoid the robotic feel of instant re-
sponses. Concurrently, the Al's identity should be clearly la-
belled to prevent ethical controversies and trust crises arising
from excessive anthropomorphism.

Prioritize conversational coherence in intelligent in-
teractions. Industry feedback indicates that conversation re-
tention rates are a better predictor of user satisfaction than
response speed to the first sentence. It is recommended to
prioritize optimizing multi-turn contextual memory and in-
tent anchoring capabilities, rather than simply reducing la-
tency; furthermore, collective emotional perception should be
utilized to proactively trigger service actions, elevating inter-
actions from mechanical question answering to companion-
style service.

Balance privacy concerns with recommendation accu-
racy. It is recommended to establish a tiered customization
strategy in which the foundational tier ensures privacy and
security awareness based on real-time behavior within the
live stream (non-cross-domain data); the emotional tier en-
hances the sense of being cared for through lightweight per-
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sonalization methods such as repeating nicknames; the cus-
tomization tier triggers real-time adjustments only when
users explicitly express preferences, thereby avoiding the in-
trusive feeling caused by algorithmic predictions.

Research limitations and future directions

Although this study employed maximum difference sam-
pling, the sample remained predominantly concentrated
among young consumers in first- and second-tier cities, as
well as specific types of practitioners and academics. Its gen-
eralizability requires careful validation when extrapolating to
other groups (such as users in lower-tier markets and the el-
derly) and scenarios (such as B2B livestreaming and cross-
border livestreaming). Furthermore, retrospective interviews
may be subject to memory reconstruction bias; in particular,
recollections of emotional experiences and interactive details
may not be entirely accurate. Future research could employ
the experience sampling method to validate these findings.

Future research could be expanded in three directions:
first, developing standardized scales based on this framework
to establish construct validity; second, conducting cross-cul-
tural comparisons to examine the differential manifestations
of the three-dimensional characteristics across different cul-
tural contexts (such as high-context and low-context cul-
tures); and third, exploring the moderating effects of product
type (high-involvement or low-involvement goods) and plat-
form environment (private-domain or public-domain
livestreaming) on the perception of these characteristics.

Conclusion

Through in-depth interviews with 19 multi-stakeholders
and the application of thematic analysis, this study systemati-
cally identified three core characteristic dimensions of Al-
powered digital human live streaming: anthropomorphism
(the progressive presentation of appearance, behavior and
emotions), intelligent interactivity (the integration of imme-
diacy, relevance and coherence), and personalized recom-
mendation (the stratification of content precision, attention
perception and interactive customization). This integrated
framework transcends the fragmented examination of iso-
lated technical variables found in existing literature, revealing
the unique structure of Al anchors as carriers of experience
with dual socio-technical attributes and bridging the concep-
tual gap between macro-level technical discourse and micro-
level user perception. By providing operational definitions
that combine local relevance with academic dialogue, this
study not only lays the conceptual foundation for subsequent
scale development and mechanism testing, but also offers a
theoretical framework for explaining how Al anchors simulta-
neously trigger cognitive trust and emotional resonance. Fu-
ture research should develop standardized measurement
tools based on this framework and, through longitudinal
tracking and cross-cultural comparisons, examine the dy-
namic evolution and situational specificity of the three-di-
mensional structure, thereby supporting the paradigm shift in
this field from exploratory to confirmatory research.
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Abstract: Artificial intelligence has become a major methodological force in finan-
cial decision-making, but the literature remains fragmented across at least three
partially connected domains: financial time-series forecasting, portfolio construc-
tion, and firm-level sustainability analysis. This review argues that these domains
should be interpreted as parts of a broader decision architecture in which algo-
rithms extract signals from noisy data, transform those signals into investment or
financing choices, and then evaluate outcomes under multiple objectives that in-
creasingly include environmental, social, and governance criteria. The review first
synthesizes the evolution of forecasting methods from classical econometric mod-
els to recurrent neural networks, transformers, and hybrid architectures. It then ex-
amines how predictive outputs are translated into allocation rules, with emphasis
on mean-variance optimization, shrinkage-based risk estimation, risk parity, hier-
archical allocation, and reinforcement-learning-based dynamic rebalancing. The
third substantive line concerns corporate finance and sustainable finance, where Al
is used not only to predict ESG ratings and financial constraints but also to identify
firm heterogeneity, financing frictions, and disclosure-based signals. Across these
streams, the article compares predictive and explanatory models, clarifies the role
of structured, textual, and alternative data, and evaluates major methodological
risks including overfitting, regime instability, interpretability deficits, and institu-
tional dependence. The central conclusion is that the next stage of research should
not treat forecasting, allocation, and ESG-related corporate finance as separate lit-
eratures. Instead, future work should build integrated frameworks in which market
prediction, portfolio design, and firm-level sustainable finance analysis are jointly
modeled under explicit assumptions about data quality, decision frequency, and ac-
countability.

Keywords: Artificial intelligence; Financial forecasting; Portfolio optimization;
ESG; Financial constraints; Sustainable finance

Introduction

field, however, many studies still operate inside narrow tech-
nical silos. Forecasting papers focus on directional accuracy,

The contemporary Al literature in finance has expanded
rapidly, but its conceptual organization is less clear than its
technical growth. Bibliometric reviews show a sustained shift
from early applications in credit scoring and bankruptcy pre-
diction toward market prediction, portfolio construction,
fraud detection, textual analytics, and, more recently, explain-
able finance and sustainable finance (Ahmed et al., 2022;
Goodell et al., 2021; Chen et al., 2023). Even within this broad

regression loss, or benchmark beating. Portfolio studies em-
phasize Sharpe ratios or drawdown control. ESG and corpo-
rate finance studies examine ratings, financing frictions, or
disclosure quality. What is often missing is a unifying inter-
pretation of Al as a decision infrastructure rather than a col-
lection of isolated algorithms.

This review starts from the proposition that Al in financial
decision-making has two foundational research lines. The
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first is market prediction: identifying exploitable patterns in
prices, returns, volatility, sentiment, and cross-sectional rela-
tions. The second is firm-level feature identification: using
structured financial variables, disclosures, and sustainability
indicators to infer latent firm characteristics such as financial
constraints, governance quality, default risk, or ESG standing.
The distinction matters because the first line usually targets
tradable signals under short decision cycles, whereas the sec-
ond line often targets slower-moving attributes that affect
capital allocation, cost of capital, financing access, and strate-
gic valuation (Sezer et al., 2020; Gupta et al., 2020; Mai et al.,

definition, state representation, optimization, rebalancing,
and ex post evaluation (Markowitz, 1952; Kolm et al., 2014;
Ban et al., 2018).

A third reason to reconsider the field at a higher level is
the rise of sustainable finance. The empirical literature now
shows that ESG information affects investor demand, access
to finance, cost of capital, bank lending conditions, firm risk,
and crisis-period resilience, although the magnitude and di-
rection of effects depend heavily on materiality, rating
methodology, and institutional setting (Cheng et al., 2014; El
Ghoul et al., 2011; Goss & Roberts, 2011; Albuquerque et al,,

2019; Lin & Hsu, 2023).

The two lines are analytically distinct but operationally
connected. Asset pricing and portfolio construction depend
not only on return forecasts but also on information about
firms’ balance sheets, financing capacity, exposure to sustain-
ability risks, and disclosure credibility. Likewise, ESG analysis
is no longer confined to normative screening. It increasingly
enters expected-return models, downside-risk analysis, and
strategic asset allocation because investors now treat sustain-
ability information as a component of risk transmission, re-
silience, and regulatory exposure (Friede et al., 2015; Berg et
al., 2022; Christensen et al., 2022; Amel-Zadeh & Serafeim,
2018). From this perspective, Al does not merely predict
prices; it also transforms corporate attributes into investable
signals.

The first problem that pushed finance toward Al was the
persistent mismatch between the statistical complexity of fi-
nancial data and the simplifying assumptions of classical
models. Financial time series are noisy, weakly nonstationary,
heteroskedastic, heavy-tailed, and exposed to regime shifts.
Linear models remain useful because of their transparency
and parsimonious structure, but they often struggle when sig-
nal generation depends on nonlinear interactions, temporal
memory, or multimodal data. Deep learning entered finance
largely by promising richer function approximation for such
environments, especially in tasks where historical prices,
market microstructure information, or textual sentiment in-
teract in nonlinear ways (Fischer & Krauss, 2018; Krauss et
al., 2017; Bao et al., 2017). Yet the record is mixed. Al models
can improve benchmark performance in specific samples, but
they also amplify model risk, overfitting, and sensitivity to
regime change. The implication is that better prediction is not
synonymous with better decision-making.

The second problem is that finance is not only about pre-
dicting the next return. Most important decisions are con-
strained optimization problems. Investors must translate be-
liefs into weights under transaction costs, turnover limits, fac-
tor exposures, risk budgets, liquidity constraints, and gover-
nance requirements. Corporate finance researchers face a
parallel challenge: they must translate noisy indicators into
inferences about financing constraints, sustainability perfor-
mance, and capital market access. In both contexts, Al sits up-
stream of the final decision rule. A forecasting model is there-
fore only one component of a longer chain that includes target

2019; Lins et al., 2017; Albuquerque et al., 2020). This shift
has created a new role for Al. Algorithms are being used to
predict ESG ratings, extract sustainability signals from disclo-
sures, reconcile rating divergence, and identify heterogeneity
across firms and markets. The practical significance is clear:
once ESG moves from peripheral screening to core financial
analysis, Al applications in finance must connect return pre-
diction with firm-level sustainability inference.

The objective of this review is therefore not to juxtapose
two unrelated papers on LSTM-based portfolio optimization
and financing constraints with ESG ratings. Instead, it uses
them as entry points into a larger analytical structure. The pa-
per by Li and Liu illustrates a common Al-finance workflow:
generate forecasts with a recurrent network, then feed pre-
dictions into portfolio optimization (Li & Liu, 2023). The pa-
per by Liu illustrates the firm-side line: construct a financing-
constraint indicator and estimate its association with ESG rat-
ings in the Chinese stock market (Liu, 2022). Taken together,
these papers point to a more general question: how should Al
be used when financial decision-making requires both short-
horizon market prediction and slower-moving inference
about firm quality, sustainability, and financing frictions?
These two studies are retained throughout the review as focal
anchor papers: Li and Liu (2023) on LSTM-based portfolio
optimization, and Liu (2022) on financing constraints and
ESG ratings in the Chinese stock market.

The review proceeds in eight sections. Section 2 synthe-
sizes forecasting methods, from ARIMA-style baselines to re-
current networks, transformers, and hybrid models. Section 3
discusses how predictions are translated into portfolio deci-
sions, emphasizing the gap between predictive accuracy and
out-of-sample allocation performance. Section 4 reviews the
Al literature on corporate finance and sustainable finance, fo-
cusing on financial constraints, ESG ratings, and firm hetero-
geneity. Section 5 examines data sources and measurement
issues, including market data, financial statements, ESG
scores, texts, and alternative data. Section 6 compares predic-
tive and explanatory models, especially under high-stakes fi-
nancial decisions. Section 7 assesses limitations and risks, in-
cluding overfitting, sample dependence, interpretability, and
institutional context. Section 8 concludes by proposing a
more integrated research agenda in which forecasting, alloca-
tion, and ESG-related firm analysis are jointly modeled.
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Financial Time-Series Forecasting Methods:
from ARIMA to LSTM, Transformers, and
Hybrid Models

The forecasting literature in finance predates contempo-
rary Al by decades, and any serious review must begin by rec-
ognizing why classical econometric models remain relevant.
Linear autoregressive frameworks, ARIMA-type models, and
volatility models endure because they encode explicit as-
sumptions about persistence, differencing, and conditional
variance. They provide interpretable baselines, strong diag-
nostics, and relatively low estimation variance. In noisy finan-
cial environments, these virtues are substantial. Many Al
studies still benchmark against linear time-series models be-
cause the real question is not whether neural networks can fit
complex functions in-sample, but whether they deliver deci-
sion-relevant gains after accounting for instability, transac-
tion costs, and changing regimes (Sezer et al., 2020; Patel et

both promise and fragility. Fischer and Krauss report that
LSTM models can outperform traditional classifiers in cross-
sectional stock selection, while Bao and colleagues show
gains in time-series forecasting when LSTM is combined with
stacked autoencoders (Fischer & Krauss, 2018; Bao et al,
2017). At the same time, review studies emphasize that per-
formance heterogeneity across datasets is large, and apparent
gains often shrink once costs, turnover, or different market
conditions are considered (Sezer et al., 2020).

A second development concerns ensemble and hybrid
models. Rather than treating a single algorithm as sufficient,
many studies now combine predictive modules with opti-
mization or feature-selection layers. Ma and colleagues inte-
grate machine-learning and deep-learning return prediction
with mean-variance and omega portfolio models, while Chen
and colleagues combine an improved XGBoost prediction
stage with downstream mean-variance selection (Ma et al.
2021; Chen et al, 2021). Ta and colleagues similarly use

al.,, 2015).

Nevertheless, the attraction of machine learning in fore-
casting is easy to understand. Financial variables often exhibit
nonlinear relations, threshold effects, and interactions across
prices, volume, sentiment, and macro signals. Early machine-
learning forecasting studies therefore used support vector
machines, feedforward neural networks, and tree-based
methods to relax linear restrictions while preserving manage-
able training costs (Kara et al., 2011; Patel et al., 2015). These
models often improved directional classification or short-
horizon return prediction, especially when the problem was
framed as movement classification rather than precise point
forecasting. Yet their limitations were also clear. Static ma-
chine-learning models do not naturally represent long-range
temporal dependence, and their performance deteriorates
when hand-engineered features fail to capture evolving mar-
ket structure.

Recurrent neural networks, and especially long short-term
memory models, became influential because they addressed
this temporal limitation. LSTM architectures introduced gated
memory mechanisms that can, in principle, retain relevant in-
formation over longer sequences while filtering noise. In fi-
nance, this made them attractive for predicting prices, re-
turns, and volatility from historical windows of market data
(Fischer & Krauss, 2018; Bao et al., 2017). The main empirical
appeal of LSTM is not that financial series become suddenly
predictable, but that sequence models can absorb richer lag
structures and nonlinear dependence than conventional re-
gressions. The paper by Li and Liu fits squarely within this
tradition: it uses LSTM-generated forecasts as inputs to port-
folio choice, representing the widespread belief that better
temporal representation can improve downstream allocation
(Li & Liu, 2023).

Even here, however, caution is required. The strongest re-
sults in LSTM-based finance often arise in specific samples,
universes, or forecast horizons. Sequence models can exploit
artifacts of market microstructure, training-window selec-
tion, or benchmark construction. They also require careful
choices about sequence length, normalization, retraining fre-
quency, and label definition. The literature therefore shows

LSTM-based prediction as an upstream component in quanti-
tative trading and portfolio formation (Ta et al., 2020). The
logic behind such hybrids is straightforward. Prediction and
decision are different tasks, and separating them may im-
prove overall system performance. A dedicated prediction
block can identify candidate assets or expected returns, while
an optimization block imposes diversification and risk con-
trol.

Transformers introduced a new stage in this literature.
Originally developed for natural language processing, they re-
placed recurrent computation with attention mechanisms
that can model long-range dependence more efficiently and
flexibly. Time-series variants such as Informer were designed
specifically for long-sequence forecasting, which is especially
appealing when financial prediction uses multivariate histo-
ries, irregular patterns, or multimodal inputs (Zhou et al.
2021). In theory, transformer models can identify relevant
time points or features without compressing all temporal in-
formation into a fixed hidden state. In practice, they may out-
perform recurrent models when the series is sufficiently long
and when cross-variable relations matter. Yet their financial
advantage is still conditional. Transformers are data hungry,
computationally costly, and harder to regularize in low signal-
to-noise environments. Their theoretical flexibility may ex-
ceed the information content of the data they are given.

Another major extension of forecasting is the incorpora-
tion of text and sentiment. Financial prices do not move only
because of lagged returns. News, earnings calls, annual re-
ports, social media sentiment, and management disclosures
all shape expectations. Tetlock’s study on media content re-
mains foundational because it shows that textual negativity
helps explain market behavior beyond price history (Tetlock
2007). Bollen and colleagues later extend this line to social
media mood, while more recent reviews document a broad
field of finance-oriented text mining (Bollen et al., 2011;
Gupta et al., 2020). The methodological implication is that
forecasting should be viewed as a representation problem.
Market data provide one representation of state; text pro-
vides another. Al becomes valuable not merely through non-
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linear fitting, but through the ability to combine heteroge-
neous data sources.

This multimodal logic is especially important for firm-
level prediction tasks. Mai and colleagues demonstrate that
textual disclosures improve bankruptcy prediction, suggest-
ing that narrative information contains signals about corpo-
rate quality that structured ratios alone cannot capture (Mai
et al., 2019). The same lesson applies to sustainability analy-
sis. ESG controversies, governance practices, and financing
frictions may be only partially observable in accounting vari-
ables but more fully reflected in disclosure patterns, tone, and
unstructured corporate communication. Thus, the forecasting
literature and the firm-feature literature are already converg-
ing at the level of data representation, even when they are still
treated as separate subfields.

What, then, is the correct benchmark for forecasting suc-
cess? A common mistake is to focus on statistical metrics in
isolation. Lower root-mean-squared error or higher direc-
tional accuracy does not automatically improve decisions. Fi-
nancial forecasts are useful only to the extent that they im-
prove ranking, screening, timing, or hedging after costs and
constraints. This is why the literature increasingly empha-
sizes economic evaluation rather than purely statistical evalu-
ation. A model that slightly improves predictive loss but gen-
erates unstable weights and high turnover may be less useful
than a simpler model with weaker raw accuracy but better
decision stability (DeMiguel et al., 2009; Kolm et al., 2014).
The same principle applies to corporate finance forecasting:
better ESG-score prediction is valuable only if it improves in-
ference about financing conditions, valuation, or sustainabil-
ity risk.

A further issue is target definition. Many studies use next-
day return prediction, but finance offers multiple possible tar-
gets: direction, abnormal return, volatility, drawdown, tail
loss, distress probability, or ESG-score change. Different tar-
gets imply different loss functions and different notions of
success. A model optimized for one-step return prediction
may be irrelevant for long-horizon strategic allocation. Like-
wise, a model that predicts aggregate ESG scores may miss
material subdimensions, while a financial-constraint model
may work for manufacturing firms but fail for digital firms
with intangible-heavy balance sheets. Target selection is
therefore not a technical detail. It defines the decision prob-
lem the model is actually solving.

In summary, the evolution from ARIMA-style models to
LSTM, transformers, and hybrids reflects a real broadening of
representational capacity, but not a universal solution to fi-
nancial forecasting. The strongest lesson of the literature is
comparative rather than triumphalist. Classical econometric
models remain indispensable as transparent baselines. Ma-
chine-learning models are useful when nonlinearities and fea-
ture interactions matter. Sequence models are useful when
temporal structure is central. Transformer architectures are
promising when long-range dependency and multimodal in-
tegration become important. Hybrid systems are attractive
when the forecasting stage must be tightly linked to screening
or optimization. The real frontier is therefore not one supe-
rior algorithm but the design of forecasting systems matched

to the data, horizon, and decision rule under study (Sezer et
al., 2020; Fischer & Krauss, 2018; Zhou et al., 2021).

From Prediction to Allocation: Portfolio
Optimization, Risk-Return Trade-off, and

Dynamic Rebalancing

Portfolio optimization is the point at which financial pre-
diction becomes an actionable decision. This stage is theoreti-
cally older than Al, but Al has changed both its inputs and its
structure. Modern portfolio theory, beginning with
Markowitz, formalized asset allocation as a trade-off between
expected return and variance (Markowitz, 1952). Sharpe’s as-
set-pricing framework further linked expected returns to sys-
tematic risk, helping establish the canonical structure of risk-
adjusted choice (Sharpe, 1964). Yet decades of empirical
work have shown that the practical implementation of mean-
variance optimization is plagued by estimation error. Small
changes in expected returns or covariances can generate un-
stable, concentrated, and economically implausible weights.
This is one reason why naive diversification can outperform
optimized portfolios out of sample (DeMiguel et al., 2009).

Al enters this problem in two main ways. First, it can im-
prove the estimates that feed an optimizer. Instead of using
historical mean returns, one may use machine-learning fore-
casts. Instead of relying on sample covariances, one may use
shrinkage estimators, latent factor models, or learned risk
structures. Second, Al can modify the allocation rule itself.
Rather than solving a static mean-variance problem, one can
use reinforcement learning or online learning to choose se-
quential portfolio actions directly (Ban et al., 2018; Yang,
2023; Li & Hoi, 2014).

The literature on Al-assisted portfolio formation often be-
gins by inserting forecasts into classical optimizers. Li and Liu
represent a straightforward version of this approach: LSTM
outputs are used within maximum-Sharpe and minimum-
variance frameworks (Li & Liu, 2023). Ma and colleagues pro-
vide a broader comparison by combining return prediction
from random forests, support vector regression, LSTM, and
other models with mean-variance and omega optimization
(Ma et al., 2021). Chen and colleagues build a two-stage sys-
tem in which an XGBoost-based prediction block selects
promising assets before a mean-variance allocator deter-
mines weights (Chen et al., 2021). Ta and colleagues similarly
embed LSTM prediction into a portfolio construction work-
flow (Ta et al., 2020). These studies share a common assump-
tion: that improved predictive information can be translated
into superior portfolios if optimization controls risk.

This assumption is reasonable but incomplete. The central
challenge is not only prediction quality but forecast usability.
Portfolio construction is highly sensitive to forecast error. A
small upward bias in expected returns can induce excessive
concentration; a slight ranking error can push the optimizer
toward high-turnover positions with weak economic value.
For this reason, many practical systems use Al for ranking or
preselection rather than exact return estimation. The ma-
chine-learning block filters the asset universe or produces ro-

JGTSS | Volume 3, Number 2 | 29-40

32



Review article

https://doi.org/10.70731/ptriz986

bust relative scores, and the optimizer then imposes diversifi-
cation constraints. Ban and colleagues formalize this connec-
tion by studying the interaction between machine learning
and portfolio optimization more generally (Ban et al., 2018).

Risk estimation is equally important. Sample covariance
matrices are notoriously unstable in high dimensions, espe-
cially when the number of assets is large relative to the length
of history. Ledoit and Wolf’s shrinkage estimators remain
central because they improve conditioning and reduce esti-
mation variance, which often matters more for realized per-
formance than marginal improvements in expected-return
forecasts (Ledoit & Wolf, 2004a; Ledoit & Wolf, 2004b). In
practical terms, Al-based portfolio models that boast sophisti-
cated return prediction but rely on naive covariance estima-
tion may still fail out of sample. This is one of the most under-
appreciated points in the recent literature: portfolio perfor-
mance is a joint function of alpha estimation, risk estimation,
and execution rules, not of predictive architecture alone
(Kolm etal., 2014).

An alternative tradition shifts attention from mean-vari-
ance optimization to risk budgeting and diversification struc-
tures. Risk parity and equal risk contribution portfolios allo-
cate capital by balancing risk contributions rather than maxi-
mizing forecast-adjusted utility. Maillard and colleagues ana-
lyze the properties of equally weighted risk contribution port-
folios, while Roncalli and Weisang extend risk parity toward
risk-factor formulations (Maillard et al., 2010; Roncalli &
Weisang, 2016). Lopez de Prado introduces hierarchical risk
parity, which uses clustering and recursive bisection to avoid
some of the instability associated with inverting noisy covari-
ance matrices (Lopez de Prado, 2016). These approaches are
highly relevant to Al because they show that richer prediction
is not the only route to better portfolios. Sometimes the key
gain comes from more robust structural diversification rather
than more aggressive expected-return estimation.

Online and reinforcement-learning approaches go further
by replacing the static optimizer with a sequential decision
process. In online portfolio selection, the algorithm updates
weights iteratively as new information arrives. Li and Hoi sur-
vey this tradition and show how follow-the-winner, follow-
the-loser, pattern-matching, and meta-learning strategies can
all be interpreted within a unified sequential decision frame-
work (Li & Hoi, 2014). Li and colleagues’ moving average re-
version strategy exemplifies the use of online learning ideas
in allocation, where the core intuition is that mean reversion
can be exploited over multiple periods without explicitly fore-
casting full return distributions (Li et al., 2015).

Deep reinforcement learning extends this logic by treating
portfolio management as a dynamic control problem. The
agent learns a policy that maps the current state to portfolio
weights while optimizing long-run reward, usually some func-
tion of return and risk. Deng and colleagues provide an influ-
ential early example of deep direct reinforcement learning for
trading signals and allocation (Deng et al., 2017). More recent
work by Yang develops a task-context mutual actor-critic
framework for portfolio management, and Guan and Liu focus
on explaining the behavior of deep reinforcement-learning
agents in the portfolio setting (Yang, 2023; Guan & Liu, 2021).

These studies are important because they relax the separa-
tion between prediction and optimization. The agent does not
first predict returns and then solve a portfolio problem; it
learns allocation actions directly from reward feedback.

This direct approach has several attractions. It can incor-
porate transaction costs, delayed rewards, and path depen-
dence more naturally than one-shot optimization. It also
aligns well with dynamic rebalancing, where the value of a
trade depends on future states, not merely on current ex-
pected return. Yet reinforcement learning also amplifies some
of finance’s hardest identification problems. Reward func-
tions may be misspecified, exploration is difficult in nonsta-
tionary markets, and learned strategies may overfit historical
dynamics that are not repeatable. Performance can look im-
pressive in backtests while depending heavily on environ-
ment design, feature engineering, or training-window luck.
For this reason, reinforcement learning in finance remains
promising but methodologically demanding rather than ma-
ture.

A critical issue throughout this literature is the difference
between statistical forecasting gains and realized utility gains.
A model may improve prediction in a regression sense yet fail
to improve investor welfare because of turnover, estimation
error, concentration, or slippage. Conversely, a model with
mediocre point forecasts may still improve portfolio decisions
by ranking assets better, stabilizing exposures, or avoiding ex-
treme losses. This is why evaluation should move beyond raw
predictive metrics toward realized Sharpe ratios, drawdowns,
turnover-adjusted returns, tail risk, and robustness across
regimes (Kolm et al., 2014; DeMiguel et al., 2009). The most
meaningful contribution of Al to portfolio optimization is
therefore not simply better forecasting, but better integration
of signal extraction with robust decision rules.

The LSTM-based portfolio paper included in the present
review is useful precisely because it illustrates both the prom-
ise and the limits of the prediction-to-allocation pipeline (Li &
Liu, 2023). The promise lies in combining nonlinear sequence
learning with standard portfolio rules. The limit is that the
framework still depends on assumptions about the stability of
forecast quality, the appropriateness of maximum-Sharpe or
minimum-variance objectives, and the transferability of sam-
ple-specific gains. Similar comments apply to many recent
portfolio studies. The field is progressing, but the key bottle-
neck remains economic robustness rather than architectural
novelty.

The strongest current direction is likely a layered design.
In such a design, prediction models generate robust expected-
return or ranking signals; risk models provide stabilized co-
variance or factor estimates; allocation modules impose di-
versification, turnover, and ESG constraints; and rebalancing
policies are learned or calibrated under explicit cost assump-
tions. This view is more realistic than the search for a single
end-to-end algorithm. It also connects naturally to sustain-
able finance, because ESG characteristics can enter the alloca-
tion layer as constraints, penalties, or state variables rather
than as a separate normative overlay (Friede et al., 2015; Berg
etal.,, 2022).
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Corporate Finance and Sustainability

Analysis

If market forecasting is the first main line of Al in finance,
firm-level feature identification is the second. This line in-
cludes bankruptcy prediction, credit risk, disclosure analysis,
financing constraints, governance assessment, and ESG-score
prediction. Its central task is to infer economically meaningful
firm characteristics from large, noisy, and heterogeneous
data. In recent years, sustainable finance has moved this line
to the center of the field because ESG performance is now
linked to capital allocation, risk management, and valuation
rather than only to ethical screening (Friede et al., 2015;
Amel-Zadeh & Serafeim, 2018).

The empirical case for the financial relevance of ESG is
now extensive but not uniform. Meta-evidence indicates that
a large share of studies report a nonnegative association be-
tween ESG and financial performance, though effect sizes vary
by design, period, and outcome measure (Friede et al., 2015).
More specific studies show that corporate social responsibil-
ity is associated with improved access to finance, lower costs
of capital, and lower loan spreads under some conditions
(Cheng et al., 2014; El Ghoul et al., 2011; Goss & Roberts,
2011). ESG-related behavior also appears linked to lower firm
risk and stronger resilience during crisis episodes (Albu-
querque et al., 2019; Lins et al, 2017; Albuquerque et al.,
2020). These findings have made ESG information financially
consequential even for investors without explicit social man-
dates.

At the same time, the ESG literature also highlights deep
measurement problems. ESG ratings diverge substantially
across providers because they differ in scope, indicators,
weights, and treatment of controversies (Berg et al., 2022;
Christensen et al., 2022). This creates an immediate opportu-
nity for Al but also a methodological warning. Machine-learn-
ing models can predict provider-specific scores with reason-
able accuracy, as demonstrated in studies such as Lin and Hsu,
but high predictive accuracy does not solve the underlying
disagreement about what is being measured (Lin & Hsu
2023). In other words, Al can reproduce rating systems more
easily than it can resolve their conceptual inconsistency.

This tension is especially important when ESG analysis is
linked to corporate finance. The paper by Liu examines
whether financing constraints affect firms’ ESG ratings in the
Chinese stock market (Liu, 2022). Substantively, this is a plau-
sible question. Firms facing tight financing conditions may
underinvest in environmental compliance, social programs,
governance improvement, or disclosure quality because they
prioritize liquidity preservation and short-run survival. Alter-
natively, constrained firms may use ESG signaling strategically
to reduce financing frictions. The relationship is therefore
theoretically open rather than obvious. What matters for the
present review is that the paper sits at the intersection of two
literatures that are often studied separately: financial-con-
straint measurement and ESG outcome assessment.

The measurement of financing constraints has long been
controversial. Kaplan and Zingales famously argue that in-
vestment-cash flow sensitivity is not a valid general proxy for

financing constraints, opening a broader debate about con-
struct validity (Kaplan & Zingales, 2000). Almeida and col-
leagues focus on the cash-flow sensitivity of cash, Foley and
coauthors show how cash holdings are shaped by tax and in-
ternal-liquidity considerations, and Whited and Wu propose a
structural index of financing constraints risk (Almeida et al.
2004; Foley et al., 2007; Whited & Wu, 2006). Hadlock and
Pierce develop the SA index to move beyond the limitations of
the KZ framework, and Farre-Mensa and Ljungqvist question
whether commonly used measures actually capture financing
constraints in the intended sense (Hadlock & Pierce, 2010;
Farre-Mensa & Ljunggvist, 2016). This literature matters be-
cause Al studies that use financing-constraint labels or in-
dices inherit these construct ambiguities. A high-performing
model trained on a weak proxy does not produce a strong
economic inference.

Once this point is recognized, the contribution of Al to cor-
porate finance becomes clearer. Its value lies less in replacing
theory-driven proxies than in combining multiple sources of
information to improve latent-variable inference. Financial
constraints, governance quality, and sustainability orientation
are not directly observed. They are inferred from accounting
variables, market outcomes, disclosures, financing structure,
ownership patterns, and sometimes textual cues. Al can inte-
grate these heterogeneous sources more flexibly than tradi-
tional linear models. But the inference remains only as credi-
ble as the conceptual mapping between the latent construct
and the observed proxies.

Firm heterogeneity is another reason why Al has become
important. ESG and financing dynamics are unlikely to be ho-
mogeneous across industries, ownership structures, regula-
tory environments, and life-cycle stages. Material ESG issues
differ across sectors, which is precisely why materiality-based
analyses often perform better than generic aggregate scoring
(Khan et al., 2016). Constrained firms in asset-heavy indus-
tries may face different sustainability trade-offs from digital
firms with intangible capital. Firms in bank-dominated finan-
cial systems may respond differently from firms in market-
based systems. Emerging markets add further layers involv-
ing disclosure quality, state involvement, and policy interven-
tion. Al methods are attractive in this setting because they can
detect interactions and nonlinear heterogeneity that are cum-
bersome in conventional specification search.

Textual and disclosure analysis intensify this potential. An-
nual reports, management discussion sections, sustainability
reports, and earnings calls contain information about gover-
nance quality, risk management, strategic orientation, and
perhaps greenwashing. Earlier studies show that textual dis-
closure helps distress prediction (Mai et al., 2019), and
broader reviews confirm that finance text mining has become
a substantial field (Gupta et al., 2020). In sustainable finance,
this means Al can be used not only to forecast a rating but also
to identify the textual pathways through which a firm signals
sustainability commitment or obscures risk. This is particu-
larly important when rating disagreement is high, because
textual analysis can uncover which dimensions drive a spe-
cific model’s prediction.

JGTSS | Volume 3, Number 2 | 29-40

34



Review article

https://doi.org/10.70731/ptriz986

The rise of ESG-score prediction studies illustrates both
the opportunities and the limits of this approach. Lin and Hsu
show that machine-learning models can predict ESG scores
for Taiwanese nonfinancial companies using structured firm
information (Lin & Hsu, 2023). Such work is useful for three
reasons. First, it helps identify the variables most associated
with provider-specific ESG assessments. Second, it can extend
coverage to firms or markets with sparse ratings. Third, it can
be used as a screening or monitoring tool when ratings are
missing or delayed. But its limitation is equally clear: a pre-
dicted ESG score is still conditional on the training label. If the
original label is noisy, divergent, or conceptually narrow, pre-
diction quality does not guarantee substantive validity.

A related issue concerns causality. Much of the literature,
including work on CSR and access to finance or ESG and cost
of capital, relies on observational designs (Cheng et al., 2014;
El Ghoul et al,, 2011; Goss & Roberts, 2011). Al can improve
prediction within such data, but it does not by itself identify
causal effects. This distinction is especially important in cor-
porate finance. If constrained firms have lower ESG ratings, is
that because financing pressure reduces sustainability invest-
ment, because poor ESG raises financing costs, or because
both reflect deeper firm quality? Prediction-focused Al mod-
els often blur these alternatives. For research aimed at expla-
nation rather than screening, model design must therefore be
tied to identification strategy, institutional context, and tem-
poral ordering.

Despite these cautions, Al has real advantages in ESG-re-
lated corporate finance analysis. It can capture multidimen-
sional firm states, integrate text with accounting data, identify
heterogeneous effects, and improve early-warning systems. It
is particularly valuable when the research question is classifi-
cation or ranking under large-scale, noisy information. It is
less decisive when the question is structural explanation un-
der contested constructs. The most defensible position is that
Al should augment, not replace, theory-based corporate fi-
nance analysis. In the case of financing constraints and ESG,
this means using Al to discover patterns, improve measure-
ment, and test heterogeneity, while retaining careful attention
to what the chosen labels and proxies actually mean (Hadlock
& Pierce, 2010; Farre-Mensa & Ljunggvist, 2016; Berg et al.,
2022).

In this sense, the corporate finance line and the portfolio
line are converging. Investors increasingly use firm-level sus-
tainability and financing information in cross-sectional allo-
cation, risk control, and engagement strategies. Corporate fi-
nance researchers increasingly use machine learning to
model disclosure-based or rating-based firm characteristics.
The next step is to connect these streams more explicitly. A
firm’s financing constraints can influence its ESG investments
and disclosure quality; these, in turn, can affect its cost of cap-
ital, market risk, and inclusion in investor portfolios. Al is well
placed to model such linked systems, but only if it moves be-
yond narrow single-task prediction.

Data and Indicators

Any evaluation of Al in financial decision-making must
take data architecture as seriously as model architecture.
Many published comparisons between algorithms are in fact
comparisons between data pipelines, label definitions, and
preprocessing choices. Finance is a domain in which small dif-
ferences in frequency, timing, survivorship treatment, or uni-
verse selection can materially alter conclusions. This is true
for both market forecasting and firm-level sustainability anal-
ysis.

The most conventional input set remains market data:
prices, returns, volume, volatility measures, order-flow prox-
ies, and sometimes factor returns. These variables are attrac-
tive because they are high frequency, standardized, and di-
rectly tradable. They are also limited because they are close to
the outcome being predicted, which raises the danger of
learning transient autocorrelation or microstructure artifacts
rather than stable economic relationships. For this reason,
classical baselines remain important, and sequence models
must be evaluated under carefully defined rolling or expand-
ing windows rather than randomly shuffled samples (Sezer et
al.,, 2020; Fischer & Krauss, 2018).

Financial statements and accounting ratios form the sec-
ond major data family. These are central in corporate finance,
bankruptcy prediction, ESG estimation, and cross-sectional
stock selection. They are slower moving than prices but often
more interpretable. Variables related to leverage, profitability,
liquidity, asset growth, cash holdings, and investment are
widely used in both firm-level and asset-pricing studies. The
financing-constraint literature, however, shows that even ap-
parently straightforward accounting variables can encode
contested constructs (Kaplan & Zingales, 2000; Hadlock &
Pierce, 2010). Al models trained on such data therefore re-
quire conceptual discipline: users must know whether the
model is predicting a realized outcome, a provider score, or a
theoretical latent attribute.

ESG data constitute a third family and bring distinct prob-
lems. ESG ratings are multidimensional, provider specific, and
often incomplete outside large firms or developed markets.
They may be available as aggregate scores, pillar scores, or is-
sue-level indicators. Their main practical attraction is that
they operationalize sustainability in investable form. Their
main analytical weakness is cross-provider divergence (Berg
et al., 2022; Christensen et al., 2022). Researchers using ESG
data must therefore specify whether they are interested in
predicting a given provider’s score, identifying material sus-
tainability exposure, or inferring an underlying latent con-
struct that transcends rating systems. These are not equiva-
lent tasks.

Textual data have become indispensable because many fi-
nancially relevant signals are disclosed narratively rather
than numerically. News articles, earnings-call transcripts, an-
nual reports, sustainability reports, analyst commentary, and
social media all supply information about expectations, risk
perception, and organizational quality (Tetlock, 2007; Bollen
etal, 2011; Gupta et al., 2020). Text is particularly important
when structured data are lagged or sparse. For example, ESG
controversies may surface in news before they enter provider
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ratings. Governance problems may appear in tone, emphasis,
or omission before they are visible in standard ratios. Like-
wise, distress risk can often be inferred from managerial lan-
guage and disclosure complexity (Mai et al., 2019). Al has
comparative advantage here because modern language mod-
els and document embeddings can convert such unstructured
information into tractable features.

Alternative data broaden the field further. Satellite im-
agery, web traffic, geolocation data, job postings, patent text,
supply-chain records, and search intensity have all been used
in parts of the broader finance literature, though not always in
the core papers reviewed here. The relevance of alternative
data lies not only in novelty but in temporal lead. These
sources can capture operational or reputational changes be-
fore they appear in statements or prices. In ESG-related analy-
sis, alternative data may help monitor physical risk exposure,
environmental incidents, labor conditions, or public scrutiny.
But they also raise acute concerns about access inequality, re-
producibility, and legal or ethical boundaries.

Data frequency and alignment are another underappreci-
ated issue. Market prediction often uses daily or intraday ob-
servations, whereas ESG and corporate finance analysis typi-
cally use quarterly or annual data. Integrating these two lev-
els requires careful temporal design. A portfolio model that
uses annual ESG scores for daily rebalancing may implicitly
assume that sustainability signals change more often than
they do. Conversely, a firm-level study that matches financing
data to contemporaneous ESG scores may obscure lag struc-
tures. The integrated perspective proposed in this review
therefore requires multi-frequency modeling. Short-horizon
market states and long-horizon firm attributes should not be
forced into the same temporal resolution without justifica-
tion.

Label construction can be even more consequential than
the raw inputs. In forecasting, researchers must decide
whether the label is raw return, excess return, sign, volatility,
abnormal performance, or a portfolio-relative ranking. In cor-
porate finance, labels may be distress events, rating cate-
gories, financing-constraint indices, or sustainability scores.
These labels are not neutral. They reflect theoretical choices
about what matters. The example of financial constraints is
especially instructive: the KZ, WW, and SA frameworks are not
interchangeable, and studies have shown that common mea-
sures can disagree materially (Whited & Wu, 2006; Hadlock &
Pierce, 2010; Farre-Mensa & Ljungqvist, 2016). A model’s ap-
parent performance can therefore change not because the al-
gorithm is better, but because the label is easier to predict.

Preprocessing is similarly decisive. Normalization, win-
sorization, lagging rules, handling of missing values, treat-
ment of delisted firms, and prevention of look-ahead bias all
matter. In text analysis, tokenization, vocabulary restriction,
document truncation, and the distinction between domain-
adapted and general language models affect results. In ESG
work, whether controversies are treated as level variables or
event shocks can alter interpretation. Thus, one of the persis-
tent problems in Al-finance comparisons is that published
studies often compare end results without making prepro-
cessing decisions sufficiently explicit.

The policy implication is that data governance should be
treated as part of the research design, not as a preliminary
technical step. This is especially important when Al systems
move from academic experimentation to real decision sup-
port. A forecasting system for portfolio management needs
clear rules about data vintage, revision handling, universe
construction, and cost assumptions. An ESG-prediction sys-
tem needs clear rules about provider selection, missingness,
coverage bias, and update frequency. Without such gover-
nance, model performance is difficult to interpret and almost
impossible to reproduce.

For integrated Al-based financial decision-making, the
most promising data architecture is layered. High-frequency
market data should capture near-term state changes; firm-
level structured data should capture slower-moving financial
conditions; text should capture narrative and disclosure-
based signals; ESG data should represent sustainability-re-
lated exposures and assessments; and alternative data should
be added only when their timing, legality, and economic
meaning are clear. This layered architecture is what allows
the two main lines of finance Al—market prediction and firm-
level identification—to be analyzed jointly rather than sepa-
rately.

Method Comparison

A recurring source of confusion in Al-finance research is
the failure to distinguish between predictive and explanatory
aims. Predictive models are judged by out-of-sample accuracy,
ranking power, economic utility, or decision performance. Ex-
planatory models are judged by interpretability, identifica-
tion, construct validity, and the plausibility of causal or struc-
tural claims. These goals overlap, but they are not identical. In
finance, the difference is especially consequential because
many tasks involve high-stakes decisions under legal, fidu-
ciary, or regulatory constraints.

Predictive models dominate the market-forecasting litera-
ture. Their objective is straightforward: improve forecasts
that can be translated into trading, hedging, or allocation. In
this setting, model complexity is acceptable if it improves sta-
ble out-of-sample performance. LSTM, transformer, and rein-
forcement-learning systems are therefore often justified even
when they are opaque, because the immediate benchmark is
economic performance rather than interpretive clarity (Fis-
cher & Krauss, 2018; Zhou et al.,, 2021; Yang, 2023). But the
justification weakens when the model is deployed in institu-
tional contexts that require explanation, such as fiduciary as-
set management, regulated advice, or risk governance.

Explanatory models dominate much of corporate finance
and sustainable finance. When the research question con-
cerns whether financing constraints affect ESG outcomes,
whether CSR reduces the cost of capital, or why ESG ratings
diverge, the aim is not merely prediction. It is to infer a mech-
anism, a channel, or a structural relation (Cheng et al., 2014;
El Ghoul et al., 2011; Berg et al., 2022). In these contexts,
black-box predictive success is insufficient. A model may pre-
dict ESG scores well while obscuring whether it is relying on
size, industry, disclosure volume, or genuinely material sus-
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tainability information. It may identify correlations between
financing variables and ESG scores without clarifying tempo-
ral ordering or omitted variables.

This is why explainability has become central in recent
discussions of finance Al Rudin argues that in high-stakes
settings, the field should prefer inherently interpretable mod-
els where possible rather than rely on post hoc explanations
for black boxes (Rudin, 2019). Arrieta and colleagues provide
a broader framework for explainable Al, distinguishing
among concepts, audiences, and explanatory techniques (Ar-
rieta et al., 2020). In finance specifically, bibliometric evi-
dence shows rapid growth in explainable Al research, indicat-
ing that the field increasingly recognizes opacity as a practical
constraint rather than a tolerable side effect (Chen et al.
2023).

The trade-off, however, should not be oversimplified. In-
terpretable models are not always superior, and black-box
models are not always irresponsible. The relevant question is
whether the model’s complexity is proportionate to the task
and whether the decision environment requires local, global,
or procedural explanation. For example, a high-frequency
portfolio signal used internally within a diversified multi-sig-
nal platform may tolerate lower interpretability than a model
used to deny credit, assign a sustainability score, or justify
fiduciary stewardship actions. In other words, the appropri-
ate level of explanation depends on the financial context.

Portfolio management provides a useful middle case. In-
vestors often care less about the internal semantics of a signal
than about stable realized performance and controlled expo-
sures. Yet as reinforcement learning and end-to-end systems
become more common, explainability becomes necessary for
understanding why the strategy loads on particular market
states, factors, or asset clusters. Guan and Liu’s work on ex-
plainable deep reinforcement learning is important precisely
because it tries to connect policy behavior to interpretable
reference weights and prediction power (Guan & Liu, 2021).
This kind of work suggests that finance does not have to
choose between prediction and explanation in absolute
terms. Instead, it can design systems in which opaque compo-
nents are surrounded by interpretable diagnostic layers.

In ESG-related corporate finance, the need for explanation
is even stronger. ESG ratings affect investor perception, capi-
tal allocation, and in some settings regulatory classification. If
a machine-learning model predicts ESG scores, users must
know whether it is learning material sustainability character-
istics or merely proxying for firm size, international visibility,
or disclosure capacity. This is not only a methodological prob-
lem; it is also a fairness and accountability problem. Diver-
gence across rating providers already reveals that scoring sys-
tems embody implicit judgments (Berg et al., 2022; Chris-
tensen et al., 2022). Adding Al to this environment without in-
terpretive discipline risks amplifying rather than reducing
opacity.

A second comparison concerns causal versus associational
modeling. Predictive models are usually associational. They
learn patterns that improve forecasts, regardless of whether
those patterns are causal. Explanatory finance research often
seeks something stronger. Yet Al methods are frequently im-

ported into explanatory settings without corresponding iden-
tification strategies. The result can be technically impressive
but substantively ambiguous studies. For example, a model
may show that certain accounting and market variables pre-
dict financing-constraint categories or ESG scores, but this
does not establish the causal role of those variables. There-
fore, when the objective is explanation, Al should be paired
with research designs that address endogeneity, timing, and
heterogeneity rather than treated as a substitute for them.

A third comparison concerns evaluation metrics. Predic-
tive models are often judged by error, AUC, directional accu-
racy, or portfolio return statistics. Explanatory models re-
quire additional criteria: variable stability, sign consistency,
theoretical coherence, and robustness across specifications.
In some cases, a simpler model with slightly weaker predic-
tive power may be preferable because it yields a more credi-
ble substantive interpretation. This is especially true in sus-
tainable finance, where the policy and governance implica-
tions of model outputs can be large.

The practical conclusion is that finance researchers should
specify model purpose before selecting model class. If the
goal is high-frequency ranking under dense data and low ex-
planation requirements, complex predictive models may be
appropriate. If the goal is firm-level inference under con-
tested constructs and governance relevance, interpretable or
hybrid models are often more defensible. The broad theme of
this review is not that one class should dominate the other,
but that Al in finance should be evaluated as part of a decision
system with explicit epistemic goals.

Limitations and Risks

The literature reviewed above shows substantial progress,
but it also reveals recurring limitations that are too often
treated as technical inconveniences rather than central re-
search problems. Four risks are especially important: overfit-
ting, out-of-sample instability, interpretability deficits, and in-
stitutional dependence.

Overfitting remains the most obvious challenge. Financial
data have low signal-to-noise ratios, regime shifts, structural
breaks, and adaptive agents. These characteristics make flexi-
ble models vulnerable to learning patterns that do not survive
outside the training sample. Deep architectures can fit nonlin-
ear relations extremely well, but finance does not reward in-
sample fit. It rewards robust, repeatable economic value after
costs and under changing conditions (Sezer et al, 2020;
Krauss et al., 2017). The risk is particularly acute when re-
searchers tune architectures extensively on a fixed historical
window or report the best-performing specification without
fully accounting for search. Apparent innovation may then re-
flect selection bias rather than genuine predictive improve-
ment.

Out-of-sample failure is closely related but deserves sepa-
rate emphasis. Even when a model is not overfit in a narrow
statistical sense, it may still fail because the environment
changes. Financial time series are non-stationary not only in
mean and variance but also in institutional structure, liquid-
ity, regulation, and investor behavior. A model trained in a
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low-rate environment may break in a tightening cycle. A senti-
ment model trained on one media ecosystem may weaken af-
ter platform changes. An ESG model trained on a stable rating
methodology may lose validity after provider revisions. Thus,
genuine robustness requires temporal, cross-market, and
cross-regime testing rather than a single train-test split
(DeMiguel et al., 2009; Kolm et al., 2014).

Interpretability deficits are the third risk. In portfolio ap-
plications, opacity can conceal unstable exposures, hidden
leverage to macro conditions, or spurious dependence on a
narrow set of features. In corporate finance and ESG analysis,
opacity is more serious because model outputs may influence
financing decisions, stewardship, screening, or public claims
about sustainability quality. Post hoc explanation methods
can help, but they do not always recover the actual reasoning
process of a complex model (Rudin, 2019; Arrieta et al.,
2020). This is why interpretable design should be considered
at the start of model development rather than appended at
the end as a compliance layer.

Institutional dependence is the fourth and perhaps least
discussed limitation. Financial models are embedded in spe-
cific market structures, accounting systems, disclosure
regimes, investor bases, and regulatory frameworks. A result
obtained in the U.S. equity market may not generalize to
China’s stock market, and a financing-constraint proxy vali-
dated in one setting may behave differently in another. ESG is
especially sensitive to institutional context because reporting
standards, enforcement, ownership structures, and policy pri-
orities vary widely. The paper on financing constraints and
ESG in the Chinese stock market is therefore not just a finance
application; it is an example of how institutional setting
shapes both the data and the substantive interpretation (Liu,
2022).

These limitations also interact. A model can be overfit
partly because the institutional regime represented in the
training data is unusually stable. A model can appear inter-
pretable but still lack validity because its features proxy for
country-specific disclosure habits rather than economically
meaningful behavior. A model can show out-of-sample suc-
cess in one market and fail in another because the target vari-
able itself is constructed differently. Therefore, robustness
should be treated multidimensionally: across time, across
datasets, across institutions, and across target definitions.

A related risk is benchmark misselection. Many finance Al
papers benchmark against weak baselines, such as poorly
specified linear models or naive optimizers, making gains
look larger than they are. Strong baselines should include
transparent econometric models, robust covariance estima-
tors, shrinkage techniques, naive diversification, and where
relevant simple textual models. Without such baselines, the
incremental value of Al is difficult to judge. This point is espe-
cially relevant in portfolio optimization, where historical ex-
perience shows that complicated expected-return estimates
often underperform simpler diversification rules (DeMiguel
etal., 2009; Ledoit & Wolf, 2004b).

Another limitation concerns reproducibility. Proprietary
data, inconsistent preprocessing, and incomplete reporting of
hyper parameters remain common. This problem is acute

with alternative data and some ESG datasets. Reproducibility
is not only a norm of good science; it is a practical necessity in
finance because small implementation details can materially
affect outcomes. The field would benefit from more standard-
ized evaluation protocols, clearer reporting of data vintages,
and stronger separation between model development, valida-
tion, and final testing.

Finally, there is a conceptual risk in treating Al as neutral
infrastructure. Models always embed objectives. In forecast-
ing, the objective may prioritize short-horizon excess return.
In portfolio management, it may prioritize Sharpe ratio,
downside risk, or turnover efficiency. In ESG analysis, it may
prioritize prediction of existing scores rather than indepen-
dent assessment of material sustainability performance.
These objective choices shape results. They determine which
signals are learned and which trade-offs are ignored. There-
fore, one of the most important future tasks is to make objec-
tive functions explicit and align them with the intended deci-
sion context.

Conclusion and Future Directions

This review has argued that Al in financial decision-mak-
ing should be understood through a broader architecture
rather than through isolated technical applications. The first
core line is market prediction, where models attempt to ex-
tract tradable signals from prices, returns, volatility, and text.
The second core line is firm-level feature identification, where
models infer financing constraints, ESG characteristics, dis-
tress risk, and other latent corporate attributes. These lines
have evolved separately, but they increasingly interact in real
financial decisions.

The literature on forecasting shows that the movement
from classical econometric models to LSTM, transformers,
and hybrid systems has expanded representational power,
but not eliminated the basic problems of weak signals and un-
stable regimes (Sezer et al., 2020; Fischer & Krauss, 2018;
Zhou et al., 2021). The portfolio literature shows that predic-
tive gains matter only when they survive the translation into
robust allocation under noisy covariance estimates, transac-
tion costs, and rebalancing constraints (Markowitz, 1952;
Kolm etal., 2014; Ban et al., 2018). The sustainable finance lit-
erature shows that ESG and financing information now affect
access to capital, cost of capital, risk, and resilience, but also
suffer from substantial measurement disagreement and insti-
tutional heterogeneity (Cheng et al., 2014; Berg et al., 2022;
Christensen et al., 2022).

The two focal papers included by the user are therefore
best interpreted not as isolated cases, but as representative
nodes in this larger architecture. The LSTM-based portfolio
paper captures the prediction-to-allocation logic that defines
much of quantitative asset management (Li & Liu, 2023). The
financing-constraint-and-ESG paper captures the firm-side
logic in which financial frictions and sustainability outcomes
are jointly analyzed (Liu, 2022). The real research opportu-
nity lies in connecting these domains. Future studies should
model how firm-level sustainability and financing signals en-
ter cross-sectional expected returns, downside risk, portfolio
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constraints, and dynamic rebalancing. They should also exam-
ine how investor allocation mechanisms feed back into firms’
financing conditions and ESG incentives.

Methodologically, future work should pursue three direc-
tions. First, it should build multi-layer models that combine
forecasting, risk estimation, and optimization rather than
overemphasizing any single stage. Second, it should incorpo-
rate explainability more deeply in corporate finance and sus-
tainable finance settings where model outputs influence high-
stakes decisions (Rudin, 2019; Arrieta et al., 2020). Third, it
should move toward multi-frequency and multi-modal de-
signs that integrate market data, financial statements, ESG in-
dicators, and text under clear temporal logic.

In short, the next stage of Al in finance is not simply more
complex forecasting. It is the construction of integrated, ac-
countable, and decision-relevant systems in which market
prediction, portfolio design, and ESG-related corporate fi-
nance analysis are treated as interdependent components of
the same financial decision process.
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Abstract: Digital commerce is shifting from unconstrained data accumulation to a
context in which privacy regulation, platform restrictions, and public distrust shape
how artificial intelligence is designed and deployed. This review argues that pri-
vacy-preserving and trustworthy commerce Al should be understood as an infra-
structure problem rather than a set of isolated model-level improvements. It syn-
thesizes research on privacy-preserving machine learning, digital advertising mea-
surement, recommender systems, social commerce, creator monetization, platform
architecture, and Al governance, and proposes an analytical framework structured
around four layers: data topology, learning protocol, measurement logic, and gover-
nance architecture. At the data layer, consumer traces are fragmented across mer-
chants, platforms, creators, and devices, making centralized modeling increasingly
costly, risky, and legally fragile. At the learning layer, federated learning, differential
privacy, secure aggregation, and related techniques enable distributed training and
protected analytics, but introduce trade-offs in accuracy, communication, personal-
ization, and security. At the measurement layer, the erosion of third-party identi-
fiers makes privacy-preserving attribution and audience matching central to cam-
paign optimization. At the governance layer, multi-tenant architecture, API stan-
dardization, auditability, and risk management determine whether such systems
can operate at scale, especially for SMBs. The review concludes that the future of
commerce Al will depend less on prediction alone than on the ability to institution-
alize privacy, transparency, and accountability within commercially viable infra-
structures.

Keywords: Digital commerce; Federated learning; Differential privacy; Secure ag-
gregation; Social advertising; Creator economy; Recommender systems; Al gover-
nance

Introduction

traction and fusion of behavioral traces across sites, devices,

The technical and economic logic of digital commerce has
changed. This transition is also part of a broader restructur-
ing of digital and social media marketing research, where data
access, platform governance, and Al-mediated personaliza-
tion have become central rather than peripheral concerns
(Dwivedi et al., 2021). For roughly two decades, the dominant
paradigm assumed that more data centralization would reli-
ably produce better personalization, more precise advertis-
ing, stronger attribution, and lower customer acquisition cost.
Recommendation engines, bidding systems, and marketing
analytics were therefore designed around the continuous ex-

and application contexts. That model is now under pressure
from multiple directions. Privacy regulation has expanded the
compliance burden surrounding personal data processing;
platform policies have restricted tracking and identifier shar-
ing; consumers have become more aware of surveillance-ori-
ented advertising; and firms increasingly face the reputa-
tional and operational costs of building Al systems on data
practices that are difficult to justify or audit (Boerman et al.
2017; Dinev et al., 2013; Morimoto, 2021; Truong et al,
2021). As aresult, digital commerce has moved into a stage in
which the central challenge is no longer only how to optimize
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Al models, but how to construct Al infrastructures that re-
main effective under privacy, governance, and interoperabil-
ity constraints.

This shift is especially consequential because digital com-
merce is structurally heterogeneous. Data relevant to a single
commercial decision can be distributed across retailers, mar-
ketplaces, social platforms, creators, payment intermediaries,
analytics providers, and cloud services. A recommendation
model may depend on on-site browsing, purchase history, in-
ventory states, content metadata, and social signals. An adver-
tising system may combine audience estimation, creative se-
lection, attribution, fraud detection, and budget allocation. A
creator monetization workflow may require audience match-
ing, engagement prediction, content moderation, revenue al-
location, and contractual auditability. In each case, the techni-
cal object is not a single model but a socio-technical pipeline
embedded in a wider platform ecosystem (Hein et al., 2020;
Mukhopadhyay & Bouwman, 2019). This is why privacy-pre-
serving Al in commerce cannot be understood merely as the
addition of a privacy mechanism to an otherwise unchanged
system. It entails redesigning the infrastructure through
which data, incentives, models, and accountability are coordi-
nated.

Research on trustworthy Al has reinforced this broader
view. Surveys and policy-oriented syntheses increasingly ar-
gue that trustworthy Al is not exhausted by fairness or ex-
plainability at the model level; it also includes robustness,
traceability, responsibility allocation, and risk management
across the system life cycle (Corréa et al, 2023; Diaz-Ro-
driguez et al., 2023; Laux et al., 2024; Lewis & Moorkens,
2020; Tabassi, 2023). In digital commerce, these issues are in-
tensified by commercial imperatives. Firms want more granu-
lar measurement, faster experimentation, and scalable per-
sonalization, while regulators and users demand minimiza-
tion, transparency, and control. The resulting tension cannot
be resolved by normative statements alone. It requires archi-
tectures capable of combining privacy preservation with com-
mercially usable outputs.

Federated learning has become a prominent candidate be-
cause it allows multiple parties or devices to train shared
models without directly pooling raw data (Cheng et al., 2020;
Kairouz et al., 2021). Yet federated learning by itself does not
solve the underlying commerce problem. Distributed training
still leaves questions about leakage from gradients, partici-
pant heterogeneity, personalization quality, verification, con-
tent governance, and downstream measurement. Differential
privacy can limit leakage, but often at the cost of utility (Abadi
et al,, 2016; Wei et al., 2020). Secure aggregation can reduce
exposure of participant updates, but it complicates orchestra-
tion and operational resilience (Bonawitz et al., 2017). Zero-
knowledge proofs and related cryptographic mechanisms can
improve verification and accountability, but they introduce
complexity and latency that many commerce systems are not
designed to absorb (Sun et al., 2021). In short, privacy-pre-
serving Al for commerce is modular, not monolithic.

The importance of this problem is amplified by two busi-
ness trends. First, commerce journeys are now inherently
cross-channel. Consumers move between search, social feeds,

creator content, marketplaces, merchant websites, loyalty ap-
plications, and physical channels. Measurement and attribu-
tion have therefore become more difficult at exactly the mo-
ment when identifiers are less stable. The classical attribution
problem, already difficult in pay-per-conversion settings, has
become more severe in privacy-constrained environments
(Jordan et al., 2011). Second, small and medium-sized busi-
nesses increasingly rely on external Al infrastructures rather
than internal data science teams. This expands the relevance
of multi-tenant architectures, standardized recommendation
and measurement APIs, and platform-level governance mech-
anisms that can lower adoption barriers while embedding
compliance and auditability into default workflows (Arnold et
al., 2022; Gief & Hutterer, 2025; Xue et al., 2019).

Against this background, the present review treats pri-
vacy-preserving and trustworthy commerce Al as an inte-
grated infrastructure domain. It does not approach recom-
mendation, advertising, attribution, creator monetization,
and SMB enablement as separate literatures that only happen
to share some methods. Instead, it examines how these func-
tions become interdependent once privacy constraints limit
frictionless data pooling. The review makes three contribu-
tions. First, it synthesizes the technical stack of federated
learning, differential privacy, secure aggregation, and zero-
knowledge verification in terms of their relevance for com-
merce rather than in purely generic machine learning terms.
Second, it links privacy-preserving learning to cross-channel
measurement and social advertising, two domains where
commercial value depends on the controlled recovery of sig-
nal from partially observable environments. Third, it shows
why trustworthy Al in commerce must be operationalized at
the platform architecture and governance level, especially for
SMB-focused ecosystems.

The rest of the paper follows this logic. Section 2 defines
the main commerce scenarios and explains why they generate
distinct data topologies and privacy risks. Section 3 reviews
the core privacy-preserving technical stack. Section 4 ad-
dresses cross-channel measurement and attribution in a post-
cookie environment. Section 5 examines social commerce ad-
vertising and the creator economy. Section 6 analyzes trust-
worthy Al platforms for SMBs. Section 7 discusses gover-
nance, standards, and accountability. Section 8 concludes
with a research agenda centered on the balance between pri-
vacy, utility, and commercial implementability.

Scenario Decomposition

Digital commerce is frequently described as a unified do-
main, but the infrastructural requirements of its main Al tasks
differ sharply. A useful review must therefore begin by distin-
guishing scenarios according to their decision objects, data
topology, latency requirements, and regulatory exposure. Five
scenarios are especially central: recommendation, advertising
delivery and targeting, cross-channel measurement and attri-
bution, creator monetization, and platformized Al services for
SMBs.

Recommendation remains the most mature commerce Al
application. It includes product ranking, bundle suggestion,
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personalized search, media selection, and retention-oriented
recommendation. The modern literature emphasizes increas-
ingly complex representations, including graph neural net-
works, cross-domain transfer, and self-supervised learning
(Chen etal., 2025; Gao et al., 2023; Sharma et al., 2024). How-
ever, the privacy problem in recommendation is unusually
acute because consumer preference data are both economi-
cally valuable and behaviorally intimate. Historical work on
privacy-preserving recommender systems focused on
anonymization, obfuscation, or cryptographic computation
(Checco et al., 2017; Sweeney, 2002; Wang et al., 2018). More
recent work shifts toward federated recommendation, where
interaction data remain local to users, enterprises, or do-
mains while models are coordinated centrally or semi-cen-
trally (Asad et al., 2023; Kalloori & Klingler, 2021; Luo et al.
2024; Qin et al., 2021). The central trade-off is that preserving
locality often worsens sparsity, non-1ID data problems, and
personalization difficulty.

Advertising delivery and targeting form a second scenario.
Here the key task is not simply ranking items but matching
audiences, contexts, and creatives under auction-like or bud-
get-constrained conditions. Behavioral advertising research
has long shown that performance depends on the availability
of reliable behavioral features and identity linkage, but these
same features trigger privacy concern, persuasion resistance,
and trust deterioration when consumers perceive tracking as
intrusive (Boerman et al., 2017; Carlson et al., 2022; Jiang et

tasks include audience matching, engagement prediction,
conversion estimation, content recommendation, fraud or
manipulation detection, and revenue allocation. Research on
influencer and live-streaming commerce shows that con-
sumer response is mediated by credibility, parasocial rela-
tionships, platform affordances, and the perceived authentic-
ity of content (Bargoni et al., 2023; Bi & Zhang, 2023; Libai et
al.,, 2025; Teng et al., 2022; Xue & Liu, 2023). This complicates
privacy-preserving design because the system must often in-
fer high-value audience segments from interactional signals
that are socially embedded and partly creator-specific. The
result is a need for architectures that can support monetiza-
tion without forcing creators to surrender comprehensive au-
dience-level data to centralized intermediaries.

The fifth scenario is Al-as-infrastructure for SMBs. Most
small firms cannot build proprietary recommender systems,
privacy engineering pipelines, or governance functions. They
rely on platforms that expose standardized APIs for recom-
mendation, campaign management, analytics, catalog enrich-
ment, or content moderation. From a systems perspective,
SMB adoption depends on whether these services can be of-
fered in a multi-tenant form that is sufficiently modular, inter-
operable, and compliant. Research on digital platform ecosys-
tems shows that value creation depends on orchestrating
complementors through shared interfaces and governance
rules rather than merely providing software functionality
(Hein et al., 2020; Mukhopadhyay & Bouwman, 2019; Xue et

al., 2013). In social media settings, personalization also inter-
acts with platform-specific motivations and trust perceptions,
which means that advertising effectiveness depends not only
on the accuracy of targeting but on the legitimacy of the tar-
geting process itself (Carlson et al., 2022; Morimoto, 2021).
Privacy-preserving advertising therefore requires both a tech-
nical solution to audience estimation and an institutional so-
lution to perceived manipulation.

Cross-channel measurement and attribution constitute a
third scenario and should not be reduced to a reporting prob-
lem. In digital commerce, firms optimize campaigns, recom-
mendations, and incentives on the basis of measured down-
stream outcomes. When user journeys span multiple chan-
nels, devices, and actors, the absence of stable identifiers cre-
ates measurement loss: some conversions cannot be linked,
some touchpoints cannot be sequenced, and some causal con-
tributions cannot be isolated. The attribution literature al-
ready identified the difficulty of assigning value across multi-
ple ad exposures and interactions even before current privacy
restrictions (Jordan et al., 2011). The contemporary challenge
is more severe because signal loss is now built into the envi-
ronment. Privacy-preserving conversion measurement, se-
cure aggregation of event counts, and differentially private re-
porting are increasingly central to campaign optimization
rather than supplementary safeguards (Delaney et al., 2024;
Farahat et al., 2009; Zhong et al., 2022).

Creator monetization forms a fourth scenario, especially
within social commerce and influencer-led retail. In this set-
ting, the economic unit is often neither the platform alone nor
the merchant alone, but a triangular relationship among cre-
ators, audiences, and commercial sponsors. The relevant Al

al., 2019). Recent platform research also highlights the impor-
tance of data architecture, modularity, and governance in
shaping who can participate and under what conditions
(Arnold et al., 2022; Gief? & Hutterer, 2025). Trustworthy Al
for SMBs is therefore not only a matter of offering “responsi-
ble” models; it is a matter of packaging compliance, auditabil-
ity, and privacy guarantees into accessible infrastructure.

These scenarios share some common technological primi-
tives, but their data topologies differ. Recommendation often
involves horizontally partitioned user-interaction data or
cross-domain preference transfer. Advertising may combine
platform-side audience estimates with merchant-side conver-
sion signals. Attribution connects event logs generated across
multiple systems. Creator monetization adds relational data
between creators and audiences, as well as platform-specific
content signals. SMB services require multi-tenant separa-
tion, tenant-specific policy controls, and standard interfaces
that can bridge heterogeneous tools. Vertical federated learn-
ing is relevant when distinct organizations hold different fea-
tures about overlapping user sets, while horizontal federated
learning is more natural when participants hold similar fea-
tures over disjoint populations (Khan et al., 2025; Kalloori &
Klingler, 2021). Cross-silo and cross-device settings therefore
have different security and orchestration implications.

A scenario-based view also clarifies why the privacy ques-
tion cannot be resolved by abstract “compliance” language.
The same privacy mechanism can be appropriate in one sce-
nario and inadequate in another. For example, local differen-
tial privacy may be tolerable for aggregate measurement but
too destructive for personalized recommendation. Secure ag-
gregation may protect participant updates in cross-silo learn-
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Table 1| Core digital commerce scenarios and their infrastructural implications

Scenario Main Al task Data topology

Primary privacy risk Main infrastructure implication

User- or domain-local
interaction data

Ranking, retrieval,

Recommendation R
personalization

Platform-side behavioral

Audience matching, bidding,

SIOEEL CEMAEN creative optimization

traces plus merchant
outcomes

Cross-channel
measurement

Attribution, lift analysis,

conversion counting and devices

Matching sponsors,

Creator monetization X
audiences, and content

graphs
Model hosting,
recommendation APIs,
content governance

SMB platform services and policy settings

Event logs across channels

Creator-specific audiences
plus platform interaction

Multi-tenant enterprise data

Preference leakage, re-
identification, profiling

Federated recommendation, privacy-
aware personalization

Opaque targeting, cross-
context tracking

Privacy-preserving targeting and
reporting

Linkage risk, unverifiable
conversion claims

Secure aggregation, DP reporting,
auditable measurement

Centralized exposure of
audience value

Verifiable revenue sharing and
protected audience analytics

Tenant leakage, inconsistent
compliance

Trustworthy multi-tenant architecture
and standardized APIs

ing but still leave unresolved questions about malicious
clients or biased participation. Zero-knowledge proofs may be
particularly valuable where revenue sharing or creator com-
pensation requires verifiable accounting, but less necessary
in low-stakes catalog ranking. A useful commerce architecture
must therefore map privacy tools to scenario-specific func-
tional requirements. Table 1 summarizes the scenario logic
used in this review.

The remainder of the review builds on this scenario differ-
entiation by examining how privacy-preserving technologies
can be assembled into commerce-specific infrastructures.

Privacy-Preserving Technical Stack

The privacy-preserving technology stack relevant to digi-
tal commerce is best understood as layered. Federated learn-
ing determines where model training occurs and how updates
are coordinated. Differential privacy constrains what can be
inferred from outputs or intermediate updates. Secure aggre-
gation protects the visibility of participant-level updates dur-
ing coordination. Zero-knowledge proofs and related crypto-
graphic techniques support verification and accountability.
Each layer addresses a different failure mode, and none is suf-
ficient on its own.

Federated learning as an infrastructural rather

than purely algorithmic choice

Federated learning emerged as a response to the concen-
tration of data in centralized machine learning pipelines. In-
stead of moving raw data to a single repository, participants
compute local updates that are then aggregated into a shared
model (Cheng et al., 2020; Kairouz et al., 2021). This basic
idea is attractive for commerce because merchants, platforms,
creators, and user devices often have incentives not to share
raw data. Federated learning can preserve local data resi-
dency while still enabling collective model improvement.

Yet the relevance of federated learning to commerce de-
pends on deployment form. Cross-device federated learning is
suitable when the primary participants are consumer devices,
for example in on-device ranking or personalized content se-
lection. Cross-silo federated learning fits settings where par-
ticipants are institutions, such as merchants collaborating

with an advertising network or multiple brands joining a re-
tail media platform. Horizontal and vertical federated learn-
ing further distinguish whether parties hold similar feature
spaces over different users or different feature spaces over
overlapping users (Kalloori & Klingler, 2021; Khan et al.
2025). These distinctions matter because the operational
problems differ. Cross-device settings face high churn, weak
trust assumptions, and device heterogeneity. Cross-silo set-
tings face stronger governance and contractual issues, but
usually enjoy more stable participation and richer local com-
putation.

For recommender systems, federated learning is appealing
because interaction histories are especially privacy-sensitive.
Surveys show rapid growth in federated recommendation, in-
cluding matrix factorization, neural recommendation, graph-
based models, and personalized federated strategies (Asad et
al., 2023; Kalloori & Klingler, 2021; Luo et al., 2024; Qin et al.,
2021). At the same time, several technical obstacles remain
persistent. First, user behavior data in commerce are highly
non-IID. Consumers differ across language, category prefer-
ence, price sensitivity, and channel use, which makes global
models unstable. Second, sparse and long-tail item spaces
create difficulties when local clients only observe tiny slices of
the inventory. Third, recommendation quality often depends
on rich side information, some of which may be distributed
across merchants, platforms, and content systems rather than
concentrated on a single device. These problems mean that
federated learning must often be combined with personaliza-
tion layers, cross-domain transfer, or graph-aware represen-
tations (Chen et al, 2025; Gao et al, 2023; Sharma et al.,
2024).

Federated learning also creates new attack surfaces. Even
when raw data stay local, model updates can leak informa-
tion, and malicious participants can poison training or infer
sensitive attributes. Surveys consistently identify gradient
leakage, inference attacks, poisoning, backdoors, and free-rid-
ing as major risks (Gosselin et al., 2022; Jere et al., 2021;
Mothukuri et al., 2021; Papadopoulos et al., 2021). For com-
merce applications, these risks are not only technical. An ad-
versarial merchant could manipulate shared recommenda-
tion training; a platform participant could attempt to infer the
strategic value of another tenant’s audience; or a creator-side
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application could introduce distorted engagement signals.
Consequently, federated learning should be seen not as a pri-
vacy guarantee but as a controlled redistribution of where
risk appears.

Differential privacy and the pricing of privacy loss

Differential privacy provides a mathematically explicit
way to limit the impact of any single record on released out-
puts or model parameters (Dwork, 2006). In practice, it is rel-
evant to commerce for three broad reasons. First, it can re-
duce the likelihood that recommendation, advertising, or
measurement outputs expose identifiable behavior. Second, it
provides a language of privacy budgets that can be docu-
mented and governed. Third, it allows organizations to com-
municate formal guarantees in settings where informal assur-
ances about “anonymization” have become unreliable.

The introduction of differential privacy into deep learning
made these ideas operational for modern models, although
often with substantial utility trade-offs (Abadi et al., 2016). In
federated settings, the utility-privacy trade-off is further com-
plicated by client heterogeneity, communication limits, and
the fact that noise may be inserted at local or aggregate stages
(Wei et al., 2020). For commerce, the key question is not
whether differential privacy can be added, but where in the
pipeline it is most valuable. Local differential privacy offers
stronger participant-side protection but often destroys fine-
grained signal needed for personalization. Central differential
privacy, applied after secure aggregation, can preserve more
utility but requires stronger trust in the aggregation server or
protocol. Aggregate reporting tasks such as campaign mea-
surement may tolerate higher noise than item-level ranking
or dynamic pricing decisions.

The privacy budget perspective is particularly useful for
commerce governance. Recommendation, targeting, and mea-
surement are not one-time computations; they are recurring
processes that consume privacy budget across repeated re-
leases, experiments, and reporting intervals. A firm that runs
continuous campaign attribution, creator analytics, and user
segmentation needs an accounting framework for cumulative
privacy loss. This links privacy engineering to platform gover-
nance: privacy budgets are not only mathematical objects but
resource-allocation decisions shaped by business priorities.
Surveys on privacy-preserving federated learning show that
practical deployments must decide which outputs are worth
preserving at higher fidelity and which can absorb more noise
(Guetal., 2023; Truong et al., 2021). In that sense, differential
privacy is also a managerial instrument.

Secure aggregation and the hidden middle layer of

trust

Secure aggregation protects the confidentiality of individ-
ual participant updates during federated coordination. The
canonical design goal is that the server should learn only the
aggregate sum of client updates, not the update of any single
client (Bonawitz et al, 2017). In commerce, this is critical
when multiple organizations jointly train models or contrib-
ute outcome events. Without secure aggregation, federated

learning may offer only superficial privacy because the coor-
dinating party can inspect participant-level gradients.

Secure aggregation is especially relevant to cross-channel
measurement. If advertisers, platforms, merchants, and ana-
lytics providers each contribute event signals, a naive aggre-
gation system can expose partner-level conversion patterns
or strategic performance information. Privacy-preserving
event reporting and frequency management were already rec-
ognized in earlier online advertising work (Farahat et al.
2009). The current environment strengthens the case for se-
cure aggregation because direct identifier-level matching is
both harder and more controversial. Measurement systems
increasingly need to recover aggregate signal while hiding
participant-specific detail.

However, secure aggregation is often treated as a neutral
technical layer when it is actually a design choice with gover-
nance implications. The protocol determines fault tolerance,
dropout handling, communication burden, and the point at
which trust is centralized. In cross-silo commerce systems,
these operational details affect participation. Small mer-
chants or creators may not tolerate protocols that are too
costly or brittle. Thus, secure aggregation should be evaluated
not only in cryptographic terms but in infrastructural terms:
who can realistically join, who controls orchestration, and
what evidence of correct execution is available.

Zero-knowledge proof, verification, and

accountable commerce Al

Zero-knowledge proofs (ZKPs) are usually discussed in
blockchain contexts, but their relevance to commerce Al lies
more broadly in verifiable computation and accountability. A
zero-knowledge protocol allows one party to prove that a
statement is true without revealing the underlying secret in-
formation (Sun et al., 2021). In commerce infrastructures, this
can support claims such as: a conversion count was computed
according to an agreed protocol; a revenue share was allo-
cated using an approved formula; a participant satisfied eligi-
bility conditions without disclosing raw data; or a model-
serving process complied with a defined policy rule.

This is particularly salient in creator monetization and
federated advertising. Creators often depend on platform-
provided analytics to assess sponsorship value and payout
fairness. Merchants depend on platforms to report audience
quality and conversions. When raw logs cannot be disclosed
for privacy or proprietary reasons, verification becomes diffi-
cult. ZKPs do not solve all of these problems, but they provide
a route toward auditable claims without full data exposure.
Their main limitation is practical: proof generation and verifi-
cation impose computational costs, and integration into real-
time or near-real-time systems is still complex.

Architectural composition and trade-offs

The main analytical point is that commerce systems
should not select privacy tools one by one in isolation. The
functional unit is a composed stack. Federated learning ad-
dresses data locality; differential privacy constrains inferen-
tial exposure; secure aggregation protects intermediate coor-
dination; ZKPs support verification; and API-level governance
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Table 2 | Privacy-preserving building blocks for commerce Al

Building block Primary function

Commerce use cases

Main strengths

Main limitations

Federated learning Distributed model training

Formal privacy guarantee

Recommendation, audience
modeling, shared fraud
detection

Reporting, analytics,

Preserves data locality;
enables multi-party learning

Quantifiable privacy budget;

Non-1ID data, communication
overhead, attack surface

Utility loss; difficult budget

Dl (PGS through controlled noise
measurement

Hides participant-level
updates during
coordination

Federated training,
Secure aggregation
reporting

Payout verification,
conversion claims,
compliance checks

Verifiable computation

ZSTo= TOTEEED PIEi without revealing raw data

Controlled exposure of
model and analytics
functions

Standardized APIs and

policy layers governance

recommendation training,

conversion counting, partner

SMB enablement, platform
orchestration, tenant

useful for governance allocation across repeated tasks

Reduces visibility of local
updates

Protocol complexity; orchestration
burden; dropout handling

Supports auditability under
data minimization

Computation cost; integration
complexity

Scalability, interoperability,
embedded compliance

Requires mature governance and
version control

structures determine how these components are exposed to
tenants and partners. Research on privacy-preserving recom-
mendation-as-a-service and privacy-aware commercial Al
points toward this compositional logic, even when implemen-
tation details vary (Wang et al., 2018; Papadopoulos et al.,
2021). Table 2 summarizes the main roles and trade-offs of
these primitives.

The literature suggests that utility-preserving privacy in
commerce will not come from maximizing any single tech-
nique. Instead, it will come from designing a stack whose
components are matched to the information requirements
and trust assumptions of specific scenarios. This point be-
comes clearer once we turn from training infrastructure to
measurement infrastructure.

Cross-Channel Measurement and

Attribution in A Post-Cookie Environment

Cross-channel measurement is the point at which privacy
preservation most visibly collides with commercial decision
making. Recommendation and targeting models are valuable
because they influence outcomes, but firms cannot justify
continued investment without measurement. Once identifiers
become unstable and event-level linkage becomes con-
strained, campaign optimization, budget allocation, and chan-
nel evaluation all degrade. The core question is therefore not
simply how to measure less invasively, but how to reconstruct
enough signal for action while respecting data minimization.

The attribution literature identified the difficulty of as-
signing conversion credit long before today’s privacy restric-
tions. In pay-per-conversion advertising, multiple exposures
may contribute jointly to a conversion, making straightfor-
ward last-touch accounting strategically misleading (Jordan
etal., 2011). The contemporary setting adds two new compli-
cations. First, observable user paths are incomplete because
tracking is fragmented across browsers, applications, plat-
forms, and walled gardens. Second, even when data exist
somewhere in the system, they may not be legally or contrac-
tually combinable. This transforms attribution from an econo-
metric challenge into an infrastructural one.

One response is to shift attention from user-level trace-
ability to privacy-preserving aggregate measurement. Recent
work on ad conversion measurement develops differentially
private mechanisms that release aggregate campaign statis-
tics while bounding privacy leakage (Delaney et al., 2024).
Similar efforts in advertising security propose privacy-pre-
serving conversion tracking and bidding protocols that allow
parties to optimize campaigns without fully exposing conver-
sion logs (Zhong et al., 2022). Historically, even comparatively
narrow tasks such as frequency capping generated privacy
concerns because they required maintaining exposure histo-
ries (Farahat et al., 2009). The current research frontier gen-
eralizes this insight: almost every useful advertising metric
depends on linking behavior over time, which means privacy-
preserving measurement must selectively reconstruct just
enough linkage to support action.

This requirement produces measurement loss, a concept
that is useful even when different papers use different termi-
nology. Measurement loss refers to the gap between true
causal or transactional activity and what the system can legit-
imately and technically observe. In commerce, this loss has
four dimensions. First, identity loss occurs when the system
cannot reliably connect touchpoints to the same user. Second,
path loss occurs when intermediate interactions are not visi-
ble. Third, outcome loss occurs when conversions happen in
contexts not observable to the measurement partner. Fourth,
semantic loss occurs when privacy-preserving aggregation re-
moves detail needed to interpret heterogeneous conversions.
Differential privacy can protect against leakage, but it also en-
larges semantic loss if the released outputs are too coarse. Se-
cure aggregation can hide local contributions, but it does not
guarantee causal interpretability. This is why privacy-pre-
serving measurement must be paired with careful metric de-
sign.

A second response is to redesign incentives around partial
observability. If the system cannot perfectly observe every
conversion path, then contracts and optimization rules must
be robust to incomplete measurement. This insight has prac-
tical relevance in creator commerce and affiliate-like settings,
where payout formulas may depend on noisy or delayed attri-
bution. Platform ecosystems can reduce conflict by using
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standardized reporting protocols and clearly documented
confidence intervals or eligibility rules, rather than pretend-
ing that privacy-preserving measurement is exact. The prob-
lem is not only technical uncertainty but contestability. When
merchants, creators, and platforms do not share raw logs,
they need rules for how approximate measurement enters
billing, budgeting, and compensation.

A third response is to exploit structured forms of distrib-
uted learning and matching. Vertical federated learning is po-
tentially relevant when different organizations hold comple-
mentary features about overlapping user sets, such as plat-
form-side engagement features and merchant-side purchase
outcomes (Khan et al., 2025). Federated cross-domain recom-
mendation and federated rating prediction also illustrate how
signal can be transferred across domains without unre-
stricted data pooling (Wu et al., 2022). These approaches are
not measurement systems in the narrow sense, but they show
how cross-channel information can be leveraged under parti-
tioned data conditions. The limitation is that overlap resolu-
tion and identity correspondence remain difficult, especially
when privacy constraints forbid explicit linkage.

The measurement problem is therefore best understood
as a trade space among fidelity, privacy, and verifiability. High-
fidelity user-level attribution maximizes optimization value
but creates the greatest exposure. Strong privacy with heavy
noise or coarse aggregation minimizes exposure but may be
too weak for commercial action. Verifiable protocols improve
trust but can slow deployment. A privacy-preserving com-
merce system must choose a point in this trade space based
on decision purpose. Strategic budget allocation across chan-
nels may tolerate aggregate reporting with uncertainty
bounds. Real-time bidding and creative optimization may re-
quire more granular proxies. Creator compensation may re-
quire auditable but delayed settlement rather than instanta-
neous perfect attribution.

Behavioral research further indicates that measurement
design shapes trust. Consumers’ privacy concerns are not
driven solely by formal data collection volume, but by per-
ceived loss of control, opacity, and manipulative intent
(Chaudhuri et al., 2023; Dinev et al., 2013; Jiang et al., 2013).
Thus, privacy-preserving measurement can have indirect
commercial benefits if it reduces the perception that advertis-
ing relies on hidden surveillance. At the same time, if report-
ing becomes too opaque or technically obscure, merchants
and creators may distrust the platform instead. The design
task is therefore dual-facing: measurement must be privacy-
legible to users and accountability-legible to business partici-
pants.

The literature suggests several research priorities. First,
more work is needed on the interaction between differential
privacy parameters and business decision quality in realistic
campaign settings. Second, attribution models should explic-
itly incorporate observability constraints rather than treating
missingness as a nuisance. Third, privacy-preserving mea-
surement systems need stronger audit layers, potentially in-
cluding cryptographic proofs of correct aggregation or rule
execution. Fourth, incentive-compatible contracts are needed
for settings where measurement is approximate by design.

Privacy-preserving measurement is therefore not a residual
technical adjustment to post-cookie advertising; it is becom-
ing the central coordination mechanism through which digital
commerce decides what counts as performance.

A recent preprint by Yi (2026a) is illustrative here. It pro-
poses a federated and differentially private framework for
cross-channel measurement that explicitly integrates Topics
and Protected Audience on the web side with Attribution Re-
porting and SKAdNetwork on the app side, while linking mea-
surement to incentive allocation for SMB advertisers. Because
the work is currently a preprint, it should be interpreted cau-
tiously. Even so, it is directly relevant to this review because it
treats post-cookie measurement as a joint problem of privacy
budgeting, channel harmonization, and decision support
rather than as a narrow reporting task.

Social Commerce Advertising and The

Creator Economy

Social commerce and the creator economy have trans-
formed the structure of advertising by embedding persuasion,
discovery, and transaction inside relationship-rich media en-
vironments. In conventional display advertising, targeting
and measurement are often discussed as relatively separate
layers. In creator commerce, they are intertwined. The value
of an impression depends not only on who sees it but on who
delivers it, how the content is framed, what platform norms
govern disclosure, and how conversion is attributed across
social and transactional touchpoints. This makes privacy-pre-
serving design especially difficult.

Research in marketing and interactive media shows that
creator influence depends on credibility, perceived similarity,
parasocial interaction, and the alignment between message
form and platform culture (Bi & Zhang, 2023; Carlson et al.,
2022; Teng et al., 2022). Consumers often respond to creators
not as interchangeable ad inventory but as trusted or quasi-
relational intermediaries. In live-streaming and ecosystem-
based analyses of social selling, value creation flows through
interactions among platforms, anchors, brands, and audi-
ences rather than through one-directional promotion alone
(Xue & Liu, 2023). Recent synthesis work on the creator econ-
omy similarly emphasizes that value chains are multi-actor
systems involving platforms, creators, advertisers, agencies,
and analytics providers (Libai et al., 2025). This means that
the data generated in creator commerce are relational, con-
textual, and partially co-produced.

From a privacy perspective, this relationality matters in
two ways. First, creator audiences are strategic assets. Plat-
forms and brands want to infer which audiences are likely to
convert, but creators may resist architectures that fully ex-
pose their audience data because those data underpin bar-
gaining power. Second, consumers may accept creator recom-
mendations partly because they perceive them as socially sit-
uated rather than purely algorithmic. Excessively invasive tar-
geting can undermine that perception and erode trust. The
problem is therefore not simply how to protect user privacy,
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but how to preserve the autonomy and informational position
of intermediaries within the commerce ecosystem.

Federated and privacy-enhancing methods are relevant
because they can decouple shared model improvement from
unrestricted data access. Audience modeling or recommenda-
tion for creator-brand matching could, in principle, be trained
across creators, merchants, or platforms without centralizing
all raw interaction data. Surveys of federated recommenda-
tion and privacy enhancement suggest that this is technically
plausible, particularly where participants have partially
aligned objectives but do not want to share raw histories
(Asad et al., 2023; Gosselin et al., 2022; Papadopoulos et al.,
2021). Yet social commerce introduces additional complica-
tions. Engagement signals can be noisy, strategic, and vulnera-
ble to manipulation. Creator-side optimization may also en-
courage gaming behaviors if payout formulas are visible but
measurement is imperfect. Thus, privacy-preserving social
advertising requires both learning protection and integrity
control.

The creator economy also raises the question of revenue
sharing and compensation verification. Influencer campaigns,
affiliate arrangements, and platform-mediated creator funds
all depend on claims about reach, engagement quality, con-
versions, or downstream sales. Bargoni et al. (2023) show
that endorsement services can affect campaign outcomes, but
commercial value is contingent on how those services are op-
erationalized. If the creator, platform, and sponsor do not
share raw data, disputes can arise over whether audience de-
livery and conversions were measured correctly. Here zero-
knowledge proofs or other verifiable reporting methods may
become useful because they allow a party to demonstrate
compliance with an agreed formula without disclosing raw
logs. Even when such mechanisms are not fully implemented,
the design logic is clear: creator monetization requires pri-
vacy-preserving visibility rather than either total secrecy or
total transparency.

Another relevant strand of literature concerns virtual in-
fluencers and platform-mediated identity. The emergence of
virtual or Al-driven influencers intensifies privacy tensions
because the distinction between content generation, user
data exploitation, and synthetic persuasion becomes blurred.
Recent work conceptualizes this through a multi-privacy
paradox in which consumers may disclose or accept more
than they normatively endorse under conditions of conve-
nience, entertainment, or social immersion (Livanaarachchi
et al., 2024). This observation has broader relevance for cre-
ator commerce. A privacy-preserving infrastructure cannot
assume that disclosed preference is a reliable measure of in-
formed consent. Trustworthy design must therefore include
procedural safeguards and governance constraints, not only
predictive optimization.

There is also an asymmetry between large platforms and
small creators or merchants. Major platforms can absorb pri-
vacy engineering costs and may internalize large-scale behav-
ioral data regardless of external restrictions. Smaller actors
depend on whatever analytics and APIs the platform exposes.
This suggests that trustworthy creator commerce cannot be
evaluated solely at the firm level; it must be assessed at the

ecosystem level. Standardized, privacy-preserving reporting
interfaces can improve access for smaller participants, but
only if the platform’s governance rules also address auditabil-
ity, explainability of payout logic, and content moderation
consistency. Otherwise, privacy discourse may simply mask
further asymmetry in informational control.

A useful design principle is to treat audience matching,
conversion estimation, and revenue allocation as distinct yet
connected layers. Audience matching can often tolerate par-
tial decentralization and privacy-preserving representation
learning. Conversion estimation may rely on differentially pri-
vate or aggregated outcome reporting. Revenue allocation
may require explicit verification and contract rules. Collaps-
ing all three into one opaque platform metric produces effi-
ciency in the short term but undermines long-term trust. So-
cial advertising under privacy constraints therefore benefits
from modularity.

The literature also points toward several open questions.
First, little is known about how privacy-preserving advertis-
ing architectures affect creator bargaining power and market
concentration. Second, more research is needed on fairness in
creator recommendation and monetization when audience
data are unevenly observable. Third, current work still under-
specifies how content governance and privacy protection in-
teract. A platform may privacy-protect user data while still
recommending harmful or misleading commercial content.
Finally, the boundary between recommendation and advertis-
ing becomes increasingly blurred in creator ecosystems, sug-
gesting that governance categories inherited from earlier dig-
ital advertising may be analytically insufficient. Trustworthy
commerce Al in this domain must therefore integrate privacy,
content accountability, and economic verification rather than
addressing them sequentially.

A closely related 2026 article by Yi (2026c) extends this
line of thinking to social e-commerce advertising and creator
monetization. Its proposed combination of federated learning
and zero-knowledge verification is useful for this review not
because it resolves the empirical question of platform fair-
ness, but because it makes explicit a crucial architectural dis-
tinction: audience modeling, ad interaction verification, and
creator payout accountability can be separated and then re-
composed. That formulation reinforces the argument ad-
vanced here that trustworthy creator commerce depends on
privacy-preserving visibility rather than either unrestricted
surveillance or opaque platform reporting.

Trustworthy Al platforms for SMBs

The commercial relevance of privacy-preserving Al de-
pends heavily on whether it can be operationalized for small
and medium-sized businesses. Large technology firms can
build proprietary data infrastructure, privacy engineering
teams, and internal audit capabilities. Most SMBs cannot.
They adopt Al through platforms, software-as-a-service ven-
dors, marketplaces, and ecosystem intermediaries. The criti-
cal question is therefore how trustworthy Al can be packaged
into multi-tenant infrastructures that are technically scalable
and organizationally usable.
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Table 3 | Design blueprint for trustworthy SMB-oriented commerce Al infrastructure

Layer Design objective

Key components

Protect tenant and user data while enabling
useful learning

Support shared
unrestricted pooling

Data layer

improvement  without

Learning layer

Measurement layer constraints

Governance layer

Interface layer Lower adoption barriers for SMBs

Standardized APIs,
documentation

Local storage controls, data minimization, retention policies, tenant isolation

Federated learning, secure aggregation, personalization modules, attack monitoring

Provide actionable analytics under privacy Differentially private reporting, aggregate conversion measurement, confidence
disclosure

Make the system auditable and controllable Risk management workflows, logging, incident response, human oversight

service cards, policy-aware configuration, interoperable

Multi-tenant architecture is central because SMB-facing
systems must serve many organizations with limited cus-
tomization cost. Yet multi-tenancy creates its own privacy and
governance problems. Tenant data must be logically or cryp-
tographically separated; model improvements may need to be
shared without leaking competitive information; policy con-
trols must vary across sectors and jurisdictions; and audit
logs must remain intelligible to clients who are not Al special-
ists. Architectural work on platforms and industrial data in-
frastructures shows that modularity, orchestration logic, and
interface design strongly shape adoption and control (Arnold
etal, 2022; Giefd & Hutterer, 2025; Hein et al., 2020). In com-
merce Al, the same principle applies. A platform that merely
offers an API endpoint for “recommendation” without gover-
nance metadata, logging, and privacy options is not providing
trustworthy infrastructure; it is externalizing governance
burdens to the least capable actors.

Standardized APIs occupy a strategic position in this archi-
tecture. They translate complex learning, ranking, and mea-
surement processes into callable services for merchants, cre-
ators, and app developers. Research on APIs and complemen-
tor innovation shows that interface standardization can stim-
ulate external innovation, but it can also reproduce depen-
dency and copying risks when governance is weak (Xue et al.
2019). For privacy-preserving commerce Al, API design
should do more than expose functionality. It should define the
permissible scope of data use, the granularity of outputs, the
retention and deletion logic, and the audit trails associated
with each invocation. Put differently, trustworthy Al for SMBs
requires policy-aware APIs rather than bare prediction end-
points.

Recommendation-as-a-service provides a concrete exam-
ple. Traditional centralized services ask clients to upload user
and item data to the provider. Privacy-preserving recommen-
dation-as-a-service aims to protect data while still enabling
shared computation, often through distributed learning or
cryptographic protocols (Wang et al., 2018). For SMBs, the at-
traction is clear: they can access advanced recommendation
without building internal pipelines. But unless the service
also supports tenant-level governance, documentation of pri-
vacy guarantees, and clear liability boundaries, adoption may
be superficial. The platform may be “privacy-enhancing” in a
technical sense while remaining opaque in contractual or op-
erational terms.

Content governance is another essential component. Digi-
tal commerce increasingly depends on Al systems that rank or
generate product descriptions, moderate user-generated re-
views, screen promotional content, and route creator materi-
als. Trustworthy infrastructure therefore requires alignment
between privacy design and content governance. A platform
that protects training data but fails to control harmful or non-
compliant commercial content is not trustworthy in the com-
merce sense. Conversely, aggressive moderation without due
process or auditability can damage SMBs that depend on the
platform for visibility. The governance challenge is to embed
policy constraints into workflow design rather than bolting
them onto downstream review.

This is where risk management frameworks become im-
portant. NIST’s Al RMF frames trustworthy Al through func-
tions such as govern, map, measure, and manage, emphasiz-
ing life-cycle controls rather than one-off ethical commit-
ments (Tabassi, 2023). The European trustworthy Al guid-
ance and associated assessment tools similarly move from
principles toward operational checklists and self-assessment
structures (High-Level Expert Group on Artificial Intelligence
[HLEG], 2019, 2020). For SMB-oriented commerce platforms,
these frameworks suggest that providers should supply gov-
ernance scaffolding as part of the service. Examples include
configurable privacy budgets, model cards or service cards,
incident reporting procedures, escalation channels, and hu-
man-review triggers for sensitive content or decisions.

A trustworthy SMB platform must also reconcile global
shared models with tenant-specific context. A generic recom-
mender or targeting model may not reflect local catalog struc-
ture, legal obligations, or sector-specific sensitivities. Feder-
ated approaches offer one route by enabling shared learning
across tenants while keeping raw data local, but this is only
part of the solution. Platforms also need tenant-aware policy
layers and configurable governance modules. The most
promising direction is therefore not “one model for all” but a
layered system in which shared representation learning, ten-
ant-specific fine-tuning, privacy accounting, and rule enforce-
ment are separated but interoperable. Table 3 summarizes a
design blueprint for trustworthy SMB Al platforms.

The SMB context highlights a broader point: trustworthy
Al is not simply a quality of algorithms but a service design
principle. It concerns how capabilities are exposed, con-
strained, documented, and monitored. Privacy-preserving in-
frastructures become economically meaningful only when
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these properties are operationalized in ways that non-expert
organizations can actually use.

On the provider side, Yi (2026b) offers a complementary
architecture paper on trusted Al commercialization infra-
structure for SMBs. The paper emphasizes multi-tenant gov-
ernance controls, standardized recommendation APIs, incen-
tive systems, and content-governance workflows. Its impor-
tance for the present review lies in showing that privacy
preservation alone is insufficient for SMB adoption unless it is
packaged together with auditability, reusable interfaces, and
policy-aware service design. As with other recent architecture
papers, the contribution is best read as a design blueprint
rather than as settled evidence of market-wide effectiveness.

Governance and Standards

The governance debate surrounding commerce Al has ma-
tured beyond general ethical exhortation, but operational
gaps remain significant. Trustworthy Al is now commonly as-
sociated with transparency, accountability, human oversight,
robustness, fairness, and privacy. The difficulty is that these
principles are often stated at a high level while commerce sys-
tems require concrete allocations of decision rights, reporting
duties, and technical responsibilities across multiple actors.

Large-scale reviews of Al governance guidelines show
convergence around a limited set of principles, especially
transparency, justice or fairness, non-maleficence, responsi-
bility, and privacy (Corréa et al., 2023). However, the same re-
views also show fragmentation in interpretation and imple-
mentation. Commerce systems intensify this problem because
many relevant decisions are distributed across platforms, ad-
vertisers, creators, vendors, and analytics intermediaries. A
social advertising platform may control ranking and modera-
tion; a merchant may control pricing and campaign objec-
tives; a creator may control message framing; and a measure-
ment vendor may control attribution outputs. Governance
therefore has to assign responsibility across a chain rather
than inside a single organization.

Trustworthy Al scholarship increasingly argues that this
chain perspective must be made explicit. Diaz-Rodriguez et al.
(2023) connect Al principles to system requirements and reg-
ulation, emphasizing that trustworthy Al involves the transla-
tion of abstract norms into design controls, governance pro-
cesses, and compliance mechanisms. Laux et al. (2024) fur-
ther caution that trustworthiness should not be conflated
with mere acceptability of risk. This distinction matters in
commerce because a platform may technically comply with
risk categories while still cultivating opaque incentive struc-
tures or asymmetrical information control. Governance
should therefore ask not only whether risk is bounded, but
also who defines acceptable risk and who bears the residual
cost when the system fails.

Transparency is often the first principle invoked, yet it is
especially difficult to operationalize in commerce. Consumers
do not need the same disclosure as merchants, regulators, or
creators. Overly general notices can satisfy formal disclosure
requirements while communicating little about actual system
behavior. Conversely, highly technical descriptions may be un-

usable for most stakeholders. The practical lesson is that
transparency must be role-specific. Users need intelligible ex-
planations of data use and targeting logic at an appropriate
level. Business participants need service-level information
about measurement error, payout rules, and moderation trig-
gers. Regulators and auditors need traceable logs, documen-
tation, and evidence of policy enforcement. Trustworthy com-
merce Al therefore requires layered transparency rather than
a single disclosure artifact.

Auditability is the next key requirement. Al audits in com-
merce should extend beyond model performance to include
data lineage, privacy accounting, policy conformance, and dis-
pute resolution. Existing governance work and emerging au-
dit discussions indicate that standards boards, risk frame-
works, and formalized assessment procedures are increas-
ingly necessary if organizations are to move from principle
statements to repeatable oversight (Tabassi, 2023). In digital
commerce, audits should be able to address questions such
as: Were conversion counts generated according to the docu-
mented privacy-preserving protocol? Were creators paid ac-
cording to the disclosed revenue-sharing rule? Were modera-
tion decisions applied consistently across comparable com-
mercial content? Was model retraining triggered by valid and
logged inputs? These are infrastructural audit questions, not
merely algorithmic ones.

Responsibility allocation is also changing because privacy-
preserving architectures can blur agency. When a recommen-
dation outcome results from federated updates contributed
by many participants, or when attribution depends on se-
curely aggregated event streams, it can become harder to de-
termine who is accountable for a harmful or misleading re-
sult. Governance must therefore define accountability despite
distributed computation. One approach is to separate respon-
sibility by function: participants remain responsible for data
lawfulness at source; orchestrators are responsible for proto-
col integrity and model governance; service providers are re-
sponsible for API behavior and documentation; and deploying
firms remain responsible for downstream business use. While
such separation is imperfect, it is more realistic than treating
“the Al system” as a singular responsible entity.

A rights-based perspective strengthens this analysis. Re-
search on trustworthy Al in social media argues that rights
language can clarify what is at stake when commercial plat-
forms use Al to shape expression, exposure, and behavior
(Lewis & Moorkens, 2020). In commerce, rights-based think-
ing helps connect privacy to due process, contestability, and
freedom from manipulative opacity. This is especially impor-
tant in creator ecosystems and SMB platform dependence,
where weaker actors may be constrained by platform-defined
rules they cannot meaningfully negotiate. Governance should
thus include appeal mechanisms, explanation pathways, and
contractual clarity for participants, not only consumer-facing
privacy controls.

The practical standards landscape is becoming denser.
NIST’s Al RMF provides a flexible but structured reference for
organizational risk management (Tabassi, 2023). The EU’s
trustworthy Al guidelines and assessment tools provide life-
cycle-oriented self-assessment logic (HLEG, 2019, 2020). Reg-
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ulatory developments such as the EU Al Act intensify the
pressure to specify risk classification, technical documenta-
tion, and accountability arrangements, even if debate contin-
ues regarding the relation between trustworthiness and legal
acceptability (Laux et al., 2024). For commerce platforms, the
implication is clear: governance cannot remain an informal
compliance appendix. It has to be embedded in architecture,
documentation, vendor management, and interface design.

Several unresolved issues deserve emphasis. First, privacy
and transparency can conflict. Strong privacy-preserving
computation may reduce the amount of raw evidence avail-
able for audit or explanation. This increases the importance of
protocol-level verification and carefully designed logs. Sec-
ond, governance frameworks still under-address platform
power asymmetries. A dominant platform may comply proce-
durally while imposing opaque economic dependencies on
merchants and creators. Third, the connection between Al
governance and content governance remains insufficiently
theorized in commerce research. Commercial content rank-
ing, sponsored recommendations, and creator monetization
all blur the line between economic infrastructure and infor-
mational governance. Finally, most current governance frame-
works are organization-centric, whereas digital commerce is
ecosystemic. Future governance work must therefore address
interoperability of audit artifacts, shared incident tax-
onomies, and cross-organizational accountability standards.

In summary, governance is not an external constraint on
privacy-preserving commerce Al It is the mechanism that de-
termines whether privacy-preserving methods become trust-
worthy infrastructures or merely technical shields around
opaque systems.

Conclusion

This review has argued that privacy-preserving and trust-
worthy Al in digital commerce should be understood as an in-
frastructure problem. Recommendation, advertising, cross-
channel measurement, creator monetization, and SMB en-
ablement all depend on the controlled circulation of data,
model updates, metrics, and governance signals across orga-
nizational boundaries. Privacy constraints do not eliminate
the need for these flows; they force them to be redesigned.

The literature shows that federated learning, differential
privacy, secure aggregation, and zero-knowledge verification
offer a meaningful technical toolkit, but their value depends
on how they are composed. Federated learning without gov-
ernance remains vulnerable. Differential privacy without sce-
nario-sensitive metric design can produce unusable outputs.
Secure aggregation without verifiability may protect data
while undermining trust among business participants. Zero-
knowledge methods without operational integration remain
aspirational. The most promising direction is therefore modu-
lar composition anchored in scenario-specific requirements.

Three conclusions follow. First, cross-channel measure-
ment has become the strategic bottleneck of privacy-preserv-
ing commerce Al. Without credible and privacy-aware mea-
surement, firms cannot allocate budgets, evaluate creators, or
refine recommendation and advertising systems. Second, so-

cial commerce and creator monetization reveal that trustwor-
thiness is both consumer-facing and partner-facing. Privacy
protection must coexist with auditable revenue logic, content
governance, and role-specific transparency. Third, SMB adop-
tion depends on whether trustworthy Al is embedded in
multi-tenant platforms, standardized APIs, and governance-
by-design rather than offered as a collection of advanced but
inaccessible technical options.

Future research should therefore move in four directions.
One direction is quantitative evaluation of privacy-utility
trade-offs in realistic commerce workflows rather than in ab-
stract benchmarks alone. A second is the development of pri-
vacy-preserving measurement systems that include uncer-
tainty modeling, audit support, and incentive compatibility. A
third is the study of ecosystem power under privacy-preserv-
ing architectures, especially whether such architectures de-
centralize control or simply repackage centralization. A
fourth is the design of interoperable governance artifacts for
platform ecosystems, including service cards, privacy ledgers,
and standardized audit evidence. The next generation of digi-
tal commerce Al will be judged not only by whether it pre-
dicts well, but by whether it can produce commercially useful
intelligence without undermining privacy, contestability, and
accountability.
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